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Introduction

N

o critical infrastructure is self-sufficient. The
complexity inherent in the interdependent nature
of infrastructure systems complicates planning and
preparedness for system failures. Recent wide-scale
disruption of infrastructure on the Gulf Coast due to weather,
and in the Northeast due to electric power network failures,
dramatically illustrate the problems associated with mitigating
cascading effects and responding to cascading infrastructure
failures once they have occurred.
The major challenge associated with preparedness for cascading
failures is that they transcend system, corporate, and political
boundaries and necessitate coordination among multiple,
disparate experts and authorities. This symposium brings
together concerned communities including government and
industry technical and policy principals with experience in
cascading infrastructure failures. The forum is designed to
illuminate best practices for avoiding and responding to cascading
failure contingencies created by natural, accidental, or malicious
infrastructure debilitation.

James Madison University and the Institute for Infrastructure and Information
Assurance express our gratitude to the National Academies and the Federal Facilities Council
for hosting this second annual Homeland Security Symposium, “Cascading Infrastructure Failures:
Avoidance and Response.” The editors wish to thank the Symposium Planning Committee: Lynda
Stanley, Steve Knickrehm, and Ryan McKay, with added appreciation to Steve Knickrehm for
emceeing the event. A special thanks to Becky Rohlf for event organization, Danny Cohen for graphic
design, Cameron Clark for copy assistance, and Amy Ballard for staff assistance.
These proceedings include the key issues and emerging themes from the presentations, keynotes
and group discussions. In Section the panels and keynote addresses are transcribed, including key
illustrations and slides. Section II includes papers submitted through the Call for Papers effort. In
Section III you will find featured research in the posters sessions, speaker biographies and host
information.
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The Federal Facilities Council
The Federal Facilities Council (FFC) was
established in 1953 as the Federal Construction
Council. It operates under the auspices of the
Board on Infrastructure and the Constructed
Environment (BICE) of the National Research
Council, the principal operating agency of the
National Academies and the National Academy of
Engineering.
The FFC’s mission is to identify and advance
technologies, processes, and management practices
that improve the performance of federal facilities
over their entire life-cycle, from planning to
disposal.
--develops and disseminates facilities-related
information through networking, conferences,
workshops, and studies;
--provides a forum to identify governmentwide issues regarding facility planning, design,
construction, operation, maintenance, and
management;
--convenes standing committee meetings to
promote networking and information sharing
among sponsor agencies;
--deploys its findings through its reports published
by the National Academy Press.

www.nationalacademies.org/ffc/

The Institute for Infrastructure
and Information Assurance
The Institute for Infrastructure and Information
Assurance (IIIA) facilitates development,
coordination, integration and funding of activities
and capabilities of the James Madison University
academic community to enhance information and
critical infrastructure assurance at the federal, state
and local levels. IIIA emphasizes collaborative
interdisciplinary research that focuses on
developing technologies with student participation
and that have potential for public benefit and
possible commercialization. Further, the Institute
focuses on the integrative, interdisciplinary nature
of real-world problems and strives to bridge
traditional academic departments to develop
solutions to the critical security problems facing
our nation. IIIA partners with George Mason
University on the Critical Infrastructure Protection
Program (CIPP).
IIIA’s Vision is a society strengthened and
enriched by increasingly dependable infrastructure
fostered by a strong university role in leadership,
interdisciplinary education, research and problemsolving.

www.jmu.edu/iiia/
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Emerging Themes
The following section summarizes
major points made by panelists and
keynote speakers over the course of the
symposium. Many of the ideas captured
here were emphasized by several speakers.

1

We have learned many
important lessons from
Hurricanes Katrina and
Rita regarding preparedness
and response to cascading
infrastructure failures.

In dealing with major regional disasters, it is useful
to take an approach similar to confronting an enemy
in warfare. General Honoré led the National Guard
response to these natural disasters using the construct:
See First
Understand First
Act First
The idea is to get ahead of the event and take steps to
anticipate and mitigate effects before the fact.
Because our ability to model the behavior of complex
events is limited and subject to error, we must take
modeling predictions with a grain of salt. It is
important to predict events and cascading system
response as best we can and prepare accordingly. But
we must recognize that the real world situation may
be quite different from model results and build in
flexibility to our response planning and capabilities.
Geographic information systems (GIS) were found
to be extremely important in preparing for and
responding to cascading failures. It is very important
to be able to visualize and understand the geospatial
layout of systems in this regard.
In dealing with wide area catastrophes, we
must address the complete set of operational
domains including land, air, sea, water, satellite
communication, and information management. In

the land domain, the way our government is set up,
the supreme law regarding disaster response begins
with local and state government. Industry owns
more transportation vehicles of all types than the
government. When the Army went into New Orleans
and the Gulf Coast of Mississippi after the storm,
they found big parking lots full of trucks. These
trucks, though urgently needed, were of no use
because they were damaged by flooding.
The governor of a state has limited authority and
capability in the air. In most cases a governor will
have a few helicopters within the state police and
the National Guard. They have the authority to use
them for search and rescue. A state governor does not
have the authority to use C17 aircraft in the National
Guard. Nor does the governor have the authority
to patrol the airspace over the state. The big airlines
own more airplanes than the Department of Defense.
So the ability to move people from one area to
another primarily resides in the private sector.
Local government and state government and
industry should be the primary responders. The
federal government should provide those things to
fill in the gaps. Public works departments are also
first responders in the emergency management
community. Public works departments are sometimes
overlooked in that regard. The best collaboration is
for America to partner with industry.
A major lesson from Hurricane Katrina is if the
operators can’t get to work, then the infrastructure
won’t work. After Katrina/Rita, all infrastructure
operators were reporting, “We can’t get our
infrastructure back in operation without our people,
and we can’t get our people back without housing.”
There are a lot of issues concerning the priority of
restoration, which have not been either modeled or
identified. We haven’t done very much thinking
about the order of priority and process of getting
multiple infrastructure services reestablished. That is
an extremely important question that deserves some
research. Jefferson Parish is talking about building
hardened facilities for their staff so they can stay on
the job while an event is taking place.
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When the phone systems get busy, or they become in
any way degraded, it is possible to get a text message
through when you can’t get a voice through. So it is
very important for emergency responders and citizens
to know how to text message.
Everywhere a natural disaster can go, a terrorist
can go. They can exploit known natural disaster
vulnerabilities. The enemies are watching, and they
continue to watch. It will be important to recognize
natural disaster effects that an enemy could duplicate.
Some important and expedient steps to take to be
prepared for natural disasters include:

4

•

Establish a pre-event unified command and
control organization structure.

•

Pre-position unified mobile disaster
assessment cell.

•

Designate single DoD point of contact for the
Federal Coordinating Officer to coordinate
requirements.

•

Implement a local/state employee Disaster
Clause to dual-hat/train employees to fill key
disaster support manning shortfalls.

•

Pre-position common interoperable
communications assets.

•

Establish external support (push packages and
funding) to fill common resource shortfalls.

•

Pre-allocate space in State Emergency
Operation Centers to integrate federal or
other external agencies.

•

Develop a Continuity of Government (COG)
Plan that sustains government functions at the
state level.

•

Pre-arrange support contracts for required
resources.

•

Acquire and integrate assured power supply
capabilities (gas stations, pharmacies, and
local emergency operations centers).

•

Gain industry commitments to re-establish
critical services.
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•

Develop protection standards for critical
infrastructure facilities and systems.

2

We have learned many
important lessons
from 9/11 regarding
preparedness and response to
cascading infrastructure failures.

Preplanning for cascading failures can reap major
benefits. Prior to 9/11, the communications sector
had done preplanning on how to reroute in case
of disaster. Of the 3 million high-speed data lines,
over half of them had been rerouted within 24
hours. Asset prioritization is an important part of
pre-planning. This was one of the most helpful
things that was performed prior to 9/11. The effort
was completed in the 1990s and involved close
collaboration between government and industry
including the major communications carriers, federal
agencies, and the White House. All of the major
circuits of the United States were prioritized. There
were huge benefits. The exercise produced, in effect,
a priority repair list that the telecommunications
carriers all agreed to. When 9/11 happened,
this is one of the untold stories that allowed rapid
restoration of the grid.
Understanding interdependencies between the
electrical utility industry and communications were
absolutely critical. Long term outages of the electric
grid pose the most challenging situations for our
infrastructure.
Modeling is important. It would be helpful to
be able to predict a “tipping point” where a few
cascading effects turn into “an avalanche” across
multiple infrastructures that causes a major societal
impact, a major economic impact. Within most
of our critical infrastructure sectors we have robust
models that can predict particular infrastructure
operation within its stovepipe. But each of sectors is
modeled quite differently. Each has its own peculiar
protocols, processes, terminology, data types and
formats. Models involving connecting one sector to

another remain very much in their infancy. Modeling
infrastructure interdependencies is a huge challenge.
We also have much room for improvement in
predicting economic impacts and how the economic
impact of outages and cascading can really cause a
significantly greater financial impact across all of our
sectors.

3

Public-Private Partnerships
are critically important to
preparedness and response
to catastrophic events.

Our ability to recover from a major event locally
depends on where our industrial capabilities are
on the private side and how we save them from
a catastrophic event. It is very important to
protect our capability to recover. Industry needs
to be part of the planning and a major player in
response. Government officials need to be aware of
private system assets. They weren’t in many cases
during Katrina. In coaching and collaboration of
government people for response to high-consequence
events, it is important to make those agreements earlyon with private industry. We need the partnering
between local, state, and federal governments. But
the biggest partner should be industry. The shared
collaboration has to go on with industry because
people in industry, if they understand the problems,
can take them on as business opportunities.
The federal government has a very refined response
planning process. There is a national response plan,
which addresses the role of all the various federal
agencies in terms of how they are going to respond to
disasters. As important next step, it will be important
to have federal exercises that address the restoration
of communities and local economies.
The people who benefit should pay for homeland
security upgrades. There are communities waiting
for homeland security grants so they can get a fire
truck that is big enough to reach a tall building. The
owner of the tall building should pay for the fire
truck. Engage both local communities and industry
in developing equitable payment approaches.

4

It is important to
understand system
interdependencies in
order to develop capabilities to
predict their effects and implement
effective measures for prevention
and response.

There are many reasons why we should understand
interdependencies and interactions among critical
infrastructures. If we don’t understand the
interaction between these systems, we are going to
have a really hard time understanding the risks and
consequences of failure in any one of the systems. If
governments and businesses are going to make risk
decisions, they will need a good metric or measure
of what that risk is. Some of the measures that we
typically use are actually not very good.
System interdependencies introduce increased
probability of failure and high failure consequences.
Because of interdependencies, things are vulnerable
in ways that they may not have been previously. New
targeting strategies are available to malefactors. It is
possible to debilitate infrastructures by attacking in
very indirect ways. A good example is our reliance
on process-control systems. Cascading problems can
lead to consequences that are highly magnified.
Infrastructure systems interact in very complex
ways. They couple with each other as a result of
their interdependencies. Very importantly, research
suggests that even a weak coupling between these
systems can have fairly major impacts on the
dynamics and the characteristics of the individual
systems. We actually can have a significant risk
of failure in a system even through a fairly weak
coupling with another system.
Interdependencies change as a function of
event timelines. When people look at study
interdependencies, much of the time they study
the pre-event situation, that is, the way the systems
interconnect under normal conditions. But as events
unfold, interdependencies begin to change, because
systems are failing, backup systems are brought into
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play, and new work-around solutions are brought
into effect. So if we rely on data sets that identify
interdependences prior to an event, we may or
may not have an accurate representation of system
behavior during an event.
Cascading effects can debilitate systems needed
for recovery, causing serious delays. Worker
incapacitation is a major impediment. Cascading
effects go beyond physical causality. Public perception
and psychological impacts can cascade in different
ways and have profound effects on national and
international marketplaces.

5

Cascading failures
in complex systems
exhibit some predictable
characteristics that can be used
for risk assessment, system
improvement design and tradeoffs,
and preparedness planning.

Complex infrastructures exhibit dynamics. This
means that there are correlations of system failure
events in time. And events may be correlated related
over much longer periods of time than we might
initially expect. Cascading failures seem to obey
a power law distribution in terms of frequency vs.
severity/consequence of the failure. The curves
show the relationship between the frequency of high
consequence events and low consequence events.
This behavior is characteristic of these systems and
has very important implications for risk analysis.
We are operating systems close to the edge of failure.
An important modeling objective is to find where
the edge is and how close we are to it. There is an
intrinsic unavoidability of cascading events in such
systems when they are driven near their operational
limits. We operate systems close to their limits to
achieve the cost efficiency that society demands.
A “critical point” is a point or operational limit
where a system becomes unstable. The fact that
critical infrastructure system failures obey a power

6
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law distribution is evidence that the systems are being
operated close to a critical point. The power-law
behavior tells us the systems are being stressed close
to the edge of failure. In fact, part of the economic
success of our country is based on maximizing system
efficiency by stressing the systems as close to their
critical points as possible.
If system failures frequency vs. consequence were
unrelated, we would get “bell curve” behavior and
the high consequence tails would be much steeper.
Thus, if we assume purely random failures, we will
erroneously characterize the probability of low risk,
high confidence events. The probability of system
failures must be properly characterized because they,
unfortunately, have a major impact on the overall
life-cycle cost of the system. The coupling between
infrastructure systems can push the tail of the
curve higher, meaning that the probability of high
consequence failures will be higher. This has even
larger implications for risk because the cost of large
events is higher.

6

Protection of electric
power is key because
its debilitation effects
cascade throughout the other
infrastructures.

We must pay particular attention to sector
intersections, what may be called “central sectors”
or the “grid” sectors. The obvious one is power,
but they also include water, transportation, and
communications. These are the sectors that the
others highly depend on. We haven’t really figured
out how to bring them all together to prioritize
investment in ensuring that we mitigate the cascading
failure vulnerability of their intersections.
Electricity is a huge driver for the other
infrastructures. Backup power is crucial for averting
cascading failures. Loss of the grid puts a premium
on the operation of diesel generators. But diesel
engines need fuel. If you can get diesel fuel to the
generators, you have time to react. But if you don’t,

you are in deep trouble. It is important to plan and
pre-position recovery assets ahead of time to shorten
the restoration phase.
Large scale, long-term power outages are a real
possibility and pose major preparedness challenges
that have not been addressed. A collapse of a
power grid is possible that could, under some stress
scenarios, affect 70 percent of the population of
the U.S. In a widespread electric power failure,
communities will lose all perishable foods, without
proper refrigeration, within a matter of 12 hours or
less. Water treatment and pumping require enormous
amounts of electric power. As a result, very few
of these systems have redundant power supplies.
How do we get sufficient supplies from unaffected
neighboring regions into a population that may need
to be supplied – to a population in excess of 100
million? As you get into longer-duration outages,
the loss of potable water, the loss of adequate food,
and the loss of adequate shelter are cascading effects
that could literally put the health of many millions of
people at risk in the affected regions.

7

Interdependent
infrastructure system
modeling is very important
for preparedness planning and
system design improvement.

We have had some success modeling the failure of
single infrastructures. To get correct results, coupled
infrastructures have to be considered, modeled,
and treated as an entire unit. The complexity of
interconnected infrastructure systems poses extremely
challenging modeling problems. Our models are
rough at this point. Modeling interdependent
infrastructures has necessitated the development of
new theories in the field of complex system behavior.
Funding for the development of new approaches
has been limited. There is a need to take a risk in
developing some of the more complicated models
that have been proposed. We have much more to do.

Both simple and complex models are necessary.
They are really complementary approaches. It is not
necessary to model infrastructures in great detail to
get useful results. Using reduced, simplified models,
without including all of the details, is actually a useful
complementary approach to the approach that people
intuitively want to take; that is, to put the whole
kitchen sink in the model. With these models we can
look at many different scenarios and we can also look
at the long duration dynamics, which is something
that is computationally intractable in most of the
other “kitchen sink” models that are being developed.
The reduced model actually captures the behavior in
terms of the PDF [probability density function] of the
failures vs. their severity.
Early on in the post 9-11 era, we concentrated on
modeling system failure. In addressing the objective
of community resilience over the past years, we
have come to realize that it is just as important to be
able to model system reconstitution – the recovery
process. In addition to predicting actual failure
modes, consequences and recovery processes, we
must develop models that can predict the economic
impact of catastrophes. Models must be designed that
produce results understandable to planners and realtime emergency decision makers.
An important modeling challenge is to support the
design and operation of systems that are able to
self-heal when exposed to broad-area destabilizers.
Through modeling, it may be possible to enhance the
network reliability or resilience of the total collection
of nodes in a system. An important application
of models is to identify and avoid bad operating
conditions. For example, models may be able to
determine the best starting point for a message path
and the best combinations of nodes for rapid and
ubiquitous message dissemination. The new field
of complex system theory is an important basis for
modeling system interdependencies and cascading
system failures and recovery. Percolation theory is a
promising new approach to modeling interdependent
system performance under stress.
As we improve our predictive modeling capabilities,
an important next step is to develop real-time
Emerging Themes
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analytical capabilities to compute network status and
responsively adapt networks to avoid catastrophic
failure. We should pursue the ability to inject our
modeling tools into real-time, adaptive applications.
This would include the ability to anticipate disruptive
events, faster-than-real-time look-ahead of options
to adapt our systems to minimize catastrophic
effects (analogous to chess move calculus), select
the preferred actions, and if problems develop,
intervene in real-time using system controls to isolate
high priority system elements from failure. Models
may be able to determine the initial conditions and
transition points for catastrophic failure that we can
measure as a network degrades. If node conditions
are observable we may be able to predict network
evolution, almost like a game of chess to a possible
checkmate. And with the proper predictive model,
before the network fails, we may be able to use the
real-time models to control system reconfiguration
leading to system recovery. In this regard, our
objectives should be:

8

•

Reliable and scalable models, coupled to
estimation and control.

•

Dynamic, closing-the-loop data being fed
back to the systems with the systems being
updated and learning.

•

Multi-level resolution of models, e.g. regional
scale, down to the level of a substation for
electric power to a neighborhood region, and
then developing the policy and the providing
the resources needed to support it.

•

Real-time wide-area sensing using satellite
information, and communications for
infrastructure monitoring as input to realtime models. Satellite information, provides
very important insights and an alert
capability concerning what is going on over
large regions.

•

New, inexpensive ground and air-based
sensor technology. At the same time we
must make sure that the sensors don’t open
up a new conduit to attack. Intelligent
sensor systems would be helpful to function
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as elements in a real-time database. They
could connect like USB devices. With
proper thought and design, sensor function
and response could be made seamless to
users. The sensor system will need security
validation to protect information where I am,
what I’m doing, what I’m sensing, and enable
trusted feedback into the bigger system.
•

Validation of software quality. Software is
the glue that holds such model-based system
monitoring and control tools together.

In all of the analysis we have done, human beings are
the most susceptible piece of our systems. But, at the
same time they are the most critical in the post-event
management and recovery of our systems. In our
models we have mainly focused on physical entities
and the physics of systems. We need a lot more
attention to the human element in our models. To
the extent that people are represented in models, they
are represented as ideal people behaving in ideal ways
under ideal circumstances. What we need are models
of how real people actually behave in the real world.

8

The way forward in
developing solutions to
avoid and respond to
cascading failures is challenging
and multi-faceted.

Proactivity, preparedness, partnerships, and
prevention are important themes from the panels. In
the partnership area, it is a real challenge to bring the
many levels of government together with the private
sector, the technical community, et cetera. Let me
focus on the private sector. Today, we heard today a
lot of people mention that we need to get the private
sector more involved. Each of us is a leader in our
own right. We each operate in our own spheres of
concern and circles of influence. It will be important
that we each think about our circle of influence and
be serious about fostering preparedness in terms of
avoiding and recovering from catastrophic failures.

Planning is very important. As a country we are
extraordinarily good about repairing problems
and recovering. We need to do a better job on the
proactive side, to get ahead of the problem and put in
place those mechanisms by which we can lessen the
effects of interdependencies in precipitating cascading
failures. We need to look at our vulnerabilities, the
interaction and interdependencies of our systems,
anticipating likely impending disasters. Contingency
plans must be developed and exercised. States and
municipalities still don’t have criteria for assessing
what is critical. It is still anecdotal. Getting
information about planning and preparedness from
private industry here in the United States has been
a problem. A lot of useful information is tied up in
lawsuits. Better leadership is needed.
We need real-time infrastructure situational awareness
at national, state and local levels. Awareness of
critical infrastructure status is important to resilience.
We don’t really have that today. If community
leaders, planners, and responders know what they
have and what has been damaged, they can get
things fixed more quickly. That is the definition of
resilience: know what is affected and how to fix it.
One of the most important challenges is to reduce the
complexity of the subject matter related to cascading
system failure, consequences, and preparedness so
that decision makers can understand it.
Preparations for natural versus manmade disasters
are not two entirely different universes. There are
foundational preparedness measures that are the
same for both. There are a large set of capabilities
that one would want to develop for preparedness and
disaster management that can be used for any hazard.
However, there are some needs that are very specific
to certain scenarios, which we also need to address. A
nuclear weapon scenario is a case in point.
Most activity to date has focused on individual
sectors. We need now to go cross-sector. We do have
some good work under way on regional, cross-sector
preparedness, but we must stay on task making sure
private sector is incorporated into these. We must
look at both internal and external interdependencies
of our systems in a more refined way. What kind

of electrical power is being used for processcontrol systems or pumps? What kind of natural
gas and water is being used, telecommunications,
transportation, and so on? Who are our suppliers?
As we characterize each function in the end-to-end
system, we need to look at what is happening internal
to that complex, as well as what it is relying upon
externally.
Many organizations on the private side are beginning
to address security and interdependencies in their
contractual relations. As the old adage goes, you are
only as secure as your supplier is. So you need to look
at who you are reliant upon and identify what they
are doing, in fact, to secure their own infrastructure.
We cannot make failures go away. We can’t make the
power law curve go away. What we can do is change
the amplitude and shape of the curve so that large
scale events are less probable. Although we can’t
eliminate failures, that doesn’t mean we shouldn’t
be trying to reduce the risk of failures. We can use
our models to evaluate the relative effectiveness of
alternative mitigation and design schemes.
There are two basic ways of improving network
robustness – improving the reliability of network
components, and building in redundancy. Building
in true redundancy, if possible, is the best approach
to avoiding, or reducing the effects of cascading
failures. Models reveal that building in redundancy
reduces the probability of catastrophic failures
without increasing the risk of lower consequence
failures. There is a basic problem with the
reliability improvement approach. If we make
network components more reliable, we can reduce
the incidence of lower consequence failures.
Unfortunately, by reducing small failures, it is
often the case (based on power law theory) that the
probability of large failures will increase. This is not
necessarily a good thing. In fact, this suggests that
sometimes trying to make systems better by taking
care of these infrequent small events is a bad thing
because it actually increases the risk of large events.
Regional and community “resilience” is an important
overarching objective. Interdependencies have no
borders. We can’t address resilient assets, facilities,
Emerging Themes
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or systems without having regional resilience. In
order to have regional resilience, we must have the
key stakeholders mobilized, engaged, and partnering
to understand what those interconnections are.
Development and implementation for regional
fusion centers is important. In some cases, looking
at not only the primary, but the secondary and
tertiary cascading effects, interdependencies can be
international in scope.
Collaboration is very important. Relationships should
be developed by participating in exercises, regional
forums, and trade associations. Those all provide
the mechanisms by which information can be traded
and contacts can be put in place. Regional exercises
of the type that have been discussed during the
course of the day are very important. That allows
infrastructure stakeholders to get together, talk about
some of these issues, and make those connections.
We must avoid “failure of imagination.” We need to
ask the “what if ” questions. We need to be concerned
about those things that are on the horizon that we
are not thinking about, because it is always those
that come back to bite us. Prior to 9/11, we were
always solving yesterday’s problem, and consequently
were almost always surprised by the next event. Our
challenge is to take a broader look at these problems
than people had taken before, and plan for the
future including cascading events contrary to what
conventional wisdom would dictate.
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his symposium is designed to assist in identifying and managing risks
associated with cascading failures. Cross-disciplinary discussion of
innovative approaches and technologies are very fruitful in this regard. If
there is a silver bullet, it will result from discussions among leading-edge
experts in overlapping disciplines. It is our hope that this symposium will provide fresh
perspectives on infrastructure assurance.
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Proceedings
Welcome and Symposium
Introduction:
Welcome to our symposium. My name is Steve
Knickrehm. I am the Associate Director for Policy
for the Institute for Infrastructure and Information
Research. I will be your master of ceremonies today.
In case you are wondering, the cameras are for a live
webcast that we will be doing. So if you are up there
on the panel, just remember that we are going out live
on the Web.
Our first item today on our agenda is our welcome
and introductions from our two sponsoring agencies.
First will be Lynda Stanley. Lynda is the Director
of the Board on Infrastructure and the Constructed
Environment with the National Research Council.
Following Lynda will be Dr. John Noftsinger. John is
the Associate Vice President for Research and Public
Service at JMU and also the Executive Director of
Institute for Infrastructure and Information Assurance
(IIIA). And now please welcome Lynda Stanley.

Opening Remarks by Ms. Lynda
Stanley:
Good morning. Thank you for coming to today’s
symposium. We think it’s going to be an extremely
important one. We are very pleased that you are here
today.
I just wanted to give you a little bit of background
about who we are and what we are doing, and why we
are, in fact, involved in today’s symposium.
Here at the National Academies there are actually four
separate organizations: the Academy of Sciences, the
Research Council, the Academy of Engineering, and
the Institute of Medicine. So when we talk about the
Academies, it gets a little confusing; those are all parts
of our organization.
The Academies themselves are set up to provide
independent, objective advice to the federal government
and the public. We take very seriously our mission to
provide the best advice possible without biases and
certainly with objectivity.
14
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One of the groups here at the Academies is my group,
the Board on Infrastructure and the Constructed
Environment. It has been around since 1947. We deal
with all issues with infrastructure, and particularly the
interaction of people and infrastructure -- an issue that
is becoming more and more important as we go along
and we see how closely everything is interrelated.
I am very pleased that there are a number of board
members here today, either past or present board
members, who also will be participating. General
Henry Hatch, who is a moderator this afternoon, is
the current chair of our board. Dr. Massoud Amin is a
member. I know there are others here who have been
involved with the board.
The Federal Facilities Council, which is shown on
your brochure as the co-sponsor, is one of the major
activities of our board. It’s a cooperative association
of 26 different federal agencies who essentially get
together on a regular basis to talk about issues of
buildings and infrastructure, to share best practices, to
share issues and find ways of solving them in a way
that can be transferred across agencies. So it is a very
important group. We hope that there are quite a few
members of the council here today as well.
I just briefly want to mention one of the reasons that we
are here today. Obviously, buildings and infrastructure
are everywhere. Everybody in this group is particularly
aware of that. It fosters our quality of life. It is
important for everything that we do, every single day.
It provides the basis for our economy and our quality
of life. It provides power, water, sewer, manufacturing,
shipping, banking and finance, telecommunications,
emergency services -- all things that we will be talking
about today.
The problem with them is that we take them for
granted until they fail. Then they fail spectacularly,
as after Katrina in New Orleans, or they are attacked.
That’s when we pay attention to it.
What is very important about today’s symposium is that
you all are here to talk about how we can prevent this
from happening again. We know we have issues. It’s a
very difficult and complex issue to solve. But hopefully

today we are going to begin to start addressing some
of those questions. And when infrastructure does fail,
how do we respond, and how do a better job of it?
With that, I am going to turn it over to John Noftsinger.
Again, I just would like to welcome you all today and
hope that it is a very good and valuable experience for
you all. Thank you.

Opening Remarks by Dr. John
Noftsinger:
Good morning. On behalf of the faculty, staff, and
students at James Madison University (JMU), it’s a
great pleasure for me to welcome you to our Homeland
Security Symposium on “Cascading Infrastructure
Failures: Avoidance and Response,” sponsored by
JMU, our Institute for Infrastructure and Information
Assurance at JMU, and the Federal Facilities Council.
I would like to thank our gracious hosts and partners, the
National Academies, for making this venue available to
us. Lynda Stanley, of the National Research Council,
deserves recognition for her role in organizing this
event and coordinating arrangements with the
National Academies. We appreciate all of the support
Lynda and her staff have provided in the planning and
implementation of this, our second symposium here at
the National Academies.
At this time, I would also like to thank people who
made this event possible, our IIIA planning committee
for the event: Dr. George Baker, Amy Ballard, Cheryl
Elliott, Chaz Evans-Haywood, Patricia Higgins, Steve
Knickrehm, Ryan McKay, Ken Newbold, and Becky
Rohlf. Each of those individuals played a special role,
and they have our thanks and admiration for the job
that they have done.
The Institute for Infrastructure and Information
Assurance at JMU integrates and supports the
university’s efforts in the increasingly vital area of
Homeland Security. IIIA actively seeks research
sponsorship and provides funding for innovation
research within the broader context of improving
the nation’s security. Providing a balance between
physical and cyber security is one of the main goals
of IIIA’s research agenda, as well as providing policy

and technological solutions to the security issues facing
our nation. JMU is currently collaborating with
our partner, George Mason University (GMU), on
the Critical Infrastructure Protection Project, which
directly addresses preparedness and security issues
impacting rural and urban areas.
Last night, we recognized several outstanding faculty
members at JMU and other universities, that make
up the 2006 and 2007 classes of our Institute for
Infrastructure and Information Assurance Research
Fellows Program. The 2006 fellows are Dr. Lenny
Echterling and Dr. Peter Pham. This year’s (2007)
research fellows are Dr. Massoud Amin, Dr. Greg
Saathof, Dr. Mark Kirk, and Dr. Mike Deaton (Dr.
Amin from the University of Minnesota, Dr. Saathof
and Dr. Kirk from UVA, and Dr. Deaton from JMU).
This fellows program has been established to cultivate
a distinguished group of homeland security leaders
from government, academia, and the nonprofit and
private sectors. Our research fellows will participate in
conversations with government officials and collaborate
with leaders in the national security arena and IIIA
research community, to publish papers and undertake
homeland security research projects.
It’s exciting to see such a large audience, with diverse
interests, gathered here today to address a timely and
important topic. The research symposium has grown
from a small gathering of our faculty on the campus of
James Madison University in Harrisonburg, Virginia,
to the event that you see today -- a large collection
of national experts convening at the National
Academies.
Today it is our goal to connect the broad policy efforts
at the federal level to the important work being done
across the country, in local communities and universities
and the private sector. I hope the discussions during the
symposium will spark new ideas, new methodologies,
new approaches, new solutions, and new friendships,
to prevent cascading failures within our nation’s
infrastructure systems.
I believe the challenges of Homeland Security present
a unique opportunity for government, academia,
the private sector, and not-for-profit organizations.
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However without partnerships and collaboration,
we will not be able to achieve all that is possible in
securing our nation. Through our conversations today,
a dialogue will begin which will address security at all
levels of our society. It is important that we not only
address policy issues, but also technological solutions
available to aid in the decision-making process and
our nation’s leadership.
At this time, I am delighted to introduce one of my
colleagues at JMU who serves on the Provost’s Council
with me, Dean of the College of Integrated Science
and Technology, Dr. A. Jerry Benson. I have had the
pleasure of working with Jerry for almost 20 years. I
am pleased to call him a friend and colleague. Please
welcome Dean Benson.

Dean Jerry Benson’s Introduction of
Secretary Robert Crouch:
Good morning. I have the distinct honor this morning
to introduce our morning keynote speaker. Already
this morning, you have heard two key terms, Lynda
talking about prevention, John talking about security.
All of that is predicated on being prepared. We are
very fortunate to have someone today who will be
here not only to share his expertise and experience
in the area of preparedness, but also to challenge us
in our thinking about prevention, preparedness, and
partnerships.
Mr. Bob Crouch started his civic involvement early
on, as clerk for the circuit court in Henry County. He
practiced law in that area. In 1993 to 2001, he served
as the United States Attorney for the Western District
of Virginia.
In 2002, he was tapped by then-Governor Mark
Warner to become the chief deputy secretary for
public safety in the Warner administration. During
that time, in that role, he also served as co-chair of
the Commonwealth Preparedness Working Group, the
Critical Infrastructure Protection Working Group, and
the Virginia Citizen-Soldier Support Council, as well
as an interagency anti-gang working group.
In 2005, he served as legal counsel to Governor Warner,
and in 2006 Governor Kaine asked for his service, where
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he currently serves as the governor’s assistant in the
area of commonwealth preparedness. He coordinates
the commonwealth strategy and initiatives related to
all-hazards preparedness. This includes serving on
the Department of Homeland Security as the point
person for the commonwealth. He is a member of the
Senior Policy Group for the National Capital Region.
He chairs the Secure Commonwealth Panel, continues
with the Virginia Military Advisory Committee,
the Virginia Fusion Center, the Commonwealth
Preparedness Working Group, the Virginia CitizenSoldier Support Group, and the National Governors
Association Group on Homeland Security and their
advisory council.
Mr. Crouch did his undergraduate work in government
at the University of Maryland, received his master’s
in public administration from the University of North
Carolina at Greensboro, and has his doctorate of
jurisprudence degree from the University of Virginia.
In addition to all that he has given in his professional
service, he also gives in his civic involvement. He
has been a former member of the George Mason
University Board of Visitors, the Virginia State
Community College Board, and the Board of Directors
for the Virginia Museum of Natural History, which
has a brand-new facility down in Martinsville. I would
encourage you all to go see that.

Opening Address: Secretary Robert
Crouch
Thank you very much, Dr. Benson. Thank you, ladies
and gentlemen, for the opportunity to be with you this
morning. I do not have a PowerPoint, but do look
forward to talking with you. I want to thank our host
for this wonderful opportunity, and particularly the
National Academies for this terrific facility.
I am reminded of a comment, a friend of mine who is
in public office in Arlington County, once made. He
said that when he is going to speak to civic groups in
Arlington, he is always reminded that if he is talking
about the flood, Noah is probably in the audience.
That certainly reflects the level of civic sophistication

of Arlington County when it comes to critical
infrastructure. I know that I am speaking to Noah
when I speak to this group.
You are the experts. I look forward to sitting in on
the panel presentations throughout today and learning
from you. I value this opportunity, not simply to have
the ability to address you this morning in opening
remarks, but, perhaps of much greater value for me, to
learn from you throughout today.
What I thought I would do in these brief opening
remarks is speak a little bit about our efforts in
the Commonwealth of Virginia. The Office of
Commonwealth Preparedness was created after
September 11, 2001, at the very beginning of the
Warner administration. Some of you may know that
former Lieutenant Governor John Hager was the first
person to occupy this position, followed by George
Foresman, who has recently stepped down as Under
Secretary of Preparedness for the Department of
Homeland Security.
One of the significant aspects of all of our efforts that
I have observed throughout the Warner administration
and now the Kaine administration in this role is that it
has been a bipartisan effort. Particularly in Richmond
-- and, I know, here in Washington -- we often see that
there are issues that folks within the same party don’t
often agree on. One thing that I am very proud of
throughout our experience with these difficult issues
in Virginia is that it has been a very strong bipartisan
effort. That was perhaps symbolized by Democratic
Governor Mark Warner selecting the immediate past
Republican lieutenant governor, John Hager, as his
Assistant for Commonwealth Preparedness.
Our government structure involves a Secure
Commonwealth Panel, which was a creation
of the governor’s executive order during the
Warner administration, but now, during the Kaine
administration, has been codified into state law.
Throughout the Warner administration, the Secure
Commonwealth Panel made several recommendations
for areas where we had identified gaps and wanted to
address those. Where these recommendations required
legislation, without exception, they had the unanimous
support of members of our state house and state senate
of both parties.

Last year the governor introduced a budget amendment
to support a number of our preparedness efforts.
Again, in an environment where you have a Democratic
governor and a Republican-controlled House and
Senate, it was one of the few initiatives among his
budget amendments that had the unanimous support
of both House and Senate, and both parties. So we
are very proud of that bipartisan approach throughout
Virginia. We are very proud of that bipartisan
approach throughout Virginia.
One of my colleagues from a neighboring state said
that he recently encountered someone who said to
him, “What is a homeland security adviser? Just what
do you do?” He said, “We fight terrorism one meeting
at a time.” [Laughter].
That statement certainly captures a portion of what we
do. To be candid about it, a large part of our office’s
role is to tear down walls, build bridges and stick our
noses into other folks’ business. That is really how the
office was designed. We are not a state department of
homeland security. We don’t have agencies under us.
The office was designed for a specific purpose: our
mission is to reach out across disciplines and reach out
across state agencies both vertically and horizontally
with our local partners and federal partners. We are
identifying gaps in Virginia’s preparedness and coming
up with strategies to address those. The strategies may
involve legislation or, more likely, funding. They may
involve the use of the grant funds that we get from the
Department of Homeland Security and other entities,
or require general fund budget amendments.
We have been pretty successful so far, though we know
that there are still many challenges ahead. I mentioned
the Secure Commonwealth Panel earlier. One of its
accomplishments during the Warner administration
was identifying the need for a state interoperability
coordinator.
Particularly post-9/11, there was
heightened interest in communications interoperability.
We at the state level were having inquiries from our
local partners on what is the best product? What is the
best system? Vendors were knocking on the doors of
multiple state agencies and localities.
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So our Secure Commonwealth Panel, through its first
responder subpanel, identified the need for a state
interoperability coordinator, which is now housed
in my office. We believe we were the first state to
do that. As a consequence of that, we were the first
state to create a statewide interoperability strategic
plan, which the Department of Homeland Security is
now requiring of all the states in order for them to be
eligible for grant funding for interoperability projects.
The Virginia plan is being used as a model for other
states. We also have a critical infrastructure subpanel.
The work of that group is very relevant to what you are
doing here today.
As I mentioned, this is a learning opportunity for
me. Even as I sat here watching the slides before we
began, suggestions came to my mind on how we can
better connect. Dr. Noftsinger mentioned earlier that
connecting is a large part of what this is about today.
One thing we have tried to do, particularly over the last
year and a half during the Kaine administration, is to
identify those segments of the community that need to
be our partners in our state efforts. It is obvious that
we partner with law enforcement, that we partner with
first responders. But there are many communities of
interest that we have not successfully partnered with in
the past. Several of the James Madison representatives
here today have been involved in our efforts to create
seven regional preparedness advisory committees
throughout the Commonwealth. We are using the
regional groups to help guide our state preparedness
strategy and our state grant application strategy. So
we look forward to that as a great opportunity to move
forward.
We are also organizing a new higher education
preparedness consortium. A large part of that effort is
to bring the higher-education community, in particular,
into our discussions, as well as creating vehicles for the
higher-education community to be involved at a greater
level with the first responders and others throughout
the regions.
Again, it’s my great pleasure to be with you here today.
I thank you for this opportunity and look forward to
all that we will hear from our keynote speaker, who
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will soon follow, and from the panels throughout the
morning and afternoon. Thank you very much.

Dr. George Baker’s introduction of
Lieutenant General Russel Honoré:
Good morning. I’m George Baker, Associate Professor
of Integrated Science and Technology and Associate
Director of the Institute for Infrastructure and
Information Assurance (IIIA), both at JMU.
The National Academy of Sciences’ Federal Facilities
Council and James Madison University are extremely
pleased this morning to have Lieutenant General Russel
Honoré with us. Just a few words of introduction.
General Honoré is the commanding general of the
First Army at Fort Gillem, Georgia. He holds degrees
in agriculture and human resources, and honorary
degrees in law and public administration. He is best
known -- I think you will agree with me -- for standing
up to the largest natural disaster in U.S. history leading the response to Hurricanes Katrina and Rita.
These storms directly affected the Gulf Coast states
of Alabama, Mississippi, and Louisiana, but greatly
affected the entire nation, having very far-reaching
effects in terms of cascading infrastructure failures –
the theme of today’s symposium.
I hear from reliable sources that, as a result of his
efforts, he is considered a national hero. His experience
in leading Task Force Katrina makes him a national
authority on preparedness for high-consequence
events, both natural and manmade.
I also need to mention that Lieutenant General
Honoré has the responsibility of mobilizing, training,
and deploying all National Guard and Army Reserve
soldiers nationwide for contingency operations in the
war on terror.
We greatly appreciate his presence, given his very busy
schedule, and his extremely unique perspective on
infrastructure failure and emergency management -probably without equal.
He is going to give remarks and, time permitting, he
will take questions following those remarks. I should
caution you that he is on a very, very tight schedule

and will have to leave here rather abruptly. We need
to be sensitive to that. I now ask you to join me in
welcoming General Russel Honoré.

Keynote Speaker: Lieutenant
General Russel L. Honoré

saw and in some way participated in responding to
the effects of these storms. I imagine there are many
of you in the room who, in one way or another, were
involved in the recovery or helped people who were
displaced, the survivors, and contributed in some way.

Thank you. It’s an honor to be here today to share
with you what I think is a very important topic for our
nation and to share with you lessons from Katrina and
Rita.
I was coming out of Korea as commander of the
Second Infantry Division. The Chief of Staff of the
Army sent me down to Norfolk, Virginia to a Joint
Task Force on Homeland Security, which at the time
was working for Joint Forces Command. My charge
was to lead federal response inside the United States
working for the Joint Forces Command. All that time, I
thought I was wasting my time. I had a chance to study
and to spend a lot of time at a place called Dahlgren
where we do a lot of foreign infrastructure assessments,
studying how to take out targets. I took that group of
engineers and scientists down there and started looking
at American critical infrastructure structure. I spent
about two years working with that group. They are
still there and they are still providing a great service to
our nation.
When dealing with interagency emergency response,
when you have some serious work to do, it’s like herding
cats, collectively.
What we have here is the storm Katrina, followed
shortly thereafter by Rita and shortly thereafter by
Wilma, affectionately known as “the Twisted Sisters”
that wreaked havoc on our Gulf Coast (see Figure 1).
As you look at this storm, damaging winds from the eye
of the storm were about 210 miles on either side of the
storm. We, the First Army, watched this storm as it left
the coast of Africa, where it was a tropical wave. We
watched it coming, just like we watch all these storms
form and move towards America. There were many
different predictions, once it got in the Gulf, of what
direction it was going to go.
If you have an event and you see it coming, what are
the actions that you take to deal with it? All of you

Figure 1

Figure 2
What happened in Louisiana, I am here to tell you,
could happen in a lot of places in America. This is an
event we saw coming.
This is my bottom line, up front (see Figure 2). As
those in government who were responsible for helping
provide services and protection to the people -- this is
a bumper sticker that I have been using now for about
seven years. I used it when I came in the Second
Infantry Division in Korea: See first, understand first,
and act first.
You look at some things that have happened in our
country, if we would adopt that. People in business
understand. There is a value in seeing the opportunity
and taking it.
Lieutenant General Russel L. Honoré
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How do we apply “See first, understand first” in what
we do to protect America? Visualize an airplane
flying from some part of the world, and some of you
big-brained people have figured out how to design a
computer that can do air sampling. The computer
indicates to the pilot that someone on the plane is
carrying an infectious disease. As opposed to landing
in Atlanta, he is diverted to another location. Let’s
say that disease is smallpox. You are not the group
of medical people that I often talk to, but you are
engineers. How do we take a computer and have it
tell us something is on that plane, so that it doesn’t land
in Atlanta and put 350 people off. If you know the
incubation period for when smallpox can be detected,
what would happen if you put 350 people in Atlanta
after they spent 18 hours on the plane -- what would
happen five days later, across the world?
What happens if we can solve that problem? I am
using the word “problem,” but it is an opportunity
to somebody sitting in this room that has a bunch of
big-brained students figuring answers to some of the
challenges we have. How do we take problems like that
and turn them into opportunities? That is the question
to you.
I will use one non-storm analogy here. Some years ago,
we were dealing with the Post Office. The organization
was so bad, the federal government wanted to get rid
of it. Morale was bad, slow mail. Every now and then,
they would shoot each other up - “go postal.” There
was somebody on the sideline watching this. It’s the guy
who came up with a company called FedEx. He said,
“Hey, there’s an opportunity here.” That opportunity
created a business. You can’t go in a city in America
or abroad anywhere without seeing a FedEx airplane
sitting on the runway or a FedEx truck going down the
street.
In the process of creating FedEx, an opportunity to
solve a problem to distribute mail and packages, it
made the Post Office better. You go to the Post Office
now; they have their little package that looks just like
FedEx, next-day service. They even became nice.
[Laughter]
He saw a problem as an opportunity. In the issues
with infrastructure protection, there are opportunities
20
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there. How do we turn people on to take some of these
challenges we have and create opportunities? Let’s talk
about that a little more as we dig into observations from
Hurricane Katrina.
This is a problem, folks (see Figure 3). When I tell you
what happened in New Orleans, we have 95,000 miles
of coastline. Twenty percent of America lives within
20 miles of that coastline -- 40 percent of America.
Each year, each time the census is taken, you see more
and more Americans moving to that coastline. That is
part of the problem.

Figure 3
When you look at the eastern seaboard, starting up in
Boston, down to Baltimore, New York City -- Biloxi,
Mississippi received about a 28- to 30-foot wall of
water that washed ashore. What would a 30-foot wall
of water do to Boston? What would a 30-foot wall of
water do to New York?
It has happened before, in the Great New England
Hurricane. Before hurricanes were named, a hurricane
went through there and overtopped most of the
coastline of New England. It could happen there. It
could happen in Washington, D.C. It could happen in
Charleston. It could happen in Miami, when you look
at the sea level of Miami. It could happen in Tampa
and St. Petersburg.
All those places are vulnerable to a 30-foot wall of
water, as was produced by Hurricane Katrina when it
made landfall. Some people project it made landfall as
a category 3. The right front of it is the most powerful.
It put a 30-foot wall of water in Biloxi. It took buildings

the size of the building we’re sitting in, lifted them up,
and pushed them across Highway 90. It set a casino
this size on top of a Holiday Inn. That’s the power of
the water and the impact it had and the devastation it
created on the coast.
You go over to Houston, in the hurricane of 1900, when
thousands of people lost their lives -- again, another
unnamed hurricane that had devastating impact. You
look at the Port of New Orleans. Over 40 percent of
our exports go out of the Port of New Orleans.
You go down the coastline of California, where about
80 percent of our imports come in. All that stuff that
comes in those 40-foot containers from China and
other places, that stuff we like to go off to Wal-Mart
and buy, that’s where it comes in, those ports. Losing
those ports would have a significant impact on the
economy of the United States.
Let’s go back to Houston. In 1900, you didn’t have an
industry center in Houston, the petrochemical industry
that is there now. That is a very vulnerable area to
high water.

could do for us on where the storm was going. At the
end of the day, the storm will go right where it wants
to go. When you start looking at the second- and thirdorder effects of the impact on the military, we started to
evacuate our fixed-wing aircraft and helicopters based
on the projected path. Our mission was to move our
aircraft away from those warning tracks and position
them so that after the storm we could get back in and
participate in search and rescue.
The other impact is on all the economic activity in the
Gulf of Mexico, much of it related to gas and oil wells.
About 35 percent of America’s seafood comes out of
the Gulf of Mexico.
We use GIS, geospatial information systems. This
is a slide we produced before the storm -- see first,
understand first, act first -- to see what would be the
impact on the path of this storm on our infrastructure
(see Figure 5). The dots you see there were loaded on
computers at my headquarters. When we come up
with a projected track, we can determine the impact

Now the Port of Houston and the great port between
there and Beaumont -- if you have ever flown in there,
you see all these big white tanks. Many of them are
filled with petrochemicals. Imagine what would happen
if you got a 30-foot wall of water in there. Those tanks
may not deal well with that type of damage.

Figure 5
on any geographic location. Pictured here are the
locations of all our National Guard facilities in that
area that we would work with.

Figure 4
This is a satellite shot of the storm coming ashore (see
Figure 4). Over to the right, this is the best science

It also shows you that this storm is going to cross a major
east-west route, transportation system, Interstates 10
and 12. It also will go up to a place called Hattiesburg,
right to the west of Highway 59 there, where we had
about 4,000 National Guard troops training for Iraq.
They were from Wisconsin. You are talking about some
scared folks when they saw that storm approaching
Lieutenant General Russel L. Honoré
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and they were living in tents. We had to move them to
survivable buildings in the event that the storm made a
turn and diverted right over Hattiesburg, Mississippi.
But this is the type of information that is available
through the GIS system, the geospatial information
system, where you can determine the impacts -- see
first, understand first, act first -- on what you need to
protect.
One of the issues going into New Orleans and
Gulfport was that people saw the storm coming. As I
said, we were watching it off the coast of Africa. Most
people in the Gulf Coast will be affected when storms
turn around Florida. In this case, the storm attacked
America just like an enemy would.
One of our principles of war is surprise. This storm
definitely had the element of surprise. It had the
ultimate in “shock and awe.” What we try to do in the
military is to put significant combat power someplace
where the enemy stands in shock and awe.
As this storm approached the Gulf Coast, people

Actually, about 80 to 85 percent of the people along
the Gulf Coast did evacuate before the storm. It was
the concentration of the people in New Orleans that
created the biggest challenge. The water came ashore
in Gulfport and destroyed the Gulf Coast there. The
water then immediately went back out because there
wasn’t a levee to trap it.
If you are protected by a levee from water and if you
look over the levee and can see a ship on the other side,
you have an infrastructure problem of huge proportion.
The second- or third-order effect of that water getting
into the city of New Orleans is that the city relies on
electric powered pumps for water removal. Many of
the pumps that were built in 1936-37 were still in the
functioning system. Much of the infrastructure in New
Orleans relied on generators for backup power.
Are there any electrical engineers in the room? Yes,
good, we can talk about it. Where do you suppose
the generators were in most of those buildings? Can
you figure that out? There had to be some northern
engineers who came up with that plan, right?
[Laughter]
Just about anyplace you go, you will find a generator
in the basement as opposed to being above the
500-year flood plain. Why do we put generators in the
basement? Why do we allow people to continue to do
it? You engineers need to fix that. You know who is
right down there with the generators? The computers.
It wasn’t fun carrying all those hard disks all the way
up above flood level.

Figure 6
initially thought the eye of the storm was going to go
to New Orleans (see Figure 6). But in keeping with
surprise, it made a sharp right turn and went to Biloxi.
Thank God it did. There were about 80,000 people in
Orleans and Jefferson Parishes that did not evacuate.
Many of them you saw at the Superdome and the
Convention Center. There were a lot of people still
in their homes. We had a generation of people who
were using the term “we’re going to ride it out.” They
wanted to stay in their homes.
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Think about how you can institute a policy in your
state to require emergency generators in buildings -hospitals, courthouses, sheriff ’s departments -- well
above the flood plain. Just write it in the law. We lost a
lot of important infrastructure on the upper floors of
buildings that could have been used had the generator
system and the electrical power grid not been put in
the basement or on the first floor.
I was back in New Orleans about a year ago. I stayed
at a hotel near the airport. Right next door was one of
these franchise outlet stores that sells computers, etc.
They live at about sea level there. That area flooded
this nice three-story building. Guess where the garage

was? On the roof. Now reverse-engineer this. If they
had put the garage on the first floor where the water
line was, they would not have to replenish everything
in that store after that storm. We need to change the
way we think about how we build our infrastructure if
there is a threat of flooding.
I went into Calcasieu Parish after Hurricane Rita and
went into a subdivision. There were about 35 homes
in there. About 10 people built to the flood-protection
level. Guess which 10 houses were not destroyed? The
10 that were built to the flood-protection level. At the
end of the day, who paid for the others? Taxpayers.
If we are going to get better at protecting our
infrastructure, we need to create standards. That is
what I would tell you. Standards start at the local
and federal government. You cannot build a federal
building now without having access for people who

are handicapped. We made that a rule. Why don’t
we make it a rule when we build federal buildings
to comply with the flood plain? There are a lot of
infrastructure norms we could have been using.
Let’s talk a little bit more about infrastructure (see
Figure 7). This is the City of New Orleans and the
representation of critical infrastructure, as depicted
here. You can see the Mississippi River and that is Lake
Pontchartrain to the north. With this GIS system, we
can put everything on the map from water-pumping
stations to hospitals. What this geospatial information
system gives you the capability to do is to point stormpath areas out and to be able to protect them (see
Figure 8).
Courthouses and government buildings in Orleans
Parish and St. Bernard Parish did not survive the
storm. They were still standing, but all their power
generation and backup power was on the first floor.
Generally speaking, in most of those buildings the first
floor was water.
Let’s get back to this concept of this storm attacking
the Gulf Coast as the Army would attack enemy land.
This storm did just that. As it came up, it made a right
turn, which we call in the Army a turning movement.
When you face a right turning movement, you have
to protect your left flank. That becomes your most
vulnerable point (see Figure 9).

Figure 7

Figure 8

When the storm passed through Louisiana and
Mississippi, it put an 18-foot wall of water in Lake
Pontchartrain and violated the levees. The levees
overflowed. The pumps became inoperable because

Figure 9
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it flooded the pumps and generators out – the
infrastructure failed mainly due to the water in the
City of New Orleans.
The wind effects were also severe. There are people
who think that their cell phones operate off of a satellite.
A lot of local governments, for monetary reasons, have
put most of their employees on cell phones. If you
take a 75- to 80-mile-an-hour wind, what is it going to
do to a cell phone tower? It’s going to take it down. If
you put those towers in the downtown New Orleans
area or Biloxi area and you put them on the top of the
tallest buildings -- the higher you go up, the higher you
are going to get into that wind surface, and the bigger
impact it is going to have on those cell towers. That
had significant impact on people being able to call in
their location after the storm.
But there is a little secret there. How many of you
have phones? How many of you know how to textmessage? That’s pretty good. Normally, a bunch of
old dudes like you are not very good at that. You’re
either good or you’re lying. [Laughter]
Can you believe we were getting text messages sent to
The Times-Picayune coming into my headquarters
in Atlanta? And we were bouncing them back to the
National Guard and the Coast Guard to go find people.
When the phone systems get busy or they become
in any way degraded, you can get that text message
through when you can’t get a voice through. So if you
don’t know how to text, learn how to text. It is a way to
get a message to somebody to come and get you.

could get through. I could not do it from a cell phone. I
could do it from a Meridian phone. Another challenge
there was to get the right person to answer on the other
end, because all the lines were busy.
An interesting thing happened in Baton Rouge, which
is the state capital. The size of the city doubled. You
can imagine an infrastructure that is near disaster.
The city of Baton Rouge doubled in size in 48 hours.
People left New Orleans and went to Baton Rouge
which created a problem with traffic. What would
normally be a 10-minute ride turned into a 40-minute
ride. What would normally be an easy phone call
turned into a hard phone call. The infrastructure
couldn’t handle it.
The previous chart shows the storm path. This is a
projection of where Hurricane Rita went. It made
landfall on the southeast Louisiana coast. The
projection was that it was going to go more towards
Houston. It turned right a little bit, hit a town called
Cameron, Louisiana. That parish has about 6,000
people and about 95,000 head of cattle. It’s mostly a
growing area. It’s a resource where the oil platforms
are brought in to get refurbished and where new
platforms are launched.
You talk about infrastructure. This is a GIS shot of
the oil platforms in the Gulf (see Figure 10). You can
see where the storm went through and the impact, and
why you had the highest price of gas in America.
Here is a part of the challenge. Our laws divide
responsibility among local, state, and federal

On any given day in Atlanta -- and I imagine that you
might have the same problem here in Washington -with everybody getting on the road and the traffic,
what will happen to the phone system? It will take you
two or three times to dial through. Can you imagine
what was happening on the Gulf Coast of Louisiana
and Mississippi when most of the cell towers were
out and people were trying to call? They couldn’t get
through. It was impossible to call by cell phone from
New Orleans to Baton Rouge.
In order to talk to the governor I would call my
headquarters in Atlanta, and they would call the
number in Baton Rouge. That was the only way we
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Figure 10

government. In the land domain, the way our
government is set up, the supreme law regarding disaster
response begins with local and state government,
right? Does everybody agree with that? Any lawyers
in the room? Good. No lawyers. We’ll have a good
conversation here. If the lawyers were here, they would
want to get into posse comitatus. Every lawyer that goes
to school must get a five-hour class on posse comitatus
and learns just about enough to get dangerous.
With land, if you look at a catastrophic event that
involves a half million to a million displaced people.
The people are displaced having very little or nothing
with them. When they relocate they need a place to
live. In dealing with this problem, the domains we talk
about are land, air, sea, water, satellite communication,
information management.
When you look at the local or the state government,
they have the authority on the land (see Figure 11).
The challenge is, how do they harness the capacity to
deal with a disaster? You hear all the governors after a

water? Why does it have to be a big Army green truck?
Can somebody figure that out? Who owns more trucks,
the Army or industry?
PARTICIPANT: Industry.
GENERAL HONORÉ: So the solution we are trying
to get across to you and everyone else is “collaborate
with industry.” When we went into New Orleans and
the Gulf Coast of Mississippi after the storm, we found
big parking lots full of trucks. What did we need after
the storm? Trucks. What was the shape of those trucks
after the storm? They were flooded.
So a part of “see first, understand first, act first” in
infrastructure is that your ability to recover from a
major event locally depends on where your industrial
capabilities are on the private side and how you save
them from the storm. It is very important to protect
your capability to recover from a storm.
Now, looking at air, what is the authority and the
capability of the governor in the air? Does the
governor have a few helicopters? Yes. Where are those
helicopters? In the state police and in the National
Guard. They have the authority to use them for search
and rescue. Does the governor have the authority to
use the C-17s in the National Guard? No. Does the
governor have the authority to patrol the airspace over
their state? No.
Looking at water, does the governor have a navy? No.
Who owns the water? The federal government. So if
you are dealing with a storm, two of the domains, air
and water, are the domains of the federal government,
for all the right reasons (see Figure 12).

Figure 11
tornado or after a storm or a fire stand up and request
federal assistance. The big one recently was tornadoes
with fires. The governor has supreme authority to deal
with that inside the state. Most of the capacity to deal
on the land lies in the state itself — not the federal
government. In the disasters we have been dealing
with, states own departments of transportation and
road crews. What kind of truck do road crews have?
Big old yellow trucks, normally, high-clearance. Why
can’t they use those trucks to go rescue people out of

But where is the capacity? The capacity for trucks and
heavy equipment is in private industry. Who owns
more airplanes, the Department of Defense or the
big airlines? The big airlines. So the collaboration to
move people from one area to another primarily resides
in the private sector. In coaching and collaboration
of people I have been working with, I tell them it is
important to make those agreements early on with
private industry to be able to protect the people, as well
as the user capabilities when the disaster occurs.
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Figure 12
There are some quick fixes we recommended to
Congress and to the White House (see Figure 13). They
relate to two needs. One of them is transportation. I
see the need for requiring generators to be installed in
every gas station. Why? Because if you have to evacuate
a large number of Americans, they need gas so they
can leave the area. A lesson we learned in Mississippi

The other need is in the health care area. On Tuesday
and Wednesday, we saw people who were the walking
wounded, and all they needed was medicine. We had
the necessary pharmacies on dry land, full of medicine.
The problem was no power. Encourage every
pharmacist in your community to have a generator.
You could lose
power, not just from
a storm, but from a
blackout, and people
need
medicines.
So encourage the
pharmacists to have
generators.
Figure 14
This would normally take a couple of hours to do, but
I would like to allow some time for questions. That’s
my story and I’m sticking to it (see Figure 14).

QUESTION & ANSWER SESSION:
PARTICIPANT: What utility do you place in having
Defense assets and civilian assets being able to do
preparedness in advance of events?
GENERAL HONORÉ: I think that’s a very healthy
thing. But I would lean more toward local government
and state government and industry, with Defense
providing those things to fill in the gaps or providing
those things that only Defense can do such as some
of your tough search-and-rescue missions. But I think
the collaboration is best for America to partner with
industry.

Figure 13
was that the Mississippi Gulf Coast didn’t have power.
But if we had generators at the gas stations and we put
gas at the gas stations, people could go on their own to
get food and water. But they couldn’t get gas because
gas pumps need electric power and gas stations are not
presently required to have generators. So go back to
your hometown and encourage your local government
to mandate that gas stations have generators. They
charge enough money for gas; they ought to be able to
afford a generator.
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As I said, flying into New Orleans, going to the
Superdome I saw dozens, hundreds of brand-new
trucks parked there, with trailers behind them, and
great big lots full of earth-moving equipment -- just
what we needed after the storm for recovery -- all of
them flooded. On the positive side, I have been to some
of the phone companies. Before Katrina, they owned
800 generators. That same cell phone company today
owns 4,800 generators giving them an ability to open
up cell towers. That’s where I think the opportunity is,
working with industry.
The other piece in the collaboration is people. Most
states have a mandatory evacuation policy. How do

we execute it? Some of you consultants can make a
lot of money on what I am about to tell you. In your
mandatory evacuation, where do you tell people to go?
On the Gulf Coast, mandatory evacuation, where do
people go? They go where they want to. Look in the
state job regulations or the city job regulations. If the
state tells you to evacuate -- mandatory evacuation -you are still on the payroll. If the city tells you to leave
and you are a bus driver, you are being told to leave.
You are still on the payroll. So employees can go off
to some city 200 or 300 miles away and hang out (see
Figure 15).
I was talking to one governor. I won’t mention the
state. I said, “Governor, what happens if a flood hit a
coastal city and you have a hurricane come in there?”
He said, “We have mandatory evacuation.” I said,
“Where would you tell your people to go? How would
you get them back?” He said, “We have a phone
tree. We will use the cell phone to call them.” I said,
“Governor, if that works, you don’t have a disaster.
You have an inconvenience (see Figure 16).”
I figured out a Ford 250 will carry the same amount
of water as a Humvee. The state department of
transportation truck is about the same height as an
Army truck. It comes down to being able to get that
state/local government workforce quickly and the
National Guard to do search and rescue. But they are
not built, necessarily, to do recovery. That is more of
an industry task.
I hope I have answered your question, but I think the
partnering is more with industry instead of the military.

Figure 15

The military is there under the National Response Plan
(NRP), as you know, to be prepared. We are involved
in every category in the National Response Plan, to be
prepared to assist in a catastrophe.
PARTICIPANT: Bear with me here. I agree with you
100 percent on that. But for very large disasters, it
would be useful, in the view of some people, to have a
cooperative effort on the civilian and defense side, so
you have a better idea of how people are going to play
together and bring resources to bear.
GENERAL HONORÉ: Ma’am, I can assure you,
that’s happening every day. With the U.S. Northern
Command, with the United States Coast Guard, we
conducted preparedness exercises for the hurricane
season in every state along the Gulf Coast. That is
happening. We are doing that. It comes then to the
capacity of the material you need when you go from
search and rescue to recovery. I think that’s where the
partnering -- we need to do a better job with industry.
We are obligated by the Department of Defense and
the President of the United States -- our number-one
priority in the United States Military is Homeland
Defense, and then all these other things about fighting
wars in other places. But the number-one priority is to
Homeland Defense.
PARTICIPANT: What would you think are the top
three or four issues that we ought to give consideration
to for planning that we are not considering today?
GENERAL HONORÉ:
events?

As far as catastrophic

Figure 16
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PARTICIPANT: Yes.
GENERAL HONORÉ: That earthquake business,
that fault that comes through Tennessee and Kentucky,
that could be serious. I think any violation of our
bridges, key bridges, anywhere along the interstates,
anywhere along the Mississippi River -- those areas are
in the backup plan. What is Plan B? It could have
serious effect on the transportation and the capability
of America.
The ability to prevent any broad-scale power outage
in America is a top issue. The second- or third-order
effects of even two to three days that it could have in
any region of the United States would be significant.
The piece I alluded to earlier: disease pandemics don’t
destroy physical infrastructure, but they could create a
serious problem in America. We need to be prepared
to deal with a range of scenarios from mad cow disease
entering the country to smallpox and avian flu.
But as far as infrastructure, I think power is key. When
you think about so much of what is tied to power and
what is tied to our transportation system, I think those
are critical for enduring protection.
Our computer infrastructure requires an ability
to protect it – to protect information and protect
our personal identity. You created the thing so that
everybody could get on it and you pat yourself on the
back. You are making a lot of money doing that, but
where is the protection? Every day people are fighting
to protect their personal identities. You can fix this.
Those are some of the biggest areas I can think of off
the top of my head. Transportation and sources of
energy to power critical systems. I walked to the 27th
floor of the Hilton Hotel to go see the mayor of New
Orleans. I was in pretty good shape, but there wasn’t
much left of me when I got to the top. This was one
of the hotels where the damn generator was in the
basement.
This whole power grid thing -- if you can get power
to the building, you can sustain critical infrastructure.
Take a building like this. This building could probably
sustain a lot of people for a period of days if it had a
generator that can run the air-conditioning system.
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Here is another thing. People buy IBGs, itty-bitty
generators. They buy the itty-bitty generators so they
can say they meet the safety code. But what would
happen if we were told to stay in place, something
horrific happened, and for whatever the reason, the
power went out? Do you think you could stay in
this building very long? Probably not, because the
generator won’t run the air conditioning. There were
hospitals throughout the Gulf Coast that took care
of people there. What happened? You had IBGs,
itty-bitty generators. You need a BFG, big fricking
generator. [Laughter]
People ought to pay for it. You ought to pay for it.
Some of the things we talk about for homeland security
people need to pay for. There are communities waiting
on homeland security grants so they can get a fire truck
that is big enough to touch a tall building. Have the
guy who built the tall building pay for the fire truck.
Engage the local communities and industry.
Let me tell you about my hometown, New Roads,
Louisiana. They have a weekly paper. About six months
ago, I was looking at the paper and saw that the sheriff
got a grant from the Department of Homeland Security
for a Dodge Durango - it has “Hazmat” written on the
side of it. The sheriff is just as proud as he can be. I
called his office and asked, “Tell me something. I see
you all got a Dodge Durango from Homeland Security,
a grant for this little poor community. But did you all
get anything to go in the back of the truck?” They
said, “What are you talking about?” I said, “Test-kits to
figure out the stuff that’s oozing out of a chemical tank
onto the ground.” Did they get any kits? No. They are
just getting the truck. [Laughter] Why is the federal
government buying a truck for a local community so
they can respond to chemical plant accidents? Can
somebody tell me that? We are mortgaging the safety
of our citizens so these local governments can get
businesses in with no tax, no increase in homeland
security. Some of these plants have some bad stuff in
them. That is the dilemma we have -- trying to build
the economies of poor communities accepting at-risk
chemical and other types of plants without having the
infrastructure. The youngest nuclear power plant in
America is 30 years old. How many of you drive a

30-year-old car? Who protects those nuclear plants,
the government or the cheapest bidder?
PARTICIPANT: General, I totally endorse your
proposal that people should think outside the box more
in terms of these disasters. But you have concentrated
on natural disasters mostly in your talk today. There
are terrorist scenarios far worse than Katrina or some
of the other natural ones. You say that we should force
industry to do things. But as you know, sir -- I am sure
you testify before the Congress -- the Congress will
only do what they feel the populace will support, and
the populace doesn’t think outside the box. Have you
given much thought to how to popularize the problem,
without panicking people, so we can get something
really going?
GENERAL HONORÉ: Some good points. I
would say, sir, everywhere a natural disaster can go,
the enemy can go. They can exploit known natural
disaster vulnerabilities. The enemies are watching,
and they continue to watch. What we have tried to
do is recognize natural disaster effects that an enemy
could duplicate.
The good news is, as you look around and consider the
possibility of enemy attacks on infrastructure and the
ability to destroy the entire U.S. infrastructure, attacks
would normally be confined to a piece of America. But
we need to also consider what happens if an attack gets
connected to more than one piece of the grid. That
could be a significant issue. I won’t go into a whole lot
of detail. Some of you know that better than I do.
I stayed away from talking about the enemy, because it’s
obvious that the types of things we talk about anybody
can exploit, as was the case at the Murrah Building. A
guy rented a truck, went down to the local hardware
store, bought about 25 butane cylinders, put them in
the back of the truck. Somebody should have asked,
“What are you doing with all those cylinders?” “I’m
going to have a barbecue.” He put them in the truck
and went down and blew the building up. You could
buy stuff in any hardware store.
We need the partnering between local, state, and
federal governments; but the biggest partner should
be industry. The shared collaboration has to go on

with industry because people in industry, if they
understand the problems, can take them on as business
opportunities.
PARTICIPANT: Thank you, sir, for your service. I
thought your comments were very insightful. You
mentioned the electric power grid. The cost of outages
and disruptions of the grid on our economy is between
$80 billion a year and over $120 billion a year. As part
of your “see first, understand first, act first,” looking
ahead, how do you think we should proceed to get the
necessary backup power in place for disasters? Do you
see this being done with public-private partnerships?
What is the role for IBGs?
GENERAL HONORÉ: That’s a good question.
What I say, sir, when I speak to Boy Scout groups,
farmers, anybody who will listen to me -- and I come
free -- I say, homeland security starts on your street. If
you have the excess cash to have a mobile home or buy
a boat, you have the cash to buy a generator that could
sustain your lives and the lives of 10 to 15 other people
for several days if you were without power. Think
about it. You don’t run the itty-bitty generator all the
time. You run it to keep food cold.
The interesting thing down in Louisiana and Mississippi
is that the storm hit two states. Among the states,
Louisiana and Mississippi have rather low health care
rankings. How you survive a disaster is how prepared
you were before the disaster happened. Katrina created
significant health problems because we had a poor
education system, a poor health system in place before
the storm. Affected areas were primarily focused on
a tourist economy, as opposed to an industrial-based
economy, with the exception of the Port of New
Orleans. So that in itself created the dilemma.
It’s like being in a wreck. How you survive that wreck
depends on the life risks that you are dealing with
before the wreck. Do you have sugar diabetes? Are
you elderly? Do you wear your seat belt? Do you
speed? A lot of people who had the hardest time after
the storm were those who were living high-risk or not
in the health-care system -- and they went into the
storm in poor health. There were people who were just
overcome by the depth and breadth of the water, and
they drowned, which was a pretty sad thing to see.
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But I think “see first, understand first, act first” has
to be a collaboration of government, the education
system, and industry. How we respond -- what I tell
local folks is, “Homeland security starts on your street.”
Somebody get a generator. Somebody remember
Miss Nellie is next door. She’s a shut-in. If you have a
mandatory evacuation, somebody go get that old lady,
put her in the car, and leave, because if you don’t, there
is going to be some National Guard or some Army,
Air Force, or Coast Guard troop who is going to have
to come back there and find her. So it starts on the
street, through a collaborative effort. Have a plan on
the street. If a tornado is coming, go to the strongest
structure. It’s one of the things when you act locally.

Let’s talk about my city of Atlanta now. Many of those
roads were turned to go through Atlanta, because the
mayor of Atlanta stood there and said, “We want that
interstate coming to our city.” What do you have
now? Gridlock. You can’t drive through Atlanta. Five
interstates meet in downtown Atlanta, right where the
governor and the mayor wanted them: “We want all
that business to come to Atlanta. If you are going from
east to west, north to south, we want you to come to
Atlanta and stay here.” Looking back 50 years, that
was the time and place to do some future planning.
That has also expanded the cities along the interstates.
Now, all we want to do is go from point A to point B,
we have to go through Atlanta.

In Hurricane Rita, we lost power in Calcasieu
Parish. There was a large group of people there, by
demographics, who didn’t have a way to keep their
sugar diabetes medicine cool. What is the solution to
keeping medicines at the right temperature if you lose
power? Somebody in the room can figure that out.
There is opportunity there. What I also tell church
groups and local government is, “Don’t buy granny
another silver picture of your oldest child. Give her a
weather radio that will wake her up in the night.” Stop
giving grandpa one of those fancy $80.00 silk ties. He
will never wear it. Give him a weather radio to wake
him up and give him warning that there is some type of
weather system approaching or there is an emergency
message coming from the government to them.

We need to look to the future of America. We need to
be thinking what kind of America we want to leave for
our children. It’s the decisions we make now and how
we build that infrastructure, how resilient it is, and how
we partner with industry. One more question and we
have to go.

We have to do these things in America. We had a
pioneering spirit that we have lost. We live in a new
normal, with the mega-cities we have created. When
the Great New England Hurricane hit the East Coast
of America, there weren’t many people up there.
What would happen if it happened today? When the
hurricane of 1900 hit Houston and Beaumont, there
were not that many people there. There was not that
much critical infrastructure along the coast. What
would happen if this happened today? It could be a
natural disaster or it could be the acts of the enemy.
These mega-cities have created mega-problems.
Regarding the transportation infrastructure -- can you
imagine 50 or 60 years ago, when we were building the
interstates, why all the interstates go through the cities?
30
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PARTICIPANT: When you get the call about Katrina,
how do you go through the process of intelligence and
preparation? How do you gather information while you
are on the way and once you get there, to understand
the new normal that you are facing in terms of what is
functional and what is not?
GENERAL HONORÉ: I tried to get to Katrina on
an airplane, and there were no airports open. I called
my friends in the United States Air Force and they
said, “We have airplanes, but we can’t land, General,
because navigation aids are gone and the runways are
full of debris. It’s going to take another 24 hours to
clear the runways.” So I couldn’t fly. I had to drive
from Atlanta to Mississippi. It takes about six hours
normally. When we got outside of Hattiesburg, we
had to pull trees out of the way. The good thing -- the
year before, I had bought an MR set for my C2 vehicle,
which gave me satellite communications.
A lot of the states failed to invest in satellite
communications for emergency purposes. They have
not done it. They are looking for Homeland Security to
give them a grant to do it. Shame on them. They ought

to invest in satellite communications. A line-of-sight
system generally won’t work, because it’s dependent on
ground links and it’s dependent on power.
So I would say investing in satellite communications
and switches that can move information around -- in
that C2V, as we call it -- it’s nothing but a Suburban
-- we have a STU phone so I can talk securely to my
boss and to NORTHCOM. The average mayor or
governor you will see riding around in these cars, they
have a phone in them. Most of them are based on the
phone grid -- they are not satellite-based systems. So
when they go somewhere in a disaster and they need
to be en route from place A to place B, generally they
can’t talk. The mayor in New Orleans couldn’t talk
by satellite. We gave him a phone when we got there.
They were dependent on the local phone grid. Nor
could any of his police chiefs talk -- the city had not
invested in satellite communications.
Within days, we brought a lot of kits in and distributed
them. But the delay was a problem. The other thing
is the police radios. How do you maintain them when
you don’t have a reliable power source? This was a big
problem. Again, it comes back to power and the ability
to have systems that can talk through a satellite, as
opposed to relying on line-of-sight communications on
your cell phones or the infrastructure phone network.
I hope that kind of answers your question. That would
be the big one. That’s what I had in my vehicle and
I could talk all the time, anywhere, to anybody. It
also had a high-speed Internet connection from my
computer in the car. Most government officials don’t
have that. I think its key.
It was good to talk to you. You are a bunch of bigbrained people. There are a lot of opportunities there
to get your research departments, you, and the industry
working on. I think we have a lot of opportunities
to make America a safer place to live for us and
generations to come. But it’s going to take considerable
effort by people like you finding those solutions and
then pushing government in the right direction to get
them to cooperate with industry. God bless you. God
bless America.

PANEL 1: Cascading Failure
Examples and Case Studies
This is Panel One on “Cascading Failure Examples
and Case Studies.” There is time reserved at the end
of this panel, at 11:30, for audience questions. There
may be times during the panel when our moderator,
will also call for questions or discussion from the
audience. What we ask is that if you do that, because
we are webcasting, please come to the microphones
located on either side of the aisles there. That way
the rest of the audience can hear the questions a little
more easily, and, of course, our audience on the Web
would be able to understand that as well.
Our moderator for Panel One is Harvey Ryland.
Harvey is the President and Chief Executive Officer
of the Institute for Business and Home Safety. It is
a national not-for-profit corporation dedicated to
reducing deaths, property damage, and economic
losses and human suffering caused by natural disasters.
It is primarily supported by the insurance industry,
with some funding from other sources as well.
Interesting, we had James Lee Witt at our dinner last
night, with the staff and the panelists. Mr. Ryland was
one of Mr. Witt’s chief deputies at FEMA during that
era. One of the points that James Lee went to again
and again was the importance of the involvement of
the insurance industry in solving our infrastructure
issues. Of course, probably all of you know that a
lot of the progress we made in building safety codes
has only been at the behest and the insistence of the
insurance industry, going back to the national fire
protection code and other legal mandates. So they are
important components.

Remarks of Mr. Harvey Ryland
We have all experienced cascading failures. What if
you were to catch an airplane flight and were told,
“There’s going to be a delay because of a mechanical
failure. We need time for repair.” After the airplane is
repaired and reloaded, the pilot comes on the intercom
and says, “I’m sorry, but there is going to be a delay
because we have missed our takeoff slot and we have
to get back in line before we can take off.” The plane
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lands at the next airport, but because you are late,
the gate is taken. So you are sent to the penalty box
to wait for your gate. By then, you have missed your
connecting flight. After that, you missed last night’s
dinner.
This is basically what happened to me yesterday. It was
a series of cascading failures that led to my missing the
dinner last night and reconnecting with my old boss,
James Lee Witt. Mother Nature probably looked at me
and said, “You have had too many dinners. You need
to forgo this one.” Nonetheless, I was sorry to miss the
opportunity to be with you last night.
Although my cascading failure sequence was just
an inconvenience, such failures can lead to terrible
tragedies. For example, let’s say that a family lives
in a home that was not built with disaster-resistant
features. An event occurs. Their home is heavily
damaged. They have to move to a shelter. They are
employed by businesses that are dependent on power
and communications, but these utilities are debilitated
because of lack of planning in the community, both
government and private. The business locations close
and the parents are unemployed. The pressure is so
great within the family that spouse abuse and child
abuse result. We now have a family that is homeless and
jobless with long term repercussions for the children.
But this chain of events can be averted. We know how to
prevent this from happening. There is serious planning
and action required. If we look at the infrastructure
failures in this example, we have preparedness, energy,
housing, and communications issues to deal with. And
we have assembled panel this morning that represents
experts in these areas.
The panel will proceed as follows. Each panelist will
first present some ideas in each of three categories.
After our presentations, I will open the floor for
discussion. I am anxious for your participation. I hope
that our conversations today will lead to a set of action
items that will help prevent cascading failures and their
consequences in the future.
On our panel we have John Kappenman, who directs
the Applied Power Division of Metatech; we have
Dr. Laura Steinberg, Professor of Environmental and
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Civil Engineering at Southern Methodist University
in Dallas; we have Brenton Greene, former Director
of the National Communication System, now with
Information Technologies at Northrop Grumman; and
another FEMA alumnus, Larry Zensinger, who is now
Vice President for Homeland Security at Dewberry
and has had a lot of experience with housing issues
during this years at FEMA. We’ve selected our
panelists for their individual expertise in electric power,
telecommunications, water, and chemical disasters.
This panel discussion is a little different from the
others in that it will consist of three segments, each
segment treating a separate issue. Panelists will
separately address three issues including: defining the
cascading failure problem, cascading failure outcomes,
and lessons for the future. Mr. Kappenman will now
address the first issue.

Remarks of Mr. John Kappenman
My name is John Kappenman with Metatech, Inc. I
am primarily here to talk about the threats that can
occur and cascading failure examples that can occur
on the U.S. power grid -- or power grids, for that
matter, almost anywhere else in the world that can be
challenged.
The power-system events that have occurred and
blackouts that have occurred have almost always been
associated with the environment -- typically, terrestrial
environments. However, this morning I will tell you
about a very serious non-terrestrial environment,
one of the least understood and largest area impact
environments that we face. I am referring to what
is called “space weather” or “geomagnetic storm”
environments.
I am going to give you a brief overview using a
particular example. There was a geomagnetic storm on
March 13 and 14, 1989, that actually caused a powergrid collapse in a major region of North America: the
province of Quebec in Canada. Let me show you just
20 minutes of bad space weather (see Figure 17).
What we are talking about is a disturbance area that
has a footprint many times larger than Hurricane
Katrina. If you look at the dynamics of this event, you

We know that bigger storms have occurred in the
past, before we had such an extensive power grid. We
know that these earlier storms measure somewhere in
the neighborhood of three to 10 times larger than the
events that transpired in this March 1989 storm event.
We also know that this type of event could literally
cause an almost-instantaneous loss of about 70 percent
of the power grid in North America.

Figure 17
are seeing the footprint of a geomagnetic storm. You
are seeing storm spreading velocities, as it progresses
along the U.S.-Canada border, approaching 1,000
kilometers per minute.
Serious power grid failures occurred during this
particular substorm. What I am showing you here
is the progression of power-system disturbances (see
Figure 18). The little blocks are device failures on the
power grid or alarm events that were serious, but did
not precipitate a blackout. The big red area over the
province of Quebec shows the region where Quebec
went from normal operating conditions to a complete
province-wide blackout in the space of 92 seconds.
In other words, the storm evolved so rapidly that the
system operators of the affected power grid could not
assess what was unfolding before their eyes, let alone do
anything meaningful in a human sense to intervene.
Later on that day, the storm got even worse. It
progressed down to a lower latitude. Essentially, we
got a continent-wide footprint for this disturbance. I
will just show you the locations of the events that were
registered across the U.S. during that storm.
The North American Electric Reliability Council
estimated that we came extremely close to a widespread
blackout, one that easily could have extended from the
Washington, D.C. area, through New England, through
the Midwest of the U.S. These are the consequences
that we potentially are facing from geomagnetic storms
(see Figure 19).

Figure 18

Figure 19
The fact is that we could have a very long recovery time
from this sort of event, something that could stretch
easily into multiple days, maybe much longer than
days. Because the storms can damage heavy electrical
grid equipment that takes 12 months to replace, we
could be looking at some very nasty scenarios.
We also know that there are intentional acts -- highaltitude nuclear bursts -- that could produce the same

Panel One

33

types of effects on today’s infrastructure. Such attacks
could be promulgated by nation states or terrorist
groups.

Remarks of Dr. Laura Steinberg
Thank you very much. I am very happy to be here.
I am going to talk about the types of disasters which
occur when a natural event causes a technological
disaster. John Kappenman just gave an example of
what happened in Quebec.
Another example similar to that is what happened
in 2003 in Italy resulting from windstorm causing a
tree to go down in Switzerland. That tree happened
to knocked down a major power line carrying 1,300
megawatts of electricity into Italy. Parallel lines then
tried to take up the slack and failed catastrophically.
As you may know, much of Italy was plunged into a
blackout following that event.
So that is one example of the kinds of events I look
at. These are referred to in general as a “NATECH.”
These are natural disasters or natural events which
create a technological disaster. Most of my experience,
however, and what I want to talk more about today, is
with cases in which a natural event causes the release
of hazardous chemicals. When hazardous-chemicals
are released the result may be an explosion and/or a
fire. Sometimes these can become mega-events and
devastate the area in which they occur. These are
prime examples of cascading failures.
They are typically cascading failures in the sense that
forces that are generated by a natural event, be it a
hurricane or an earthquake or a flood, induce the
failure of a container containing hazardous materials.
For example, a tank containing hydrogen fluoride may
be breached and then mitigation measures that would
normally have worked to control or prevent the release
would be disabled because of the natural disaster. The
result of that is that a spill or, in the worst case, an
explosion occurs. So the cascade involves the failure of
the container followed by the failure of the mitigation
measures. Furthermore, there may be downstream
effects, including contamination of the water supply,

required evacuation due to toxic air emissions, and an
overwhelming of the emergency response system, and
perhaps other effects as well.
But I want to give you an even more dramatic example,
which happens sometimes when one hazmat event,
one release of hazardous chemicals, leads to another
and then another. These are called as domino effects
in the chemical industry. Natural disasters can trigger
these kinds of domino effects. In addition, and what
I will talk about in the second part of the panel, are
situations where simultaneous hazardous releases occur
because of the natural event, and then these go on and
trigger other problems.
The first case I will talk about now is the case where
one hazmat event triggered by a natural event -- in this
case, an earthquake -- cascades to other hazmat events.
In 1999 a major earthquake occurred in Turkey. You
probably saw the newspaper articles about the resulting
oil refinery fire. It took seven days to put this fire out.
They needed to call in international firefighting teams
to get the fire under control. The affected site was and
is the largest oil refinery in Turkey. Unfortunately, it is
located in one of the most earthquake-prone areas in
the region. There was much damage to the refinery. I
will eventually focus on what happened at the naphtha
tank farm. Naphtha is a highly combustible, flammable
material.
To begin the story, there was a major fire that occurred
when a chimney fell down (see Figure 20). The failure
of this chimney resulted in the materials of the chimney
landing on and breaking 63 product pipelines. The

Figure 20
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chemicals in those pipelines interacted with each other,
causing another fire. That fire was a little bit easier to
put out. The big problem there was that they couldn’t
control the flow in the pipelines because the valves
had been melted by the fire. Because of the heat, they
couldn’t get close to it.
The more interesting problem was what happened in
the tank farm of the refinery. When the earthquake
struck the tank farm, the tanks experienced vibration
and shaking. These particular tanks had floating roofs.
The tanks were constructed of metal. The floating
roofs, under the vibration, created a spark as they
hit the sides of the tanks. Because naphtha is very
flammable, fires occurred in four of these tanks. In the
fourth tank the flange connection was damaged by the
earthquake which resulted in a naptha leak. This tank
was also burning. The leaking naphtha burst into flame
and flowed into the water-drainage system past several
other tanks which also caught on fire. The cascading
effects resulted in a total of six tanks in flames.
There were other nearby tanks that contain other
hazardous compounds including an LPG tank and
an ethylene tank. There was great concern that these
two additional tanks could explode due to the burning
naptha. Another concern was a fertilizer plant located
across the street from the conflagration. The fertilizer
plant, not owned by the oil refinery, houses a very large
tank of ammonia which is also potentially in danger of
exploding due to the heat generated by the six burning
naphtha tanks. Because of fear that the ammonia tank
might explode, plant employees intentionally released
200,000 gallons of ammonia into the atmosphere.
This is an extremely dangerous chemical to be released
in this way. Personnel in the fertilizer plant then
abandoned their posts.
Back at the refinery, the heat radiation was so great
that it burns down the site’s cooling tower tank. This
contributed to a lack of sufficient water for fire fighting.
Fire fighting was required for a period of seven days.
Cascading effects involved interaction between the
water-supply system, the water-drainage system, the
chemical systems, and the product systems of the
refinery.

Figure 21
We ask here, what have we learned in general? Are
there ways we can model this? Is there a set of
progressions we can think about? This example, plus
some others that I have treated in various papers, can
be characterized by a consequence table.
The table shows a progression from initial consequences
of an earthquake on a major facility to possible
secondary-level consequences, possible tertiary-level
consequences (see Figure 21). Additional cascading
effects could also be added further to the right. So
we see that there are direct effects and many resulting
indirect effects in cascading sequence.

Remarks of Mr. Brenton Greene
I will talk about a different event, 9/11, and a number
of the technology-focused interdependencies and
cascading impacts across infrastructures. In some of
the pictures that I will show in the following slides, I will
touch on a range of areas where telecommunications
was affected including several different aspects of
telecommunications systems: ventilation systems,
power, water, and transportation as well (see Figure 22
on next page).
As a quick review of 9/11 events, the first plane hit 1
World Trade and the second plane hit 2 World Trade.
Tower number 2 was the first to collapse followed by
the collapse of Tower 1. When Tower 1 collapsed, it
fell in the direction of 7 World Trade causing major
Panel One
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damage to number 7. Several hours later we had the
collapse of number 7. When number 7 collapsed, it
fell in the direction of the Verizon building, one of the
major communications nodes in New York City. The

building. So that was the good news. The bad news
was, with all of the dust especially on that first day
immediately after the disaster, the generator air intake
filters clogged. This caused all the generators to shut
down.
There are several different things I want to mention
here. One was a major cable vault. This is where a
large number of fiber-optic trunks came together at
the base of the Verizon building, and the road surface
above it was totally devastated. This area completely
flooded because of firefighting water, causing some
major problems there (see Figure 24).

Figure 22
Verizon building was all 1926 three-foot-thick granite
wall construction, which caused the number 7 building
to literally bounce off of the Verizon building and then
fall back on itself (see Figure 23).

Looking at an aerial view, notice where I’ve placed
a yellow dot. There was a steel beam from Tower 1
that was a couple square feet across and tens of feet
long. This beam went like an arrow straight through
7 World Trade and embedded itself in the street just
on the far side of number 7. Eight feet underground
was a bundle of fiber-optic trunks with every fiber

This is a day later, when we still had a lot of smoke. To
General Honoré’s comment about generators in the
basements and flooding, there had been some exercises
done looking at communications continuity back in
the early 1990s, which identified that in the Verizon
building the generators were in the basement, and
thus were susceptible to being flooded by firefighting
water during a disaster. As a result, they relocated all
of their generators up to mid-level floors in the Verizon
Figure 24
trunk being maybe an inch in diameter. If you had
been a sharpshooter, you could not have had a more
accurate and debilitating shot. The steel beam went
dead-center through this bundle of fiber-optic trunks.
That severed about 3 million high-speed data lines
serving Wall Street. This was the source of a major
communications outage at Wall Street with major
cascading consequences.

Figure 23
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So I’ve briefly described the situation. These physical
events then drove some major changes in financial
networks, as well as communications and high-speed
data.

Preplanning for cascading failures can reap major
benefits. Of interest, the communications sector had
done preplanning on how to reroute in case of disaster.
Of the 3 million high-speed data lines, within 24
hours over half of them had been rerouted, basically
bypassing New York City to connect to international
markets. Another important area of preplanning
stemmed from the 1993 World Trade Center bombing
experience. Fortunately, this bombing did not cause
a collapse. However, they realized that they needed a
more effective 911 system. The 911 switch is actually
in the Verizon building as shown in the E-911 photo.
Planning people recognized that they needed to have
a backup to this switch. So they relocated a totally
redundant 911 switch 50 miles away that handled all
of the same functions. Thus, despite the events of
September 11, all of the 911 functions were backed
up. So, if you could get through, which was another
problem, all 911 functions worked.

Manhattan without water and limited telephone
service.
On the previous figure depicting the World Trade
Center complex there are two yellow dots on Tower
2. The dots indicate that in the basement of 2 World
Trade were two “end offices.” These contained switches
that basically provided a dial tone, which is a different
kind of voice communications than high-speed data.
We lost about 300,000 dial-tone circuits. Most of the
users of those circuits were located in 1 and 2 World
Trade. But there were many other areas affected. The
area inside the brown border was mostly without dial
tone access. There were power outages within the red
border. There were major transportation impacts as
well including the surface and subway. The area was
closed off to facilitate emergency response (see Figure
26).

Equipment robustness and reliability proved very
helpful. For example, within the Verizon building
was a major communications switch called a 5ESS.
After the attacks it was literally hanging out a window,
dangling from a fiber-optic trunk cable. This switch
continued to operate unphased until its batteries gave
out about 12 hours later. The switch continued to log
and reroute calls (see Figure 25).
We are talking about collapse within the blue bordered
area. This is also where water lines were severed.
Cascading effects left a major part of downtown
Figure 26

Figure 25

Figure 27
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There was an area underneath World Trade called
“the bathtub.” Some of you may have read about this
in the newspapers shortly afterwards. It was a series
of reinforced walls around the foundation complex
for these very, very tall buildings. Because of the
phenomenal shock that had happened to the ground
area below the World Trade Center complex, soil that
would normally be very stable and very solid was now
potentially fluid. Engineers were worried that there
may have been a resulting breach in the bathtub liner
which would allow Hudson River water to flood in.
This water could also flood subway tunnels running
underneath that whole area potentially causing more
cascading disruption of the subway and transportation
systems (see Figure 27 on previous page).
At that time, we didn’t know that everyone was dead in
that area. Emergency responders were still hoping to
rescue people in some of the lower basement structures
underneath the World Trade complex. Rescue workers
were continuing to go in. Water intrusion was of high
concern for this operation. Recovery operations were
hampered by some of the high-speed data and outages
of dial tone. In the figure below, the areas with red
dots are federal offices that were trying to coordinate
the recovery from the outages associated with 9/11
(see Figure 28).

Remarks of Mr. Lawrence
Zensinger:
I am here, at least in part, as a result of a role I play
with the American Public Works Association, as a

member of their Emergency Management Technical
Committee. The American Public Works Association
strives to make the point that they also are first
responders in the emergency management community.
They are sometimes overlooked in that regard.
The Emergency Management Technical Committee’s
role is to help educate the membership of the
organization with respect to emergency preparedness
and measures that they can take in response to and in
preparation for disasters.
During the rest of this panel, I will address two
general themes. The first is, “what is the human
role in infrastructure management and prevention
of infrastructure failure and the rapid recovery of
infrastructure?” Secondly, “what is the formula for
recovery of infrastructure in a community (like New
Orleans, due to the effects of Hurricane Katrina) when
just about everything is gone and you have to make
very critical decisions about where you start with the
recovery process?”
I was involved, as a result of Katrina, in daily meetings
for the first three weeks with the governor’s staff and
with FEMA staff, to address the housing program. The
housing program became the driver of the train. We
went through several iterations concerning the strategy
for housing recovery. We started off with a strategy
that talked about building communities of 5,000 and
10,000 people spread throughout the rural parts of
Louisiana. The government would provide full support
for these communities so that we could begin to bring
people back to Louisiana who had evacuated to other
states.
That strategy gradually evolved into a strategy of
supporting the employment base, particularly in
Orleans Parish and the New Orleans area. All of the
operators of infrastructure were saying, “We can’t
get our infrastructure back in operation without our
people, and we can’t get our people back without
housing.” We can talk a little bit about that.

Figure 28
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But with respect to the human role, I think it’s important
to understand the role that operators of infrastructure
have in whether or not infrastructure can survive.
General Honoré mentioned, for example, that one of

the primary hazards of concern is a pandemic of some
sort, that doesn’t have any direct effect on infrastructure
itself. We are very concerned, from a public works
perspective, about the impact of a pandemic. If the
operators of infrastructure can’t show up to work, then
the infrastructure is not going to work. This involves
the full range of public, as well as private infrastructure
that would be affected by the absence of people who
perhaps would be under a quarantine or unable to
work due to incapacitation.

Remarks of Mr. Ryland:
Our panel of experts has started the process by defining
the infrastructure problem, especially concentrating on
cascading failures.
Now that we are all scared to death, let’s talk about
what we can do to prevent these cascading failures.
Our next round will talk about alternatives. If you
think about the three components of this session, we
have defined the problem, we are going to talk about
outcomes and alternatives, and the third round will be
solutions and a call to action.

Remarks of Mr. Kappenman:
In looking at outcomes and alternatives, it’s important
to focus a lot on interdependencies of cascading
infrastructure failures. In the example of electric
power grids, there are numerous multiplying effects
that conceivably could cripple other important
infrastructures, such as water, transportation, and
communications. Power grids, as the general mentioned
this morning, are very important. They are essentially
a keystone infrastructure.
Let’s look at the August 2003 blackout that occurred
in the U.S. Failure of the power grid affected water,
food, and shelter, necessities that were all compromised
at times and in various ways, even during such a brief
outage.
We were very lucky that the blackout happened to
occur on August 14. If it had occurred on January
14 instead, we would be talking about much more
severe impacts, especially because it could have been
coincident with a severe cold-weather snap or it could

have even been precipitated by a cold-weather event
that was occurring. In mid-winter it would have
immediately confronted us with much more serious
public health and safety concerns. For example, people
would not have had the option of sleeping in Central
Park.
Almost all heating and air-conditioning systems,
even if they are natural gas-related, require electric
power in order to operate. That, of course, raises
the specter of shut-ins potentially freezing to death in
their own homes from a severe and sustained outage
of the power grid. Restoration of the power grid also
becomes enormously more complicated during severe
cold-weather conditions.
There were examples of 911 emergency systems that
had some upsets caused by the 2003 power outage.
Water treatment and pumping require enormous
amounts of electric power. As a result, very few of these
systems have redundant power supplies. Let me give
you the example of the city of Cleveland’s municipal
water system. Cleveland built four separate and fully
redundant intake structures and pumping structures
from Lake Erie to supply the entirety of the municipal
water system. Their design did not take into account
the possibility that the entire electric power grid could
fail simultaneously. As a result, in August 2003, their
population suffered a loss of potable water within a
short period after that collapse.
In an electric power failure, communities will lose all
perishable foods, without proper refrigeration, within
a matter of 12 hours or less. If you are talking about
a collapse of a power grid that could, under some
electromagnetic stress scenarios, affect 70 percent of
the population of the U.S., how do you get sufficient
supplies from unaffected neighboring regions into
a population that may need to be supplied – to a
population in excess of 100 million? As you get into
longer-duration outages -- the loss of potable water,
the loss of adequate food, the loss of adequate shelter
-- you start getting into secondary effects that could
literally put the health of many millions of people at
risk in the affected regions.

Panel One

39

Communications systems are probably the most robust
and redundant critical infrastructure systems. They
generally have onsite backup power generation. But
their generators use diesel fuel or something that may
have reserves of only 72 hours, at most. Many cell
towers are located on the tops of apartment buildings.
The owners of these apartment buildings don’t want
noisy, cumbersome standby generators to support these
cell towers - and so forth. We run into many kinds of
infrastructure limitations when we look at cascading
effects.
This concludes my broad-brush overview of cascading
failure issues associated with a failure of the electric
power grid.

Remarks of Dr. Steinberg:
Earlier, I talked about how one hazmat release might
create other hazmat releases. Now I want to talk about
how the natural disaster -- in this case, the earthquake
at the Tupras oil refinery -- compromised the mitigation
measures and preparedness measures that this oil
refinery implemented to respond in the case of a typical,
normal chemical disaster. These were not adequate in
the more serious situation created by the earthquake.
There were two factors that worked together to
overwhelm existing preparedness measures. First, the
earthquake triggering cascading hazmat releases and at
the same time, the earthquake affecting and essentially
deactivating mitigation and preparedness measures
that normally would have worked.
I want to explain what I mean by “deactivation.”
Because of this deactivation of mitigation measures,
the fires were very difficult to control and control took
a very long time to achieve. In the first case, there was
a major water-supply problem. So the foam that would
normally be available to fight these fires essentially
could not be produced. This foam is produced by
mixing chemical with water. It is applied by spraying
directly over the chemical fire.
The lack of water was caused first by the loss of a
cooling tower. Secondly, the major water supply for
the refinery was a very large pipeline coming from a
local lake. That pipeline had 30 breaks in it due to
the earthquake. There was near-zero pressure in that
40
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pipeline. The result was that in order to bring water
in to fight the fire, special temporary lines had to be
laid into the sea. The refinery is close to the Bay of
Izmit which provided saltwater for use. Those of you
who know about firefighting know that saltwater, while
it can be mixed with chemical to make foam, is not
nearly as effective as freshwater.
Another interesting issue is that when international
firefighting companies came to help, the specifications
for their equipment were different from the specifications
that the Turks used. So the mechanical connection of
the equipment was very difficult to make and was a
source of much delay in the firefighting efforts.
To run the pumps necessary to bring the seawater up
to the naphtha tank farm, electric power was required.
Unfortunately, there was no power. Generators were
brought in but there weren’t very many and they
weren’t very powerful. There was much hesitation in
starting the generators because of the volatile naphtha
up in the air. Some of it had ignited but some had
escaped ignition and was floating in a plume above
the refinery. Responders feared that a spark from the
generators could create an overhead fire.
Another cascading problem was caused by
communications systems’ outages. There were 17,000
people who died in the earthquake, plus tens of
thousands who were injured. Survivors were running
around doing their best to find and assist injured people
and shut the fires down. As previously mentioned,
a chimney had fallen in the plant and was leaking
hazardous material that was spreading over a large
area. The confusion was much worse because people
couldn’t talk to each other. Cell phones are ubiquitous
in Turkey but the cell phones were not in operation. It
was a scene of mass confusion and terror at the same
time.
Ineffectiveness due to terror was an important factor.
People who would normally be available to fight the
fires were not present because they were with their
families, helping to pull them out of the homes that had
been destroyed by the earthquake. Other responders
were direct casualties. There was clear evidence that
the workers were terrified. Based on our interviews,
we found that many of the personnel were so scared

that they really couldn’t do their work. Social scientists
have found that this kind of panic doesn’t usually
occur during natural disasters. But this combination
of natural disaster and horrific chemical accident
did result in a situation where people could not move
themselves to do what they were trained to do - the
situation is so terrifying to them.
So there were responders who either didn’t show
because of disaster effects, or weren’t helpful because
they were scared -- very understandably. There were
also people who tried to respond but couldn’t get to the
plant. Another cascading effective was the debilitation
or destruction of transportation systems. Vehicles were
damaged and roads were blocked.
A further complicating factor was that, because of
the concerns about the explosions, there was an
evacuation order given by the local army commander.
This decision was controversial because it was not clear
who was in charge. Was it the local army commander?
Was it the head of the province? Was it the Turkish
Prime Minister’s Envoy? Who was allowed to order an
evacuation? When the army commander called the
evacuation, people were forced to leave although many
didn’t want to leave. There were mixed results. Although
exposure to any additional explosions was averted, the
evacuation removed the people that are typically the
most important in rescuing victims of earthquakes, i.e.
the family, nearby friends and acquaintances who do
most of the actual rescue in the first 24 hours. So this
was another cascading effect, where the interaction
occurred between the hazmat release and the fires and
the response to the earthquake itself.

Remarks of Mr. Greene:
A few points on the issues coming out of cascading
infrastructure.
Some
infrastructures
operate
instantaneously. Power -- you plug it in; it’s there.
Communications -- if you take it away, it goes away.
It’s not a slow degradation. Other infrastructures
degrade more slowly. It doesn’t mean that it will be
less serious once it is gone. But because of back-up
sites, uninterruptible power supplies, infrastructure
operators implementing work-around procedures and
other sustaining measures, you end up with a scaling-

off of some of the impacts over time. As General
Honoré stressed, the real emergency preparedness
and recovery problems are associated with long-term
outages.
In that regard, are all infrastructures equal or are some
infrastructures more important than others? There
is a presidential advisory body that instituted a lot of
national security and emergency preparedness processes
for the communications network. They recognize that
the interdependencies between the electrical utility
industry and communications were absolutely critical
and have organized a series of dialogues between those
two sectors - probably more than between any other
sectors. A lot of the coordination actually preceded
9/11.
But in that regard the advisory body stated, “We
can’t do our power without the communications to
coordinate all the operations.” Conversely, from
the communications viewpoint, their systems won’t
function without power. So we have significant crossreliance between those two sectors.
Are there other sectors that are similarly of very, very
high importance? I would submit that the financial
services sector, given our society and our economy,
is another high-critical area. I would also rank
transportation high on the list because of the large
cascading consequences into other infrastructures, as
was pointed out earlier as well.
The water infrastructure is very different. The water
system is absolutely not a national infrastructure.
Rather, it’s a series of localized infrastructures. But
there is a strong psychological factor with water. If a
major urban water supply was poisoned or debilitated,
everybody in the country will look at their faucets
differently from then on.
Our discussion points to question, “What is the
tipping point in infrastructure outages when you have
cascading effects?” Can we predict a point where a few
cascading effects turn into “an avalanche” that causes
a major societal impact, a major economic impact?
Can we predict that in any way? How good are our
modeling processes?
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In most of our infrastructure sectors we have
phenomenally robust models that can predict particular
infrastructure operation within its stovepipe. But each
of the sectors is modeled differently. Each has its
own peculiar protocols, processes, terminology, data
types and formats. So models involving connecting
one sector to another remain very much in their
infancy. We also have much room for improvement in
predicting economic impacts and how the economic
impact of outages and cascading can really cause a
significantly greater financial impact across all of our
sectors. Modeling infrastructure interdependencies is
a huge challenge.

conjunction between the housing and the economic
and infrastructure recovery became paramount to the
recovery effort.

Remarks of Mr. Zensinger:

They got into issues of fairness of housing. People have
strong opinions about housing. Should the government
be providing housing for government workers first
as opposed to the general population? What about
the people who serve as cooks and dishwashers at
the restaurants and do all those other things that are
necessary to get the economy restarted as well?

Mr. Green’s question about whether there are some
infrastructures more critical than others reinforces the
importance of modeling capabilities so that we can put
values on parameters of interest.
We talked about evacuation earlier and how the
evacuation in Louisiana left a lot of people behind.
But I must say that there weren’t many critical workers
left behind. Personnel that were required to operate
critical facilities probably were gone for the most part.
There were stories of heroes who stayed behind to do
various things. But most infrastructure functions came
to a grinding halt.
When we were wrestling with getting the recovery
jumpstarted, as I said before, housing became a critical
issue. The oil industry and other manufacturing
concerns were weighing in, as were the courts, the
police, EMS, public works, education. Every sector of
society was coming to the state and to FEMA saying,
“You need to provide housing for our people first,
because we are critical to getting the restoration under
way.” FEMA had to wrestle with this. As I indicated,
initially the strategy was to try to build settlements
of 5,000 or 10,000 or 15,000 people to support the
displaced population.
It was only after the various sectors of society -- the
infrastructure sectors -- came on online and said,
“We need the support to get our people back so that
we can get our systems up and running” that this
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At that point, then, FEMA had to wrestle with a
variety of issues: Should they be providing what is
referred to as exclusive-use housing? In other words,
let’s bring in trailers and set them up around the police
station, around the courthouse, around the hospital,
around other places. The cruise ship, which got a
lot of criticism but was exactly the right thing to do,
was populated by 2,500 police and fire personnel who
would have had nowhere to live in if it weren’t for the
ship.

So there are a lot of issues concerning the priority
of restoration, which have not been either modeled
or identified. We have done a lot of thinking about
the cascading failure, but we haven’t done very much
thinking about the order of priority and process of
getting multiple infrastructure services reestablished.
That is an extremely important question in my mind
and one that deserves some research.
The problem stems to a large extent from the way
that the federal government is organized. The federal
government has a very refined response planning
process. There is a national response plan, which
addresses the role of all the various federal agencies
in terms of how they are going to respond to disasters.
But when it comes to the next step, there has never been
a federal exercise that has looked at the restoration of a
community or an economy. For instance, what are the
first things that have to happen, and the second and
the third, in situations like New Orleans.
When you get to that stage where all the fires have been
put out, the people have been rescued and put in shelters,
the situation has been, quote, stabilized, at that point,
everybody is on their own. The lack of a coordinated

approach, to a large extent, has diminished the ability
of the Gulf Coast region to recover expeditiously. I
would submit that the absence of a model and a plan
resulted in at least a month’s delay in the restoration
process. The area is still struggling with some of these
issues because they are dealing with so many diverse
decision makers who are not part of an overall decision
process.

Remarks of Mr. Ryland:
We see the challenges that face us in terms of cascading
failure consequences. But we come now to the most
important part of this discussion, which is a plan of
action.
Given that we are approaching the end of our allotted
time, I would like each panelist to answer the question,
“If I could only do one thing, what is the single most
important thing that I would recommend to this
group?”

Remarks of Mr. Kappenman:
When I think of the example of the electric power grid
-- and by the way, there is an excellent article in this
month’s Scientific American magazine by Dr. Amin
that talks about self-healing power grids. He also talks
a bit about the regulatory problems that we have in this
industry.
But the most important recommendation I have mirrors
much of what the general talked about this morning:
Involving private enterprise as being a big part of the
solution. In the case of electric power grids, we have
only added a 4% in generation capacity over the last
several decades. Yet over that same period of time,
electric energy usage by the country has increased in
excess of 30 percent. We have taken all of the reserves
out of today’s power grid and have not replaced them.
The big reason is that there are lots of impediments
towards investment in the power grid. We have 50
different state regulatory agencies that try to control,
and usually try to minimize, investment in power grids.
We also have federal jurisdiction. These institutions
need to understand that they have to provide adequate
economic incentives to encourage growth if we are
going to maintain adequate infrastructure capabilities.

There are also big problems with building facilities.
The NIMBY problem always crops up. No one wants
to see a high-voltage power grid or power line routed
through their backyard. A big problem that we face
in this industry is that it can take in excess of 10 years
from the initiation of a power plant proposal to its
actually being placed in service. There is no guarantee
that a proposed facility will ever be approved for
construction.

Remarks of Dr. Steinberg:
I also will echo General Honore and James Lee Witt
last night and talk about the importance of publicprivate partnerships. My overview of the disaster at
Tupras was based on information that, for the most
part, was gleaned by interviews with many people in
Turkey. Many of the interviewees were associated
with the oil refinery. If we believe that this kind of
information would help us to prepare and respond
to similar situations caused by an earthquake or a
hurricane in the United States, we need to find better
means to communicate with private industry. During
Hurricane Katrina there was a 1-million-gallon oil spill
that contaminated St. Bernard’s Parish which resulted
from flooding of a local oil refinery. Similar things can
happen here.
We were able to talk to people in Turkey because
they are not as concerned as industry here is about
lawsuits. They opened their hearts up because of the
tragedy that occurred there. But when we try to get
information about planning and preparedness from
private industry here in the United States, we come up
against a blank wall.
To some extent, I think local responders may have
more information than those of us in the academic
sector. But I don’t think they have a whole lot more.
But a lot of useful information is tied up in lawsuits,
including what happened with Murphy Oil at St.
Bernard’s Parish.
So what I would love to see is more exchange of
information with the private sector. Not just private
to private, but private to public -- between the private
sector and the rest of us out there.
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Remarks of Mr. Greene:
My recommendation can be illustrated using an
example that shows that collaboration between
government and industry can work, and can work very
well. I mentioned earlier the NSTAC Presidential
Advisory Body that pulls together national security
and emergency preparedness guidance. It actually
emerged from the Cuban missile crisis, so we would
have survivable communications systems following a
nuclear war.
We have gone a long way since then. But one of
the things that was done across the country in close
collaboration between the major communications
carriers, federal agencies, and the White House, was a
prioritization of all of the major circuits of the country.
That was done in the 1990s.
What was the benefit? The exercise produced, in
effect, a priority repair list that the carriers all agreed
to. When 9/11 happened, that is one of the untold
stories that nobody hears about and a major reason
why Wall Street came back as quickly as it did. About
83 of the key circuits that went to Wall Street were
already identified as the priority circuits. So without
anybody having to trigger anything -- or “let’s get some
people together and figure out what to do” -- the plan
was already in place. And based on the plan, Verizon,
AT&T, etc. went about putting those circuits together.

If time were not an issue, I could give four or five more
examples where pre-planning enabled rapid recovery
from in other communication outages.

Remarks of Mr. Zensinger:
My recommendation is that employers, whether they
are at the local government level or in the private sector,
need to take into consideration the ability to operate
based upon the availability of their people. Some of
my colleagues have the benefit, right now, of working
on a criminal justice master plan for Orleans Parish.
Getting the police, the courts, and the sheriff, to work
together is a little bit like General Honoré’s herding
cats. Nonetheless, they are working on a master plan
which will prevent the criminal justice system from
failing in the event of future Katrinas.
A very important part of that plan is a parking garage
design which can accommodate the installation of
temporary housing units, so that people will have a
place to live while they work and their families will be
taken care of.

I was running the NCS (National Communication
System) at the time. I was getting called by the
White House probably about three times a day and
reminded, “Do you understand how important it is
to the President that we get Wall Street back?” The
President announced on Friday that we were going to
bring Wall Street back on Monday.

In addition, Jefferson Parish, which has an extremely
extensive pumping system, is talking about not just
taking those generators out of the basement, but
developing hardened facilities for their staff so they
can stay on the job while an event is taking place. I’m
pleased to report that their families are being given
consideration as well.

Frankly, we could have brought Wall Street back on
Friday because we had already prioritized the circuits.
But we did not do that, for a few reasons. One, we
wanted to bring all Wall Street circuits back on together.
Otherwise, some companies would have been at a
competitive disadvantage.

There are numerous examples throughout the private
sector of companies that are beginning to pay attention
to their workforce as a key element in maintaining
their operations as well as getting back in business. It
is especially important in the infrastructure arena.

We hadn’t had a chance to test everything yet. So
we were doing a lot of testing on Friday and then on
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Saturday. By mid-day Saturday, essentially all the
key circuits had been tested as ready to go. That is an
example where preplanning, getting the dialogue in
place and getting the conversation in place results in
significant acceleration and restoration, recovery, and
mitigation of down-time impact.
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Remarks of Mr. Ryland:
Our experts have
given us four
recommendations. If I might paraphrase:

priority

• First, we need to remove impediments to power
generation and distribution.
• Better inter-organizational communication is highly
important, especially between government and
industry.
• We need to establish repair priorities for our
infrastructures.
• The human element is vitally important. Public and
private service providers need to plan and prepare to
ensure that critical personnel have adequate resources
and care to stay on the job during catastrophes.
Those are what I heard from the four, as their numberone recommendations. We will now take questions
from the audience.

QUESTION & ANSWER SESSION:
PARTICIPANT: The Society for Civil Engineers
has the report cards concerning the current status of
critical infrastructure. There was also in January of
2006 a report released by the Task Group on Critical
Infrastructure for the Homeland Security Advisory
Council.
I have been trying to find out what knowledge
infrastructure people within DHS have of these report
cards. And I would also be interested in your feedback
on what knowledge they have of the cascading failure
situation. In the past, DHS was not taking this type
of failure into consideration. Could you comment on
what you think the needs are within DHS for enhancing
the capability and understanding of the current state
of the infrastructure and the problem of cascading
failures?
DR.STEINBERG: One response I think we can make
is that I think the point that you make that the current
state of the infrastructure is an important part of the
modeling problem. We just heard what is needed for
infrastructure interdependency modeling. From a
systems engineering perspective, it’s not just that the
infrastructure exists - it’s the state that the infrastructure
is in. Is it in a normal state? Is it in a distressed
state? Is it in a state of inoperability? Where does
it stand? What are its current capabilities as opposed

to the capabilities it initially went into operation with?
Knowing that, how does that infrastructure interact
with other infrastructures? I can’t speak to how much
DHS is incorporating that kind of analysis in their
work.
MR. GREENE: I think you need to give DHS
some credit. They have made a lot of progress in
understanding and protecting infrastructure. It’s a
very difficult problem.
Could we critique them for not making as much
progress as we would hope? The challenge of
bringing together sectors that have not had a lot of
dialogue among themselves and with the government
is significant. Through efforts that began with the
Critical Infrastructure Assurance Office back in 1998
and that went on for a couple of years before 9/11,
DHS has had a good basis for getting sector dialogues
going.
One of the significant successes was the establishment
of the National Infrastructure Protection Plan, which
accelerated several important FEMA initiatives
including the National Response Plan. The National
Infrastructure Protection Plan is a major piece of the
NRP. Our various sectors need to respond to these
plans. For every one of the key infrastructure sectors,
there is also a sector-specific plan that has been put in
place. These represent big steps towards preparedness.
Are they perfect? Absolutely not. People could critique
whether DHS has been fast enough.
So some significant progress has been made. Are we
fully prepared for a cascading event? I don’t know.
Only time will tell. But frankly, I think we are in a
better condition now than we were a few years ago.
MR. RYLAND: I want to thank our panel, Larry
Zensinger, Brenton Greene, Laura Steinberg, and John
Kappenman. I appreciate you participating on this
panel and sharing your expertise.
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AFTERNOON SESSION
Remarks of Dr. Baker:
Welcome to the afternoon session. I will now introduce
our moderator for the first afternoon panel on “Multiple
Hazards and Vulnerable Intersections.” We are very
honored to have Lieutenant General Hank Hatch as
our leader. He is quite familiar with infrastructure.
He was director of civil works for the U.S. Army
Corps of Engineers and later, was appointed as chief
engineer and commander of the Corps. Under his
watch, the Corps moved into an era of environmental
stewardship.
After his military career, Hank served as the Chief
Operating Officer for the American Society of Civil
Engineers. He is a founding member of the steering
committee for The Infrastructure Security Partnership,
TISP. He is also now chairing the National Research
Council’s Board on Infrastructure and the Constructed
Environment.

PANEL 2: Multiple Hazards and
Vulnerable Intersections
Remarks of General Hatch:
We had a fascinating morning. General Honoré is a
great character, a wonderful guy, a great Cajun. Don’t
be fooled by the Cajun slang. He has a mind like a
steel trap.
Our panel this morning was “Cascading Failure
Examples and Case Studies.” This afternoon, for Panel
Two, our subject is “Multiple Hazards and Vulnerable
Intersections.” We touched a little bit on intersections,
particularly near the end of the panel this morning.
I would suggest to you that the vulnerable intersections
are really, in large measure, the causes for cascading
failures. It is the interdependencies among sectors. We
might, at some point in this process, talk about how
we can do a better job of understanding and acting
on the intersectorial or cross-sectorial aspects of those
interdependencies. We have wonderful stovepipes in
all of our critical infrastructure sectors. We have yet to
master how we pull all that together cross-sectorially,
particularly when one considers that 80 to 90 percent
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of our critical infrastructure is in private hands. There
is a footnote that reads, “although, in some cases, very
highly regulated.” I might add, regulated in some cases
to actually discourage cross-sectorial cooperation and
collaboration.
I am thinking largely of what I call the central sectors,
that some refer to as the “grid” sectors. The obvious
one is power, but it also includes water, transportation,
and communications. You might add one or two
others -- central sectors that others are so dependent
on. Yet we haven’t really figured out how to bring
them all together to prioritize investment in ensuring
that we mitigate the cascading failure vulnerability of
their intersections.
I am pleased to introduce three expert panelists that
we have this afternoon: Tom Neighbors of SAIC;
Paula Scalingi of the Pacific Northwest Center for
Regional Disaster Resilience and her own company;
and substituting for Bob Stephan is Jim Caverly from
the Infrastructure Protection Office at DHS.
We will first hear each of their presentations in totality
and then, time permitting, open up for discussion. I
will introduce each one of the speakers before they
come on. Our panelists’ bios are in your pamphlet.
Since you probably haven’t studied them, I will briefly
highlight.
Tom Neighbors is currently a Vice President and Chief
Scientist at SAIC. He has three and a half decades of
experience in vulnerability/survivability assessments,
C4I and communications architecture formulation
and facility/supporting infrastructure evaluation in an
all-hazards threat environment. His experience covers
diverse subject areas, ranging from the evaluation
of subsystem response and protective designs, to
nuclear weapons effects, such as high-altitude EMP
and blast effects, to research in anomalous sea-surface
reverberation. He has conducted hands-on assessments
of critical command-and-control centers within the
U.S., Europe, and Asia, and hardened sites including
national-level communications, air defense control,
front-line logistics and weapons support storage
facilities. For the Secretary of Defense-mandated
Failsafe and Risk Reduction Review, or FARR, he
led red-team evaluations of critical U.S. strategic

command-and-control processes and elements. He
holds a Ph.D. in Physics and served as adjunct faculty
at the Georgetown University Department of Physics
and visiting professor at the Technical University of
Denmark. He is on the scientific committee for the
Second International Conference on Underwater
Acoustic Measurements and the Waterside Security
Conference, the latter to be held in Copenhagen,
Denmark in 2008. Ladies and gentlemen, please
welcome Tom Neighbors.

Remarks of Dr. Tom Neighbors:
My thanks to the Federal Facilities Council of
the National Academies and JMU’s Institute for
Infrastructure and Information Assurance, and, of
course, General Hatch, for inviting me to serve on this
panel.
I will take the next 18 minutes and talk about cascading
threat environments. I will use the following roadmap:
(1) I will make a hypothesis, which is basically at
the top of this chart, a simple model of the threats,
their environments. (2) Then, I will present three
representative examples. One is derived from the
Congressional EMP Commission’s report. The second
is the classic “loose nuke” scenario. The third scenario
involves suicide bombers. (3) Finally, I will provide
some afterthoughts.
Prior to 9/11, we were always solving yesterday’s
problem, and consequently were almost always
surprised by the next event. There has been a lot of
commendable work done over the last several years in
taking a broader look at these problems than people
had taken before, and trying to plan for the future in
ways contrary to what conventional wisdom would
dictate.

environments that come out of that. The environments
then interact with nearby systems. Then the failures
of those systems interact with each other and remote
systems. Loss of power causes failure in other utilities.
Communications and control system outages are major
concerns.
If you replace the nuclear source function with a
bomb carried by a person, you will get overpressure
and shrapnel. These will create local problems. And
depending upon how the source function is staged it
could have a more widespread effect than you might
expect.
I will discuss three specific scenarios.
Scenario 1 involves a high-altitude detonation over the
East Coast of the United States. My information is based
on the work of the Congressional EMP Commission.
EMP may be thought of as the most extensive threat to
infrastructure. It has an immediate impact and creates
interactions across all infrastructures.
Scenario 2 considers the effects of a nuclear ground
burst in a major metropolitan area.
Scenario 3 is a terrorist planning scenario involving the
use of improvised explosive devices (IEDs) staged to
affect the retail economy in the U.S.
First let’s talk about EMP. EMP occurs when a nuclear
weapon goes off at high altitude. Bomb gamma radiation
interacts with the upper part of the atmosphere or the
ionosphere. The radiation causes currents to flow in

However, we need to do more of this. There are some
very complex problems which involve interactions
across all infrastructures in a certain class of scenarios.
These scenarios involve a compounding effect of what
was discussed in the preceding panel session.
A simple model: You have a source function. I have
pictured a nuclear explosion from the Teapot Apple
series in the chart (see Figure 29). There are a series of

Figure 29
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the atmosphere. These current flows produce highintensity electromagnetic fields that propagate down to
the earth’s surface. The intensity depends upon the
weapon design, the height of burst, and where you are
within the line of sight of that weapon. Geographic
coverage is huge. A 100-kilometer detonation, placed
optimally, would expose the East Coast (see Figure
30).
The electromagnetic energy in the EMP fields covers
a wide frequency spectrum that runs from DC to

EMP poses a threat to virtually all electronics that are
within line of sight. Any metallic conductor will act
as an antenna to collect the energy and transport it
to the circuit interfaces. As a result, surge currents
flow into control systems, communications systems,
and power systems simultaneously. All infrastructures
will be affected the same point in time. Current surges
will affect the functional of systems that are generally
considered to be highly reliable and whose failures are
looked at independently.
The EMP environment begins with an early-time
pulse that is driven by the initial gamma output of the
weapon (see Figure 31). Gamma rays create current
flows in the atmosphere that generate the highest
amplitude portion of the EMP referred to as E1. The
peak field strength of E1 is on the order of tens of
kilovolts per meter. It induces thousands of amps on
relatively short cable runs.

Figure 30

Figure 31
gigahertz. In the time domain, the initial “prompt”
EMP signature caused by gamma rays from a nuclear
weapon rises in nanoseconds and falls in microseconds.
Neutron interactions with the atmosphere cause the
signal to persist, although at much lower amplitudes,
out to several milliseconds. The expanding fireball’s
perturbation of the earth’s magnetic field causes a late
time signature that persists for several seconds.
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Because neutrons travel more slowly than gamma rays,
the neutron-induced portion of the environment occurs
later in time and is referred to as the intermediate time
EMP or E2. E2 fields are comparable to the fields
occurring 10 meters from a typical lightning stroke.
The third, latest occurring component of the EMP
environment is induced by the expanding fireball of
the weapon and resulting perturbation of the earth’s
magnetic field. This component is referred to as the
magnetohydrodynamic (MHD) EMP or E3. Then
you have a late-time effect. In the previous panel we
learned about geomagnetic storms and the effects
these could have on the power system. E3 field effects
are comparable to the effects of naturally occurring
geomagnetic storms. E3 fields are much lower than E1
fields and are in the range of tens volts per kilometer.
E3 fields persist for minutes. Very long power cables
collect this energy and feed it into the system. E3 is
predominantly a threat to the electric power grid.
The E1 environment has a very large geographic
coverage (see Figure 32). Peak fields have typically a
factor of 10 variance from the central “smile” shaped
area out the edge of the coverage pattern. E1 will
couple to short and long conductors. Coupling to

systems depends upon the orientation of their cables
with respect to the field vector. Most systems are not
protected against this environment.
E3 fields fall off more quickly with distance from the
burst. In the pictured example, E3 would couple to
a substantial portion of the power grid on the East
Coast.
Cascading failures compound EMP effects. Debilitation
of the power grid affects all other infrastructures (see
Figure 33). EMP effects on communications will
impede the ability to coordinate recovery efforts.
Compounding the problem is that EMP is likely to
effect redundant back-up systems as well as primary
systems. You can walk through this -- transportation,
water, emergency services, and, of course, banking
and finance. Communications are needed to tie other
systems together. Process control systems operate over
communications networks that will be affected by
EMP.

In general, for at least the infrastructures listed in
Figure 34, the control centers are tied together by
the communications and power. Disruption of these
systems -- not all of them, but a fair number of them –
cascading effects would be catastrophic. Basic life and
business activities are prevented or impeded including
pumping gas, operating cash registers, refrigeration of
food, fund transfers, and commerce. Some degree of
chaos is likely due to desperation.
We could have massive upset, without the emergency
infrastructure to put it together. The economic impact
is hard to predict. We have not prepared for dealing
with this kind of environment. It doesn’t mean we can’t
do it. There is a need to figure out the right sequence
to restore things and which systems must be protected
vs. which systems can be repaired in the aftermath. It
will be important to work through the problem.
Let’s now turn attention to the “loose nuke” threat.
Figure 35 (on next page) was taken from a draft DHS
national planning scenario in which a terrorist smuggles
a 10-kT weapon into Washington, D.C.
The effects are devastating:
• Severe structural damage out to about a kilometer,
severe damage to people, contents, and buildings.
“Severe structural damage” is a structure that, in
effect, no longer exists. “Light structural damage”
has some of the walls blown through. It is reparable
though contents may be severely damaged.

Figure 32

Figure 34
Figure 33
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Figure 35
• Flying debris is the most lethal effect. Glass breaks
at about 1 psi. Glass shard casualties will occur out
to 2.5 km.
• Significant ground shock.
• Ionizing radiation will cause casualties and radiation
sickness
• Thermal effects will cause burns and incendiary
effects over large areas
• Source region EMP will induce large current flows
on long lines traversing the vicinity of the burst that
will be conducted by the lines and affect connected
systems out to 10’s of km from the burst location.
Just to bring it home, these are shots of Hiroshima
taken after the event (see Figure 36). Based on the
Hiroshima experience, we could expect on the order
of 250,000 casualties. There will be severe loss of
infrastructure. Electric power will be affected over a
large region inside and outside the city. The water
supply will be contaminated and the delivery system
rendered inoperational. Gas flow will be disrupted in
the immediate region. There will be delayed effects
whose coverage will depend on the wind velocity
and direction. Significant nuclear fallout will project
10’s to 100’s of kilometers from the burst point
depending upon the wind conditions. For a rule of
thumb, if people are outside and exposed, a couple
of hundred rads cumulative dose is lethal. Within the
city, approximately five percent of the people would
become sick and eventually die.
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Figure 36
So a lot of people would be affected. We would
probably have a quarter of a million casualties and
probably better than 150,000 fatalities that would
occur including immediate and delayed effects (See
Figure 37).
The clean-up process would be lengthy and costly.
Nuclear effects produce an immediate loss of
infrastructure assets within the blast damage. Cascading
effects extend well beyond the weapon effects zone.
It should be possible to get the communications and
much of the infrastructure at the edge and beyond
back in operation within days in areas where fallout
is minimal. The economic effects will be at least an
order of magnitude larger than the 9/11 attacks.
Now I am going to move on to a scenario that is
perhaps somewhat more imaginable (see Figure 38).
We haven’t had a real terrorist attack on American
soil except 9/11. That attack against the World Trade
Center had a significant impact on the aviation part of
our economy.
Terrorists could decide to execute a similar type of
attack at four major shopping centers in four diverse
parts of the country, for example: the Mall of America
in Minneapolis, Tysons Corner in McLean, Lenox
Square in Atlanta, and a major mall in Southern
California. Suppose the attack occurs between 10:00
AM and 1:00 PM. Islamists self-detonate inside the
malls and detonate truck bombs at major entrances
and/or an emergency medical center. These near

simultaneous attacks engender many casualties. They
are covered by the wire services immediately and
continuously.
Cascading effects are somewhat conjectural because
we have not had this kind of event on our soil. The
effects would be heightened if the attack occurs during
a holiday season when the retail sales peak. It is likely
that the American public will avoid shopping centers
for some considerable period following the attacks.
Although customers still frequented service stations
following the Washington sniper attacks out of necessity,
people have alternatives to shopping malls. Could we
absorb it over the Internet? Probably not, because we
haven’t got the infrastructure to deliver the products,
even if they could sell them with sufficient volume. So
we could see a large decrement in the retail economy.
We can draw some general observations from the
scenarios I’ve considered. First, it is important to

think the unthinkable… to attempt to play out some
of the tough issues posed by scenarios we’d rather
ignore. There are a lot of uncertainties that need to
be considered. We should avoid being surprised again.
Once we identify scenarios with largest downsides,
it will be important to prioritize them in a way that
will maximize our potential to recover. As we develop
preparedness measures, we should test them to the
extent that we can use models and real exercises.
Brent Greene’s description of the preparedness
approach for the telecommunications on Wall Street
is a good example. Most communications companies
have a set of restoral priorities and a sequence in which
to bring things back. The EMP scenario is particularly
challenging because all infrastructures are affected
simultaneously.
I will end with an admonition. When people model
things and they study them, they invariably need
to make a series of assumptions. Examine your
assumptions very carefully to make sure you don’t use
them to eliminate the hard part of the problem.

Remarks of General Hatch:
Thank you, Tom. I wrote down one lesson from all
of this. The moral is, if you are going to live in this
area, live outside the Beltway in Northern Virginia. If
you are familiar with climatology and the prevailing
westerlies, you will be in better shape.

Figure 37

Figure 38

Our next speaker is Dr. Scalingi, who is the Director
of the Pacific Northwest Center for Regional Disaster
Resilience and the Vice Chair of The Infrastructure
Security Partnership, TISP, which has already been
mentioned today. She is also President of the Scalingi
Group, LLC, and the Co-Director of the Stony Brook
University Forum on Global Security.
Since October 2001, she has helped public and privatesector organizations create and develop regional
initiatives focused on infrastructure interdependencies
and disaster resilience. She has developed such
initiatives in the Pacific Northwest and Northeast, the
states of Iowa and Maryland, the San Diego, New
Orleans, and Chicago regions, and for the 2002 Salt
Lake City Winter Olympics. As part of these efforts,
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Paula has helped stakeholders design and conduct
regional interdependencies exercises focused on
all-hazards threats and disruptions. These include
pandemics, developed action plans, and specific
projects for solutions to address the gaps. For TISP, she
was the principal architect and drafter of the Guide to
Develop an Action Plan for Regional Disaster Resilience.

There was an R&D portfolio developed after the
President’s Commission on Critical Infrastructure
Protection. I would recommend -- it’s still on the
Web -- that some of you go back and revisit it. There
were a very large number of needs and recommended
projects and activities to look at interdependencies and
cascading impacts.

Paula was Founder and Director of the U.S. Department
of Energy’s Office of Critical Infrastructure
Protection. She also served in the U.S. Arms Control
and Disarmament Agency, the Central Intelligence
Agency, and on the staff of the House Permanent Select
Committee on Intelligence. She was also Director of
the Decision and Information Sciences Division at
Argonne National Laboratory, where she founded and
managed the Infrastructure Assurance Center and
was technical liaison to the President’s Commission on
Critical Infrastructure Protection.

Following the September 11, 2001 attack, we had a
sea change. As you know, the focus shifted very much
to the physical protection of critical assets. The irony
is that still today we don’t know quite what a critical
asset is, because standard criteria don’t exist. Until
Hurricane Katrina, there really was not a focus on
what today many of us are referring to as “disaster
resilience.” Disaster resilience does not focus on sectors.
It’s interesting that the “sector” terminology originated
in regard to critical infrastructures with the President’s
Commission on Critical Infrastructure. If you look at
the way we live, our essential services are very much
networked. It is a system of systems. You can’t achieve
resilience by looking at sectors in isolation.

Remarks of Dr. Scalingi:
Looking out at so many familiar faces, for me, this
meeting, as I have said to some of you already, and
as Yogi Berra would have said, is “déjà vu all over the
place.” It has been a number of years that many of us
have been focusing on infrastructure interdependencies
and cascading impacts (see Figure 39). It is a bit
disappointing, we must admit, that while some work
has been done, so much remains undone. We are still
doing a lot of talking and we are not really taking the
actions we need to take. It has been -- I was counting
-- nearly a dozen years or more.

Resilience, which the advisory committee to DHS
focused on heavily last year, and which is now the focus
of a number of articles and conferences, is having the
ability to withstand major all-hazards disasters and
then reconstitute rapidly and efficiently. It is, as some
people will say, degrading gracefully and being able to
come back rapidly. This is where we need to focus.
I don’t have the slide in my presentation for you. But
what I would like you to keep in mind is you can’t
look at resilient assets, facilities, or systems without

When you think about it, the President’s Commission
on Critical Infrastructure Protection convened in
the late 1990s. In the 1990s we had a very robust
effort. Within the Defense Department, it was called
the Joint Program Office. Some of you remember
it. They were doing a tremendous amount of good
modeling and simulation, looking at infrastructures
and interdependencies. You will also recall the
“energy crisis” back in the mid to late 1990s, where
cascading impacts were indeed a major focus. In this
very building, in 1999, a meeting was held focusing on
this very top priority. As I say, it’s very much déjà vu.
Figure 39
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having regional resilience. This is a trap that you will
occasionally see government folks fall into. I know
there has been some focus within DoD on how you
can assure the mission by having a facility that has its
own infrastructure. But that won’t work if the region
is affected by a major disaster. So the focus needs to be
on regional resilience (see Figure 40).
In order to have regional resilience, you have to have the
key stakeholders mobilized, engaged, and partnering.
Until you do that, you really don’t understand what
those interconnections are. The stakeholders have to
get close and personal, trust each other, and be able
to share the information which will enable them to
understand what these interdependencies really are. It
is a truly collective effort.
Now you are going to say, “Hey, there has been a
fair amount of work in the last few years, different
projects.” That is true, but most of these activities
have focused on the sectors. They have focused on
specific assets; they have focused on facilities; they
have focused on protection. Also, the modeling and
simulation of interdependencies to date has largely
focused at the national level. The modeling tools that
have been developed by our national laboratories,
to a lesser extent academic institutions, have been
developed for national policymakers. But disasters are
local. So the users need to be your local practitioners,
public, private, and other essential service providers.
The tools have been premised on the ability to share
information. “Cross-sector” means that you have to be
able to do regional information sharing and analysis.

Figure 40

That brings me to what is really the meat of my
presentation (see Figure 41). I would like to take a little
time on each of the needs shown on the chart. These
needs have been identified through regional exercises
that have been held in different parts of the country,
and also some of the events that we have already heard
described today -- 9/11, Katrina, and various other
disasters.
The first need is one that I hear over and over again
from states and municipalities. They want criteria
for assessing what is critical. We still don’t have such
criteria – they are still anecdotal. What does it take to
develop those criteria? I would like those of you who
are in the research community to think about that.
Next, we need to have an excellent set of capabilities
including modeling and simulation, decision support,
decision implementation, consequence management,
economic analysis, and systems that will enable us to
map and understand these interdependencies. There
is some good work being done. A lot of it has been
focused on sectors. Only limited capabilities exist to
treat the regional level.
The regional modeling challenge stems from the natural
tendency for our researchers, our technical folks, to
undertake some interviews with specific infrastructures,
amass data, and then attempt to develop those
models based on individual sectors and then integrate
the models assuming the models will identify the
interconnections and critical nodes. The problem with
this approach becomes clear in any regional exercise.
When you assemble regional stakeholders the different

Figure 41
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infrastructures and they start sharing information,
the intersections, critical nodes and consequences
depend on the scenario, the time of year, what is out
of service at the time, and any number of factors that
have not been included in the models. So the models
and tools developed need more than input from the
individual utilities and service providers. They must
incorporate cross-sector stakeholder interaction taking
into account specific scenarios. Only then will models
provide an understanding of what those critical nodes
are in a region. Criticality is conditional. Certain
assets or facilities that are deemed not critical under
any particular circumstance can suddenly become
very critical. It is not an easy problem, but it’s doable.
The next requirement for these tools is that they should
be designed for the infrastructure users. They cannot be
complex, that is, they can’t be just for technical people
and laboratories or university research institutions
to run. The folks that need to use the tools are the
emergency managers, the security people, the guys
who, for preparedness planning and during a disaster,
want to be able to predict consequences to benchmark
their preparedness.
There are many risk-assessment tools out there. The
problem is that many are sector-focused. Very few
do cross-sector – what we call “regional.” We really
need a regional risk-assessment approach. It has to be
affordable, user-friendly, simple, and easily usable by
the different key stakeholders. There have been several
efforts to look at what we have out there and rationalize
those risk-assessment tools. That is a good idea.
You will notice that I have an asterisk on “development
and implementation for regional fusion centers.” That
asterisk means that we do have some good work under
way. I commend the Department of Homeland
Security, the Infrastructure Assurance component, and
the intelligence community for fostering these in the
states and the major cities. What you are going to find,
looking to the future, is that these information fusion
centers, which are really the beginnings of regional
information sharing and analysis centers, are going to
be the brain of your regional resilience. They have
the required resources. They handle all hazards, all
threats, and all crimes.
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It is also important, and this is happening in some
places, to incorporate the private sector into these
fusion centers. They must be more than law
enforcement centers, which they are primarily
now. Emergency management capabilities must be
integrated as well. Basically, for preparedness and
disaster management, this is going to provide the
necessary two-way information sharing for regional
situational awareness.
Clearly, it is not possible to have all stakeholders as
official members. But it is still possible to organize
them. This is where the sector perspective makes sense
in a region, for example the banking community and
the energy community. They can insert their analysts
in the fusion center and feed information in and get
information out.
There needs to be an organizational framework for
that. In the Pacific Northwest and Washington State,
we are setting up a task force to try to develop one on
paper. But we need technical expertise to determine
what such a mechanism would look like, what the
protocols would be, and what the legal challenges are
for information sharing.
We need and have yet to implement regional exercise
programs in different parts of the country (see Figures
42 and 43). These are not your typical exercises where
you test existing plans and procedures. The government
does that all the time. These are really intensive
workshops focusing on scenarios like Tom Neighbors
just presented for example. These exercises should
assemble the stakeholders to determine the impacts
and what they need to work on for preparedness.
Looking at just-in-time delivery logistics, there are a
number of systems and tools being developed looking
from the cross-sector perspective in terms of impacts
on different essential services. This is a major area of
need.
Turning to what General Honoré focused on in his
excellent presentation this morning – critical IT and
communications resilience. This goes far beyond
interoperability. It’s what happens when you are left
with no systems with which to share information and
communicate. We need to have a strategy, including

rerouting people to alternative sheltering facilities or
relocation areas as the disaster progresses. We need
this capability.
Looking at restoration resources, we need a resourcemanagement system for response and also for restoration
that includes the private sector -- again, mapping that
out on paper. What would that look like?

Figure 42

Transportation: In the original exercises we have
done, a huge area of need is looking at transportation
interdependencies.
Look at different scenarios
considering the effects of lost bridges and lost roads.
Again, the modeling and simulation tools exist to look
at transportation logistics. DoD has done an excellent
job in that area. Can we come up with a really good
system to look at the regional level? Once we develop
the system, we can customize it to that region.
There are many scenario-related needs for earthquakes
(see Figure 44). We do not completely understand what
will happen to critical assets and facilities, particularly
those located underground. With major earthquakes,
liquefaction occurs and infrastructures shift. We need
to understand the consequences of these phenomena.
The same is true of tsunamis.

Figure 43
implementation, of how to assess the capability in a
region in terms of the communications and critical IT.
What are those systems that are all-important, including
emergency systems? What are their vulnerabilities?
Under what scenarios would they go down? What
backup systems do you need, alternative types of
communication, including satellite and remote? A
model strategy needs to developed. This would be
another excellent research project.

With respect to dams, levees, and locks, I have included
an asterisk since DHS has stepped up to the plate here
with the infrastructure protection component. What
would happen under a scenario where breaches occur
in these assets? An inland waterways project looking
at Illinois river systems is addressing this and you may
hear more on this from Jim Peerenboom later today.

Evacuation plans must be developed considering
interdependencies. Recently, we had a meeting in
Washington State and one of the senior government
folks said, “You know, what we need is to have an
evacuation plan looking at interdependencies under
certain scenarios.” No one has done this. It is important
to model our evacuation plans looking at changing
circumstances. Changing conditions may require
Figure 44
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Another project, which is just getting under way, is
focused on the Columbia River Basin, addressing the
levees and the dam system in the Pacific Northwest.
The effort is outstanding in that it addresses
interdependencies, vulnerabilities, and how to reduce
them.
Tom Neighbors mentioned EMP and a small nuclear
event. He explained the need for pre-planning, taking
into account the large number of associated cascading
failures. We must develop a scenario for exercises
which includes EMP, radiation, and blast effects.
These multiple effects will greatly prolong response

will prove very useful. The regional disaster resilience
guide to developing an action plan identifies 12
categories of shortfalls and identifies research required
to improve our ability to prepare at the regional level.
I conclude with some observations that I hope you will
take to heart. What has kept us from moving forward
in this area are primarily people problems. We
have been hampered by bureaucracy and stovepipe
problems that have narrowed our focus. There
has been inertia. At the federal level, progress has
been impaired by a fragmented bureaucracy. Our
policymakers, particularly at the top-level, need to
look at preparedness in terms of resilience rather than
simply protection.
But most importantly, we need leadership that says,
“This will be done.” With leadership we can create
the constituency, and move forward in avoiding
and recovering from the cascading impacts of
interdependent infrastructures. Thanks.

Remarks of General Hatch:

Figure 45
and recovery operations. Understanding nuclear
weapon effects and preparedness requirements is very
important.
In the pandemic area people are basing their planning
on anecdotal evidence. We need to be very careful
here in avoiding what Tom Neighbors referred to as
problems created by faulty assumptions. One case
in point is the assumption that telecommunications
will enable us to remotely work from home. The
telecommunications system will not support that due
to bandwidth limitations. This area needs a lot more
study. We do have a very promising project related to
pandemic preparedness. It is a DHS/DoD project that
uses a holistic approach to plan for bio-event restoration
in the Puget Sound area. The project includes
interdependencies, vulnerabilities, and mitigation.
On the Web, you will find a guide produced by The
Infrastructure Security Partnership (TISP) last year that
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Thank you very much, Paula. You have done an
incredible job over the last year in getting the community
to shift our mindset from protection to resilience.
Expanding the definitions of “protection” and
“resilience” shows how important pursuing “resilience”
is as we go forward. I also commend Paula for her
contributions to TISP’s mission. She was basically the
author of the guide which she mentioned.
Our third and last speaker is Jim Caverly, who is the
Director of the Partnership and Outreach Division
within the National Protection and Programs
Directorate. His office is responsible for developing
and sustaining critical infrastructure sector expertise,
maintaining private-sector operational awareness, and
fostering working-level relationships with industry,
state and local governments, and federal agencies
representing vital infrastructure interests.
Jim was intimately involved in the management and
completion of the National Infrastructure Protection
Plan, as well as supporting the sector-coordinating and
government-coordinating councils. In addition, he
is the central focal point for the information-sharing
tools and processes to facilitate a secure working

relationship within and across the public and private
sectors -- something we have mentioned many times
already today.
Jim joined DHS at its inception, having previously
worked for the Department of Energy and its
predecessor agencies for over 25 years. During his
tenure at DOE, Jim was involved in a broad range
of energy-related issues. These include energy
emergency planning, critical infrastructure protection,
international energy security, domestic energy supply,
nuclear safeguards and security, and national security
policy and planning.
Jim is a graduate of the University of Notre Dame
and the Naval War College, and served for three years
on the faculty of the Industrial College of the Armed
Forces and the National Defense University.

Remarks of Mr. Caverly:
Thank you for the introduction, sir. I saw a cartoon
recently that showed Satan doing a job interview. The
caption was, “I need someone well-versed in torture.
Do you know PowerPoint?” [Laughter] I will spare
you that this afternoon.
I want to take a slightly contradictory point, contrarian
to some degree. Ever since we started this journey in
critical infrastructure, whether it was in 1997 with the
President’s Commission, focusing principally on cyber
and the other pieces of that when we realized it was
broader, if you look at the response coming out of 9/11,
interdependency was the holy grail. We said, “We can
get there if we can understand interdependencies.” I
kept asking the question, what’s the “there”?
First off, if you are in business and you don’t understand
your interdependencies, you probably shouldn’t be
in business. So I have a question. Yes, I am really
dependent upon electricity. Now that I know that,
what do I do?
From the protection venue, as I think most of you
would understand, coming out of 9/11, the new risk
factor to the nation’s business was calculating in the
risk of terrorism. So protection from terrorism and
getting people to add that to their risk equation- risks
that they assess every day- was our focus.

I think an evolution to resiliency is natural, but I would
also suggest that an evolution to resiliency would have
happened even if there hadn’t been a terrorism nexus,
even if there hadn’t been 9/11. The reason I say that
is because we spent the last business cycle trying to
make our businesses as efficient, functional, low-cost,
and competitive as possible. The enemy of efficiency
is flexibility; the enemy of flexibility is efficiency.
What we are seeing around the country right now is
a greater emphasis on business continuity -- in other
words, business “resiliency.” The very simple reason is
that, as we have constructed our businesses, we have
come to understand the many things that can interrupt
the business process. And, to some degree, the way
we have constructed government, we understand more
things that can interrupt the process. So with business
continuity planning, in whatever guise, the resiliency
component is there.
But coming back to interdependencies, and to some
degree resiliency, I am interdependent on the electricity
sector and I am worried about terrorism. So should I
turn around and require the electric company to spend
more money protecting its electric plant? I don’t think
that is the answer. Likewise, I don’t think the answer
is telling the telecommunications people they should
spend more money protecting telecommunications.
They already make their own risk calculus.
I think the nexus of interdependencies at the end of
the day is understanding what the risk of failure is of
that system you are interdependent upon and whether
you, in fact, can tolerate that risk. If you are going to
miss electricity for three days a year, which may be a
planning factor that the utilities work for, you and your
business have to decide, “Can I tolerate that?” If, in
fact, we can’t, then how do we mitigate it?
We saw many companies in 1994 during the blackout
in California and the West that had never considered
the possibility the electricity would fail. Guess what?
They went out and bought a lot of generators. This put
them in pretty good position during rolling blackouts
that occurred in 2001 out there.
So we must look at interdependencies in an objectiveoriented framework. In modeling interdependencies
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we must keep in mind the decision makers. Who are
they? If it were purely a hierarchical system – such
as the governance structure of a region, state, or city,
-- making all the decisions, then the interdependency
system might possibly tell us some of my priorities. But
when the decision process is complex and dynamic and
includes participants at all levels, the value of modeling
results is limited.
It can tell me some things. As a public entity, I know
where I should be taking my public resources and
putting them -- guarding that bridge, directing traffic
here and so on. I am not sure that the model is going to
tell me my priority, as a telecommunications company,
for restoration. First, I already have some restoration
priorities that are given to me in my rate structure;
and second, I have some business factors I have to
consider.
We need a good idea of what we are trying to answer
when we model including what decision must be
informed. Information is very difficult to get for such
models. As Paula pointed out, the problems are very
situational. People have criticized us for not identifying
the most critical facilities to the country. The most
critical facilities for what? For when? The variables are
so numerous that it’s very, very hard to solve. Everybody
wants a list. We have tried. Every time we issue a list,
the response is that we didn’t answer the question. We
know that from experience. Nonetheless, we continue
to pursue the inventory taking into account how it
changes in the context of a variety of circumstances.
Understanding in the decision structure is very
important. Within the response/resiliency framework
it is important that information be transparent. We
have not done that well. We haven’t adequately
considered the private sector as part of our response
mechanism through history. The old model through
the 1980s and the 1990s, up until 9/11, was that we
would do the things government does in responding
to whatever incident occurred including earthquakes,
hurricanes, floods and the like. There were several
components of the infrastructure we cared about. We
work very hard on assuring telecommunications and
electricity. Broadly speaking, we worked very hard
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on those because we wanted them restored to reduce
human suffering, not for the resumption of business
activity.
After 9/11, we began to understand that business
activity is very important. Now we are assembling the
systems to allow information systems to connect under
crisis conditions. This will enable better decision
making by all of those independent decision makers
within government and business. We are taking into
account regional and national scale high consequence
events.
As we go down the road of modeling interdependencies
we must ask ourselves, “to what end?” What decisions
does it inform for me? Who makes those decisions?
What data do they have, to make those decisions?
Otherwise our pursuit may be fruitless.
One of the interesting interdependency issues pertains
to the telecommunications and finance sectors. Finance
is incredibly dependent upon the movement of data
over the telecommunications system. The finance
sector watched as various communication companies
consolidated. They realized that, in the 1980s and
early 1990s, their security was based on using multiple
vendors. They used three or four communication/IT
companies to support their transmission. If they lost a
large player, an AT&T or an MCI, they could rely on
other service providers.
As the industry consolidated, the finance sector
suddenly discovered that a lot of their data routed
through the same place. So they got together and went
to the telecommunications industry and said, “We need
dynamic routing so we don’t have a failure.” Two sectors
that we thought were operating independently were
now very connected. As a major telecommunication
customer, the finance sector was able to do that. So
that was a case where all the customers got together,
got with a sector that they were very interdependent
upon, and were able to create the business case for that
change.
I think the one thing we have to understand in this
process is that when you say, “I want resiliency. I
want to make sure my electricity doesn’t go down,”
your electric company is more than happy to provide

that to you if you are willing to pay for that system
improvement. Of course, we are always looking for
low-cost options and trying to transfer the cost to
somebody else. A sometimes unspoken part of the
discussion of interdependencies is: How do I transfer
the risk to somebody else? How do I transfer the cost?
If you are realistic, you know that’s problematic.
How do I identify what I need to mitigate, what I need
to respond to, what my risks are to my business and the
continuity of operations? These questions should be
the focus of interdependency discussions. And these
questions will lead to actionable interdependencies
information. We started the interdependencies trip
during Y2K and found a lot of useful information
about our systems based on identifying mission-related
objectives.
Finally, as we work through this issue of
interdependencies and transparency of information we
must not assume that we can wait until after the next
disaster, and rely solely on the ingenuity of the people
involved to solve the problem. For the public good that
we want, the public good that government is in place to
support, and the public good the private sector needs,
demands that we anticipate and solve these dynamic,
situationally-dependent problems more efficiently, with
less friction, and faster. The interdependencies and
resilience issues are important but need to be addressed
in the context of getting better information across the
spectrum to inform the decision maker in a timely
fashion. Thank you.

QUESTION & ANSWER SESSION:
GENERAL HATCH: We now have an opportunity
for you to ask questions or make comments to our
presenters.
PARTICIPANT: One of the most difficult problems
that we all face is the proper tradeoff between
preparedness -- namely, resilience, storage, protection,
more capability, equipment, and on and on -- versus
the capability and response, in terms of manpower,
in terms of personnel and training and everything
else. How do you balance how much to invest in
preparedness versus capability of response?

MR. CAVERLY: There are two aspects to your
question. The Faustian bargain is that your business
is better off, the more resiliency, the more capability
it has. The problem is that if you have one more cent
of resiliency or capability than you need, you are less
competitive. So business has to balance that risk, as
to, “How much do I need?” I would make an entirely
different calculus where I was sitting in an earthquake
zone versus a hurricane zone.
On one level, this is a business decision. It is driven by
the dynamics of the marketplace. You clearly want to
be responsive to your customers. You clearly want to
provide services. But how far do you go, and at what
cost, to guarantee you will never be interrupted?
With respect to government, we are in a different
position. The government is responsible for providing
that public good. We are seeing significant initiatives
in prevention and, response/recovery kinds of
activities. We are on the forefront of a recognition
by government that it is not just those things that we
have done historically, let’s say since the mid-1980s,
when we wrote the National Catastrophic Disaster
Response Plan. If you look at our current plans, we
have expanded them to include not only the recovery
of the suffering of the people in the community, but
also the recovery of economic activity. Admiral Allen
said it very well in New Orleans: If I can get the WalMart open and I can get the Exxon station open, that
community is coming back to life.
As we lead that effort and bring the private sector
more into the planning, we will find more about
what government should have as its resources, which
should be the “just-in-case” resources. We are not
driven solely by cost-efficiency as is private industry.
Cost is clearly a concern, but it is a public policy
issue of how to spend on preparedness and response
resources. I think you will see increasing resources
for the reason that we understand that the quicker we
can restore communities and regions, the quicker that
fully interconnected, interdependent system begins to
function again, the better it is for the public good, and
for the nation.
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PARTICIPANT: There is another way to look at this.
Resilience is an insurance issue. How much are we
willing to pay for insurance? The difficulty is, many of
the events we are talking about don’t scale. We don’t
have scalable underwriting profiles for these kinds
of things. We had better face the problem, because
with a purely market-driven solution, a company
may do something that in its interests and may not
do something that isn’t in its interests, ignoring the
overriding interest of the public at large. Therefore,
what the public at large has to figure out is how much
preparedness is enough since the government is the
insurer of last resort. How do you calculate the risk?
What role should the government play vis-à-vis the
insurance industry?
MR. CAVERLY: I think, as the ways of government
are not exactly the most agile, I will come at this
question a little bit differently.
We decided that it was a public good at one time to
electrify the country and pursued rural electrification.
We, in essence, provided the resource for that to
happen, because the business case wasn’t there. That
was a public good. The government wanted it. We
found a way to make the marketplace provide it.
The dichotomy here is the difference between the public
good that we want, which is the resiliency of the country
and the functionality and the fiduciary responsibility
that a company has to its owners, its stockholders,
its employees. These are two different metrics. As a
major corporation, public good is not one of my direct
responsibilities. It has to happen there, because it is
the environment in which I successfully operate, but it’s
not one of my direct drivers. To achieve community
resiliency, I want you to protect that power plant better.
Who pays that cost? How do you recover that cost?
Government, over time, can take that risk premium
and put it in place, simply because that’s what we do
“regulatorily.” But that is a very cumbersome and not
necessarily the most efficient system. I don’t know how
to place that risk premium.
I think we are coming at it slightly differently. We are
seeing, as Paula is seeing, and working very hard on
regional connectivities to understand where that risk
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is. We are trying to understand how the individual
decision makers have to mitigate that risk in the
connected environment in which they operate.
The public risk premium involves determining where
the government should put its money. We know, when
a hurricane hits down South, one of the things we are
going to see is that the electricity lines are going to go
down. We are not going to bury them all. We also
know that when that happens, gasoline stations can’t
pump fuel. We are working very hard with the industry
to put generators there for the public good. I think
balancing responsibilities for the public good is what
the policy process is about. Unfortunately, it tends to
be a slow process.
The resiliency issue is something that will play out over
the next decade, as government processes move in to
support regional coalitions and resources.
GENERAL HATCH: Thank you, Jim. Paula?
DR. SCALINGI: One of the things that we are missing
here is that companies have to live within regions.
Some of them, of course, are national and global. So
there is a vested interest, once they begin to understand
the interdependencies, and that’s why it is so important
to bring them together in a region with the other key
stakeholders and share information, to recognize
that, collectively, there is a value in working toward
resilience of the region. So when they understand the
interdependencies, they are willing to put resources
into preparedness and security that they would not
otherwise do.
GENERAL HATCH: This morning we talked largely
about natural disasters as examples. This afternoon
Dr. Neighbors showed a mushroom-shaped cloud,
EMP and that kind of thing. Is preparation for natural
versus manmade disasters -- are they two entirely
different universes? Or is the preparation for a region
basically the same mechanism? Are they two different
subjects altogether?
MR. CAVERLY: Sir, I would suggest that it’s all the
degree of probability. Thousands of years ago, a meteor
hit large parts of this earth and caused widespread
destruction. I don’t see anybody looking to mitigate
that, but the probability is greater than zero.

As with terrorism, which became a prominent risk in
2001, each area has to look at what the risks are and
decide which ones they are going to mitigate. Some
risks will fall below the probability where resources will
be applied.
So the answer to the question is part of a continual
cycle of assessing, understanding and prioritizing
risks. If you are located in the Midwest and you don’t
understand about the New Madrid Fault, you don’t
understand your risk. Terrorism adds a component of
risk, but it is not all-consuming in your risks.
GENERAL HATCH: I would add as a footnote to
that that when the TISP was organized, right after
9/11, terrorism/antiterrorism was on the forefront of
everyone’s mind. But from the very beginning, most
of us recognized that we are still in a multi-hazard
environment. What we now have is a new hazard
slammed right in our face. Protecting, mitigating,
developing resilience, whatever it is, in response to
that needs to be integrated with and balanced with,
depending on risk assessment and all the other
hazards.
DR. NEIGHBORS: Let me add a small footnote.
About a minute before the airplanes hit the tower, the
probability of terrorists using aircraft as weapons was
zero. A nanosecond afterwards, it became a reality. If
you had brought up that scenario before the fact, the
answer would have been the same one my friend on the
panel brought forward… “We need a risk assessment,
and are you kidding?”
MR. CAVERLY: Let me suggest also that pandemics
are facts of nature. The risk has always been there.
We have an increased awareness, so people are actually
calculating pandemic risk premiums. But the risk of a
pandemic today is no higher than it was 10 years ago,
20 years ago, three days ago, whatever it is. We now
have an appreciation of the risk. That’s the issue.
DR. SCALINGI: I think we are getting hung up on
the risk of certain scenarios. I think your original
question, Hank, was, is there a large set of capabilities
that one would want to develop for preparedness and
disaster management that can be used for any hazard.
The answer is yes. Then there are some needs that are

very specific to certain scenarios, which we also need
to address, because indeed, they may happen and have
large consequences.
DR. NEIGHBORS: But it means that you need to start
with solutions, then look across the set of scenarios,
to finally figure out which ones cover the bases. This
includes considering which sequence of tasks gives you
the most effectiveness in recovery.
DR. SCALINGI: Yes.
GENERAL HATCH: Ladies and gentlemen, please
join me in thanking Tom, Paula, and Jim. Thank
you.
DR. BAKER: Thank you very much, General Hatch
and panelists. We are on our next break. Before we go,
Ms Cheryl Elliott has some information for you about
the symposium proceedings.
MS. ELLIOTT: We do have the printed proceedings
from last year’s event. There are just a few copies left.
It will also be available on our website. If you would
like to have a hard copy sent to you, just write on the
back of your business card, “Send proceedings,” and I
will make sure that you receive them.
The proceedings from today’s event will include the
transcripts, plus a series of papers that the speakers
and some of the poster authors have produced. Keep
an eye on our website and we will let you know when
that is available.

Remarks of Dr. Baker:
We will start with Panel Three, “Cascading Failure
Assessment and Modeling.” Our panel will be led by
Massoud Amin, who is the Director of the Center for
the Development of Technological Leadership at the
University of Minnesota, Twin Cities.
Just a little bit about Massoud. Prior to joining the
University of Minnesota, he managed EPRI’s, the
Electric Power Research Institute’s Infrastructure
Security and Grid Operations planning activities. In
the aftermath of the September 11 attacks, he directed
all security-related research and development at EPRI,
including the Infrastructure Security Initiative.
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I have known Massoud for some time. I worked with
him on the Congressional EMP Commission and the
National Research Council Infrastructure Roundtable,
and have come to see him as the nation’s foremost
authority on U.S. electric power system security. Please
join me in welcoming Professor Amin as the moderator
for this next panel.

PANEL 3: Cascading Failure
Assessment and Modeling
Remarks of Dr. Massoud Amin:
Thank you very much and good afternoon. Welcome
to Panel Three, “Cascading Failure Assessment and
Modeling.” I am really honored to be here. I am
grateful to JMU, as well as the Federal Facilities Council,
and the Board on Infrastructure and the Constructed
Environment. Thank you, colleagues, Dr. Baker, as
well as Lynda and colleagues at both organizations.
This is a mutually reinforcing setting and beneficial, I
think, for all involved. I have enjoyed the presentations
so far.
We have a distinguished panel this afternoon. I will
introduce each panelist prior to their presentation. To
set the agenda for this session, when we look at modeling
and assessment tools that have been developed in the
last several years, it is good to know first of all what
we measure, and what we model. It is important to
know how to model and measure things and develop
dynamical system models to improve upon the static
cause-and-effect models that we used to have. However,
it’s even more important to be able to understand and
predict economic impact of catastrophes.
I submit to you that if we know what to measure,
where to place sensors, what to measure, how to feed
that into our models to assess system security, reliability,
adaptability, as well as agility we can get actionable
results. If we can present those results in a systematic,
quantifiable, defensible way, scientific way, then we can
develop solutions to our infrastructure problems. But
on top of it all, it’s important to be able to be able to
quantify costs. If you can price results, you are in a
better position to manage solutions.
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With that in mind, this is the cost of natural disasters
due to earthquakes, outages (in yellow), hurricanes,
and floods (see Figure 46). Note the log-log scale. So
the vertical axis is how frequently events occur. The
top left-hand corner is, very frequent, but no impact.
The bottom-right corner is low frequency, but very
high impact. The horizontal scale is cost per event in
millions of 1990 dollars.
Notice the August 10, 1996 point. This event is the
reason I joined EPRI to serve as their manager of
mathematics and information sciences. The challenge
is, “how do we create a system, enable it to heal itself
when exposed to broad-area destabilizers?” We
expect these to happen once a decade. The cost of
the 1996 event was in the range of $1.5 billion to over
$2 billion. The cost of the August 14, 2003 event that
was discussed this morning was much larger. While
the final number is still being developed, estimates put
it in the range of $6 billion to over $10 billion.
We must also consider the kinds of vulnerabilities and
sources of vulnerabilities that we have in the electric
power system (see Figure 47). I will not go into sensitive
or classified information here. But there are many
modes, interdependencies, transformers, and couplings
that you heard about in both panel sessions result in
some important low-hanging fruit. Attack modes
include truck bombs and small airplanes. We can
learn from assets that we have seen attacked in other
parts of the world, including in the Middle East, in
Colombia, and other parts. We have seen hijacking of
system controls through the cyber and communication
network, as well as electromagnetic pulse using small
weapons. The threat is similar to what we were worried
about in countering the Soviet threat, but it’s mostly
small, as Tom Neighbors mentioned. In a nutshell,
every threat has to connect through two paths: either
the system itself or the communication network that
connects it together. Those are the two conduits that
can be exploited and should be protected.
As was pointed out earlier, in all of the analysis we have
done, human beings are the most susceptible piece of
our systems. But, at the same time they are the most
critical in the post-event management and recovery of
our systems.

When we assessed the cyber threats to the utilities we
learned some important lessons (see Figure 48). The
threats that respondents were most concerned about
included bypassing the controls, integrity violation,
and authorization violation. I have a longer version of
this assessment in your handouts that you will get later.
In the interest of time, since we have a distinguished
panel, I am just going to set the agenda for major
threats we are concerned with.
I had the privilege of developing value security indices
shown in the chart. These indices treat general physical
as well as cyber and IT security in an integrated way
(see Figure 49).

Figure 46

It helps to visualize the indices as a spider diagram.
Each line represents one of the dimensions that you
saw for the security assessment, going all the way from
security programs, corporate security, to emergency
first response (see Figure 50). We can benchmark best
practices, as well as what needs to be done for each
index. Some of this can be real-time data that is fed
into the display. We have already implemented this at
several utilities in the United States.
These are some of the areas I had the privilege of
leading at EPRI. The first one, the EPRI/Department
of Defense Complex Interactive Networks -- I note
several of the colleagues in this room have made
contributions here. Paula Scalingi is correct about the
importance of understanding network interaction and
interdependencies (see Figure 51).
This initiative, the EPRI/DoD Complex Interactive
Networks (see Figure 52), I performed with DoD’s
Director of Research and Engineering (DDR&E). We
planned it 1997-98. Over the last 10 years we have
made considerable progress, but quite a bit more has to
be done if we are going to make our nation safer. We
are tenacious, but humble and persistent at the same
time. We are not giving up. We will keep pressing to
mitigate or reduce those vulnerabilities.
I don’t have time to say much about the other parts of
the EPRI program. But there is quite a bit we did on the
industry side in all of these areas including information
sharing and infrastructure protection. This work laid
the groundwork for the Y2K program.

Figure 47

Figure 48

In response to 9/11, we identified 78 programmatic
recommendations that the utilities could fund. So they
boiled it down to the top four:
1. Strategic spare parts inventory
2. Vulnerability assessment
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3. Red teaming
4. Secure communications
We successfully implemented all of these.
We then extracted from the Complex Interactive
Networks initiative to develop the areas of the self-

healing grid and simulation and modeling and so on
that you may have heard about. If you are interested
– John Noftsinger alluded to it -- I had the privilege of
co-authoring a paper for this month’s issue of Scientific
American in these areas.
In this session, we are looking at infrastructures from
a large-scale system modeling point of view. They
have very different dynamics. Some infrastructure
interactions don’t even have models. With all of them,
it is important to know what to measure and what to
collect (see Figure 53).
Here are some of the areas that we are involved with.
We are interested in tools that enable us to make these
systems more resilient against broad-area destabilizers
(see Figure 54).

Figure 49

Figure 50

In 1999, the White House OSTP named this initiative
as the first interdependencies initiative in the nation.
The trigger for that initiative was what you are seeing
here -- a tree attacking a line in the Pacific Northwest,
in August of 1996. That led to blackouts in 11 western
states and two Canadian provinces. The total cost was
$1.5 billion to over $2 billion. Postmortem analysis
showed that if you had dropped less than half a
percent of the load, you would have avoided all that
catastrophic failure.
Subsequently, I had the privilege of helping the
Department of Energy, with Paula Scalingi, with
Jim Peerenboom and other colleagues launch DoD’s
version of it. This led to quite a bit of activity in
Sandia, Los Alamos, Argonne, and elsewhere in our
national laboratories.
I asked the best minds in the nation: If you can do it
postmortem, can you do it a priori and in situ? That
was it. Can you sense the tension in the dominoes so
that before they start falling, you will stop the domino
effect and reconfigure the system? (see Figure 55.)
We were successful. These are the two versions of
it. The civilian version is the integrated sensing and
control for failure analysis, vulnerability assessment,
and reconfiguration strategies that require self-healing
(see Figure 56).

Figure 51
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The Department of Defense version of this is the
network-centric objective force. The intelligent nodes

within that are the war fighters. They are getting more
operational capability, more agility to implement their
mission objectives.

57). It has the human dimension, energy, and markets,
communication and cyber, and then protection and
control systems within that.

These were the universities involved, 28 universities,
107 professors, with 19 technologies extracted - all
from an interdependencies point of view (see Figure

We predicted the California crisis 14 months before
it happened. We knew what was going to happen,
presented it to the California Energy Commission and
other colleagues. After the fact, my colleagues won
an award for their work. But I wish that work had
been adopted, rather than just winning an award in
retrospect. The work could have helped mitigate some
of those vulnerabilities.

Figure 53

Figure 52

Figure 54

In November, 2001 we predicted the same exact
corridors that ended up causing the outage of August,
2003. For those who may not believe in the power of
good, high-fidelity simulation and modeling, and closing
the loop back to control and policy – it can be done!
We have the tools to do it. The tools we used were not
what you would expect. They ranged from dynamical
systems to statistical physics. We had a colleague from
the University of Alaska that I had been in touch
with since 1997, who is going to present in the next
panel. Those were exactly the areas we talked about.
On the forefront of model development, in this panel
you will shortly hear from Dr. Ira Kohlberg describing
percolation models for these infrastructures.
Building on that, there are four elements of real-time
modeling (see Figure 58): anticipation of disruptive
events; faster-than-real-time look-ahead of how this
game of chess against adversaries is being played
(see Figure 59). We then need to develop and apply
preferred actions, mitigation plans and proactive
execution plans. If problems develop, we need a fast
isolation capability including the ability to do what
we call “adaptive islanding” to protect parts of the
system and minimize loss. We have implemented this
capability for a suburb of L.A., all the way to Chicago
and vicinity. We also applied similar techniques in the
Northeast.
So that is my overview of what has been done and
what we think, to set the agenda for our panel. I am
now honored to introduce our first panelist, Mr. Duke
Clark, who is the chief engineer of Homeland Security
Group, at General Atomics. He graduated from the
U.S. Naval Academy in 1986, in engineering. He
Panel Three

65

subsequently received his master’s degree in physics
from the Naval Postgraduate School. Annapolis and
Monterey are great places to be educated. He served
in the U.S. Navy from 1986 to 1998. He left active duty
in 1998. He served in a variety of capacities, including

Figure 58

Figure 55

Figure 59

Figure 56

in areas dealing primarily with systems engineering and
analysis. From 1998 to 2006, he served in several San
Diego defense-related companies, working in satellite
communication, unmanned aerial systems, as well as
enterprise software design. He joined General Atomics
a year and two months ago, in March of 2006, to work
on the protection of the critical infrastructure. Please
welcome Mr. Duke Clark.

Remarks of Mr. Clark:

Figure 57
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Good afternoon. Three guys walk into a bar. It’s a hot
day, like today. There was the chief of police, the head
of the local fire department, and a disaster planner.
The chief of police said, “I’m so thirsty, I could drink
a barrel of beer.” The head of the fire department was
not to be outdone. He said, “I’m so thirsty, I could drink
a barrel of beer, three quarts of vodka, and a shot of
orange juice.” The bartender raised his eyebrows, but

went ahead to take care of him. The disaster planner
said, “I’ll have a small glass of iced tea, and I would
like to check to see if your bathroom is unlocked.”
Here is a quick agenda for my talk (see Figure 60).
My subject is disaster planning. My comments will be
based on historical events but primarily my experience
over the last five years. I will propose steps to deal with
our shortcomings. At the end of my talk, I would like
to comment on the discussion we had earlier about
resilience.
These photos, particularly the one on the lower right,
illustrate what General Honoré spoke about earlier
(see Figure 61). There are buses, trucks, et cetera,
immobilized and made useless by rising seawater from
the floods. An asset was available. Certain people
knew about it. The hierarchy did not know about
using this available, critical asset to move people out of
New Orleans during a disaster that was predicted.
We all know that you can’t get on an airplane without
removing your shoes for inspection. We have applied
a lot of effort to fix certain salient problems. However,
getting on a bus or a subway car in Europe is still a very
dangerous exercise. Although we have applied a lot
of band-aids in a lot of places, we have yet to address
some of the fundamentals.
We are a reactive culture. We don’t do a lot of
planning. Planning is a difficult sell, both economically
and politically. If you get a $100 raise tomorrow, I
would guess that you are not going to run out and buy
another $100 worth of car insurance. Maybe you
should, but probably you won’t.
We need to be more proactive. We need to plan (see
Figure 62). We need to look at our vulnerabilities, the
interaction and interdependencies of our systems, and
get ahead of the curve, get ahead of what are likely
to be impending disasters coming our way. We need
infrastructure situational awareness. I submit that we
don’t really have that today -- at the national level,
probably not; most certainly not at the local level. All
politics are local.
All disasters are local disasters,
notwithstanding possible assistance by the military, and
FEMA after 72 hours.

Figure 60

Figure 61

Some events have early warning and a long buildup.
The hurricanes we spoke about earlier are an example.
They are tracked for days by satellite. There is a
hurricane season. These are well-understood events.
With terrorist attacks, earthquakes, and tornadoes,
there is little to no warning. You don’t plan ahead for
them as nearly as accurately. So your ability to preposition items and pre-position responses just doesn’t
exist.
So there are different timelines to these events. All
of them, however, have similar downscoping. The
initial event may be sharp or may be gradual, as in
the case of a hurricane, but they all have long recovery
and restoration phases. If we invest more money in
preparation and planning, then the expense and the
duration of restoration and recovery will be reduced
as well as the human cost. Both dollar figures and,
potentially, casualties will be lower.
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Figure 62
We need to create plans. As previously discussed, we
need to train to those plans and look at the lessons
learned. We need to incorporate the lessons into our
doctrines. We need to have agreements between small
towns, statewide agreements, interstate agreements,
and FEMA policies. We need to look at our lessons
and inject them into what we are doing and make
adjustments. The earlier discussions were a tremendous
lead-up to what I am talking about today. I could not
have picked a better set of lead-up in all previous
sessions.
A gentleman I was speaking with earlier said, “Every
event we participate in, whether it’s a real emergency
or a drill, is a set of small experiments.” They are all
well and good. If you don’t take the lessons learned
and apply them to your next experiment to further the
iterative process of finding your policies and finding
your procedures, you have wasted the time and the
money involved up front.
I’ll next address the analysis process. I am using data
that is available on the Web -- it’s all open-source. As
was discussed earlier, there is a phenomenal amount
of data, depending on what you are talking about
and where you are looking. My group is based in San
Diego, so we first looked at San Diego. There is a
wealth of information on San Diego’s infrastructure.
Now we are working on Los Angeles. Los Angeles is a
little bit more streetwise - it’s a lot harder to find data.
But it’s there.
Figure 63 represents an electric grid. It’s very simple for
an electrical engineer to work with us and understand
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what it means. To most people in this audience and
for an emergency manager in a city, this chart probably
means next to nothing. Segment analysis involves
generating and studying a set of drawings like this that
map key infrastructure nodes. The analysis provides
a fundamental understanding of a segment that is a
critical infrastructure such as the electric grid, the water
grid, hospital systems, transportation nodes, et cetera.
This is useful for system engineers and infrastructure
experts. It has limited applicability. It doesn’t help
the emergency manager because it’s too down-inthe-weeds. Segment analysis doesn’t tie people and
locations to infrastructure. It’s a start but it’s not the
complete answer.
Here is a representation of our research on San Diego
County’s water system and subsequent levels of detail
of our infrastructure study (see Figure 64). San Diego
is a very interesting test case because we are at the end
of a very long supply road for water, electricity, natural
gas, et cetera. San Diego is very easy to isolate. It’s
almost like being on an island.
We could go down into excruciating detail. That is
a schematic that I drew of a reverse-osmosis water
treatment plant. We thought our infrastructure
segment analysis would identify a lot of unique pieces
of equipment that would be impossible to replace. In
general that is not what we found. There were a few
cases. For example, the electrical equipment that was
lost in Katrina had to be built somewhere else, not in
the United States. It took a long time to replace it. But
in general, it is not the unique nut or bolt that holds
a system together that makes it vulnerable to outside
influences. It is the interdependencies of that system
with others. Other panelists have already mentioned
electricity already as huge driving force for other
infrastructures.
Each segment has a mission. The electrical mission is
to provide electricity to its customers; water, to provide
potable water to potable-water customers and industrial
water to industrial customers; transportation, to move
people, cargo, et cetera, via airplanes, trains, and ship.
The respective mission is the reason why each segment
was built.

If you lose a major portion of a segment, the
methodology assesses the effect on the segment’s
mission. Loss of a single segment asset in some cases
renders the segment inoperative. As an example, the
previous chart maps the aqueducts that feed water into
San Diego County. It is a large-scale geographic map.
The inset shows a map of the system itself. All the
water in San Diego comes from the Colorado River.
There is a single source and a single set of pipelines.
If you lost this section far to the north, the sections
that are red, you would literally have no water reaching
the city. The red lines are called mission-critical. If
you lose a mission-critical item, your water system will
not be able to perform its mission. Yellow line assets
are also important. Loss of a yellow line may not shut
down the segment mission, but, in the case of water,
may create the need for rationing. Green line assets are
not essential to mission. It is possible to work around
their loss. So red, yellow, and green -- a simple system.
If you lose something that is red, you are in trouble.
We use this technique for any infrastructure. It applies
to electricity; it applies to health systems, et cetera.
There is no standard answer for any of this. If you
take the earlier segment diagram I showed you of an
electric grid and placed it in New York City, loss of the
red lines would be relatively insignificant. If you lose
it, New York City doesn’t bat an eye. For Pocatello,
Idaho, loss of the same segment would shut down the
city. Criticality and resilience are a matter of scope.
There is a list devised by the Department of Homeland
Security of all the critical assets in the country. If you
are a nuclear power plant, by definition you are critical,
because it’s a high visibility policy item. But if you
are Pocatello, Idaho, this little electrical system, which
doesn’t even show up on the federal government’s map
is your only power resource. If you are talking to local
area people, something that may not even be on the
federal government’s radar is their one and only asset.
We use the GIS system extensively (see Figure 65). We
use Google Earth because it is easy and inexpensive.
That’s why we use it. GIS brings situations into better
perspective. As an example, this is Sacramento,
American River, downtown Sacramento. You can see
the location of the State Capitol and state offices. You
can also see the location of a small electrical subsystem

Figure 63

Figure 64

Figure 65
that feeds the area. There are about 25,000 people who
work downtown. The GIS brings the infrastructure
layout to life, and provides a degree of realism to the
situation. You can see the geography involved. These
views provide the ‘what’ and ‘where’ for the emergency
manager.
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You can see the location of substation A and the extent
of the area it provides electricity to. You can see the
location of City Hall. There are sewage plants. There
is a major levee system in the United States that is
subject to failure. Failure of the substation is a major
concern. Most the facilities shown will be without a
primary source of electricity. Sacramento has built 22
large-scale generators to keep things going. They are
ahead of the game there. But that is not the end of the
story. That is not the end of the issue.
Let’s shift gears to a real threat. That is a 100-year
flood plain. The state government provided me with
this GIS map (see Figure 66). They indicated this is
still under review. This scenario involves the American
River flooding, for one reason or another. The blue
area is at least knee-deep in water. Note that the state
capital is underwater. The water system and sewage
system are affected. So if you overwhelm the levees
or if your pumps fail, you get a mix of water and
sewage. This is a big problem. It will be necessary
to evacuate the area because there is a major health
threat. It will not be possible to work around this.
At present, Sacramento does not have an evacuation
plan. They have begun evacuation plan development
only recently.
Here is a 100-year flood interdependency matrix (see
Figure 67). It’s a little bit of an eye chart. You have
segments across the top and down the side. The chart
indicates how they interface with each other. The chart
provides an indication of cascading failures. Loss of
any segment will affect several other segments. This
is not a simple system. Note the mutual, reciprocal
dependence of many of the segments. This chart
is useful to the emergency manager. He can see the
affects of the loss of a given segment on systems across
the board.
This table shows the time-related effects of a 100year flood on Sacramento (see Figure 68). The chart
describes the initial and extended impact on a given
segment. Nothing happens in the blink of an eye and
nothing fixes itself in the blink of an eye. If you lose
electricity, you are down to diesels. But diesels run out
of fuel and may leave you in the dark. If you can get
diesel fuel to the generators, you have time to react. But
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Figure 66

Figure 67

Figure 68
if you don’t, you are in deep trouble. It is important to
plan and pre-position recovery assets ahead of time to
shorten the restoral phase.
This is the kind of information emergency managers
tend not to have. They tend to have representatives

Resilience is critical infrastructure awareness. If you
know what you have and you know what has been
damaged, you can get yourself fixed faster. That is the
definition of resilience. If you don’t know your assets
and their current situation, you are lost. Infrastructure
can’t change quickly. They don’t build power plants or
water-treatment plants every day. It’s a timeframe of
years. Know what you have. Know how to fix it. You
will be better off. That’s infrastructure resilience.
Thank you very much.

Remarks of Dr. Amin:
Figure 69

Figure 70
from individual utilities who show up at their emergency
operations center during drills, and they don’t work
together as a team very often. They are not funded
to or encouraged to be team players. Without a lot of
information, the emergency manager is going to be in
big trouble.
Here again is Sacramento (see Figure 69). This is one
solution we came up with - a usable, hand-carried
printout that our tool can provide to the emergency
manager. It’s a punch list. It’s his list of things that
have failed, their relative importance, and whether
they are up now.
Here is more detail (see Figure 70). Assets in white are
functioning; if they are gray, they are on backup; if they
are black, they are out of business. The emergency
managers don’t want the information that they need
at high academic levels. They need that information
now.

Thank you very much. We will take questions at
the end of the panel. With that, I am delighted to
introduce Mr. Taz Daughtrey. Mr. Daughtrey is on
the faculty of the Computer Science Department at
James Madison University, where he is the associate
director for software development at the Institute for
Infrastructure and Information Assurance. Taz is a
fellow of the American Society for Quality, was the
founding editor-in-chief of the peer-review journal
Software Quality Professional, and is also executive
director of the World Congress for Software Quality.
Please welcome Taz.

Remarks of Mr. Daughtrey:
It’s a pleasure to be here. It’s also a pleasure to be able
to speak on behalf of my colleagues, as you see listed.
Several of these individuals are here. You may have
already seen or met George Baker, Patricia Higgins, or
Mamata Biswal. Dan Kane is back in Harrisonburg,
because somebody has to keep doing the coding.
I do appreciate the opportunity to talk about the work
that we and a number of others have done over several
years, and the simple story I want to share with you
under the heading of community resilience. I will
look at a particular application and some broader
implications of that application.
I didn’t realize that everyone else was going to be
concerned about resilience. I want to unpack the title
to explain the context. We picked up several years ago
on the idea that community resilience was going to be
a key theme where we thought we could contribute,
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to help folks understand and to work through. Our
understanding of resilience at the outset was the idea
of reestablishing some sort of acceptable equilibrium
after a significant perturbation. The perturbation
could be something deliberate or natural. So we
talk about natural disasters, as well as intentional
disruptions. It could be something very drastic or it
could be something as benign as population growth.
We have looked at the population perturbation in a
small community who asked about their electrical and
water utilities’ ability to serve a larger population or
bringing in a new industry. There were also questions
where to build the schools and how to route school
buses on a fairly benign timescale.
The idea of a community reestablishing equilibrium is
the basic idea that I have to frame this issue. Because
we have been working with individuals and fairly
small communities, we thought that was a piece of the
puzzle that we could continue to address in a number
of ways that we have already been working in our own
and other communities around the state. One focus
is basically trying to help individuals in communities
and organizations that work in those communities deal
with things that will perturb or disturb the prevailing
norm, as someone has been talking about, and to reach
a new norm - a new equilibrium that is acceptable. In
fact, one measure of the resilience of a community is
the degree to which you are able to regain equilibrium
and the amount of time and effort that is involved.
I went to our library to begin researching the idea of
resilience and found that the books that have the theme
of resilience were primarily about biological ecosystems.
They treated perturbations and establishment of
equilibria. Several addressed psychological resilience,
which is something that we deal with in terms of how
individuals cope, both at an individual level and if there
is a community-wide or societal source of disruption.
Also, going back to the title of my talk, we are looking
to help assess resilience by developing a set of analytical
tools with the objective of using them to provide a
fairly broad service of offering facility and community
assessments. My colleagues in both this and other
areas of work within the institute at the university have
been, in a consultative fashion, working in a number of
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ways to help communities understand where they are,
both in terms of the needs that they have and the steps
they can take to improve their resilience.
Our tool set involves both literal analytical tools -- that
is, technological support – and survey procedures.
Sometimes simply asking the questions brings not just
insights, but identifies effective and expedient solutions.
The act of setting up an assessment and understanding
the basic operation and layout of systems using a wellconceived process, reaps great benefits even before the
analysis tools are employed.
Our challenge, and what we have been dealing with
in this symposium, is how to deal with multiple

Figure 71
infrastructures and what is needed from an analytical
point of view is to look at those infrastructures and
the interactivities and interdependencies of those
infrastructures, sometimes in a counterintuitive way.
We have developed the network security risk-assessment
model (NSRAM) for this purpose. It’s an agent-based
model that allows for analysis of risk, networked
components and multiple components of multiple
infrastructures interacting with one another. It is done
in a probabilistic way. The tool answers the question,
“Do you or do you not have this particular service?”
but more importantly goes on to address, “What is the
probability of that service being available as a function
of time?”
The code output provides curves representing the
probability that the system is restored as a function

of time. The code uses a Monte Carlo approach
to provide the range of values that we might expect
complete with the standard deviation in expected
values (see Figure 71).

just a schematic. Our modeling approach identified
multiple agents, which in this case are really multiple
parts of the medical service infrastructure. Some of
those are human infrastructures, such as physicians

The tool computes the
probability of mission outage
at time zero and the time
required for reconstitution
including
node
repair
sequence and speed. We
have a provisional patent on
the technique. The analysis
that we are doing right now,
the particular model we are
selecting is part of a broader
methodology which involves
NSRAM and other tools.
We recently assessed the
effects of a pan flu surge on
a local medical facility. Using
our methodology, we began
by simply interviewing medical personnel and looking
at historical influenza data. The issue is, “how would
a medical system respond to an influenza pandemic?”
What analyses can we bring to bear that would help
the system be more resilient or more able to overcome
the perturbation and establish an acceptable new
equilibrium? Based on our discussions with medical
facility personnel we determined that our initial
analysis could be quickly performed by using STELLA,
a commercially available tool.
It is a little more algorithmic in nature, in terms of
the ways in which, in this case, an infection would
spread through a population. STELLA enabled some
perturbation analysis and to check outcome sensitivity
to assumptions. In any of the modeling, results can
be heavily influenced by assumptions concerning
parameter importance and range of values. The spread
of infectious disease is an inherently nonlinear process.
We used STELLA to look for sudden nonlinear effects
as we varied parameter values to determine the most
sensitive variables (see Figure 72).
We used an agent-based model of the medical
facility. Figure 73 is not an output of the tool, but

Figure 72
and nurses and other types of staff. We treated the
patients themselves as an infrastructure. The facilities
present, the beds, where the beds are located in terms
of isolation wards and moving people around in the
hospital, the availability of medications, the availability
of respirators, and the supply of oxygen were modeled.
We have discovered that one of the major drivers is the
availability of masks.
The agents are modeled in terms of their properties,
what roles they play, and what responses they make

Figure 73
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(see Figure 74). Then, by basically turning these loose,
we can see some very interesting and often surprising
emergent behavior -- that is, things that you would

not expect by just thinking about these in isolation or
thinking about them very naively.
This particular real-world problem is one that has
immediate and obvious application. It’s a real-world
problem, working with the medical center in our
region that is concerned about whether or not they
will have enough beds under certain conditions or
what they could do under certain conditions, case
this flu pandemic does, in fact, occur. So we are
looking at a variety of ways in which the responses
may lead to more resilience.

works on that will work equally well, for example, in
another problem that we were looking at previously,
the interaction of emergency communication,
transportation,
electrical
power. So a tornado comes
through town, takes out
some cell towers, blocks
some roads, and the repair
equipment, as well as the
ambulances, can’t follow the
same paths they normally
would follow.
In each case, the idea is to
use this kind of analysis,
the broader assessment,
and the particular tools that
we are developing to help
Figure 74 communities
understand
the ways in which they can
make it more likely and with less effort to obtain the
new acceptable equilibrium after the perturbation to
improve community resilience. Thank you.

Again, if you plot the number of patients, and
therefore the number of beds that you are going
to need over time, one of the designs you would
have, as the bottom graph shows, is what would
be called a flattening of the curve (see Figure 75).
Are there actions which you can take that would
allow you to respond and have the new equilibrium
established in a more acceptable fashion?
This is only a single example. Of course, the tool
itself and the approach that I have described, in
one sense, is content-independent. Basically, if
you can define the infrastructures and you can
define the agents and the behaviors of the agents
in those infrastructures, the analytical engine that
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Figure 75

Remarks of Dr. Amin:
Thank you very much. I am now very pleased to
introduce Dr. Ira Kohlberg. Dr. Kohlberg is the
president of Kohlberg Associates, where he performs
R&D studies for U.S. government agencies in the areas
of electromagnetic theory, fluid mechanics, and applied
mathematics. I met Dr. Kohlberg at the IDA during
the Congressional EMP Commission sessions. He is
an adjunct research staff member at the Institute for
Defense Analysis, IDA. Dr. Kohlberg serves on several
panels and boards, including the Army Science Board,
IEEE, and the American Institute of Aeronautics and
Astronautics, technical committees, and international
scientific committees. He is an institute fellow of
Energy Systems Institute of the State University of
New York at Buffalo and was the U.S. chairman of the
Commission of Electromagnetic Noise and Interference
of the International Union of Radio Science. He has
been a reviewer for several distinguished journals in
IEEE and elsewhere. He received his Ph.D. in physics
from Boston University, a master of science in physics
from the University of Pittsburgh, and a bachelor’s
degree in electrical engineering from SUNY. Please
welcome Dr. Kohlberg.

Remarks of Dr. Kohlberg:
I have put together two mathematical physics papers.
That is what I do for a living. I do nothing else, really -except every once in a while people ask me for advice in
this area. The work involves some mathematical rigor
so I’ve decided to spare you a detailed presentation and
major on the concepts involved (see Figure 76). The
complete papers and a set of charts will be included in
the proceedings.
What I would like to do in the time I have is to go
over just one viewgraph. If you would like to know
more about any of the things I am going to talk
about, I will be more than delighted to speak with
you after the meeting or any other place. I am really
enthusiastic about these theories that will help make
our infrastructure more resilient.
In preparing for this talk I made two assumptions.
One, I am going to guess that everybody here does

not want me to solve nonlinear coupled equations at
this meeting. The second assumption I have made is
that no one here wants me to review random graph
theory and percolation theory. I will instead address
general challenges associated with modeling coupled
infrastructures and describe some recent theoretical
developments I have made to assist us with this
formidable problem.

Figure 76
In analyzing infrastructure performance, the first thing
we need to do is to define the infrastructure. This sounds
pretty simple, but it is not very simple. The challenge
is to define a meaningful problem that you can handle.
For example, you could draw an infrastructure and
say you know everything about it, and impress people
with how much you know about every little detail. But
it’s useless, unless you can get down to some practical
terms that we have to contend with. We also need
clearly defined objectives for the model.
To reinforce the theme that you’ve heard many times
today, I don’t know of any infrastructure which isn’t
coupled to other infrastructures. So the idea of a
coupled infrastructure is critical to everything we have.
It’s very, very complicated. So what is the trick? First
of all, it has been my observation that when modelers
first look at this problem, they often say, “This is
fantastically complicated. I can’t do it.” We have to
be positive about it. You really have to be positive
about it and look at it as a fun experience. It looks
overwhelming, but what you need to do is step back
and say to yourself, “What I need to do is understand
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the salient features of this. What I need to do is find
out what is really going to happen.” I’ve found that,
with careful thinking, it’s not necessary to model
infrastructures in great detail to get useful results. But
the models need to be physical. I’m happy to tell you
that useful modeling can be done. It is a matter of
thinking about it and being aggressive about it.

I want to be able to do that. What that means is that I
must have a collection of nodes -- this is assuming, for
example, that our network consists of nodes and links,
which is the usual network. I would like to have a series
of nodes that enable me to go from here to the last row
over there. Percolation theory can tell us what node
characteristics are needed to get there.

What I’ve done is new. I must tell you this. It’s going
to get everybody a little nervous. When I was working
on this EMP Commission, along with George Baker, I
was pleased to find an article that was published in the
Reviews of Modern Physics, in January of 2002. It
was written by these two outstanding physicists at the
University of Notre Dame, Albert and Barabasi. In
their paper, they talked about networks and applied the
discipline of statistical mechanics to networks. Since
my doctorate is in physics and statistical mechanics I
was fascinated. I know a lot about statistical mechanics.
I know a little bit about networks. The combination
of these two disciplines was the hardest mathematical
challenge I have ever tackled. They are not playing
around with this.

Think about what that would mean, for example, if
you had an emergency situation like Katrina and you
wanted communications. You would like to know what
you need in your system, with all these people out there
with these new design, decentralized wireless phones,
to be able to communicate. So that is a measure
of performance. We need to model the system to
figure out what is needed in the way of node and link
characteristics. The theory is useful for other types of
networks as well.

They introduced a concept that I would like you to
think about – the concept of a network-spanning
cluster. This is critical to every single network you can
think about. As we think about an infrastructure as a
network, we really must be aware of this concept, this
construct.
I will explain the concept using a very simple case that
I am currently doing a lot of work on. Let’s suppose
I have a wireless network. I don’t mean a wireless
network like we currently have where it’s a cellular
network. I’m talking about a new, decentralized
network design where you can have communication
among all the members themselves without a central
node, not vulnerable to central node failure. You ask,
“What do I want out of this kind of a network?” I
could say, for example, I want to get 200 kilobit per
second data transfer to everybody around here.
But there is another measure that we need to think
about. I have this network spread out over an area.
A measure is the ability to reach everybody in the
network, even at the minimum level of communication.
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I developed another theory specifically for this
meeting that should be useful for modeling the
interdependencies of infrastructure networks. It is
called percolation theory of coupled infrastructures.
To my knowledge, this has not been done before. It is
an adaptation of the basic theory, applied when I can
express coupled networks in terms of links and nodes.
It is possible to prove theoretically that with coupled
networks, getting resilience in network performance
is tougher. With two coupled networks, for example,
each of them must have a network-spanning cluster.
My new theory should help in the design and analysis
of multiple coupled or interdependent networks.
Our models are rough at this point. We all know that.
We need better models. We need to get quantitative
results. Showing diagrams is nice up to a point, but
let’s get down to some business. I see it as a people
problem. A lot of the people who control the resources
for this are inclined to be less risk-taking than they
need to be. There is a need to take risk in developing
some of the more complicated models that have been
proposed.

Remarks of Dr. Amin:
Thank you very much. Dr. Kohlberg has provided
me with more materials that I will make available

in the handout. He did some very nice work
modeling the interdependencies between the power
and telecommunications networks that are in his
PowerPoint and his paper that you will see, as well as
exactly what he talked to you about on the models and
the performance indices for those.
Dr. Kohlberg’s presentation reminds me of a problem
that I’ve been thinking about a long time. Is it possible
to enhance the network reliability or resilience of the
total collection of nodes in a system? Can you identify
the really bad subspace, the best combinations of nodes
for a message path, and the best starting point? Think
of these as the initial conditions or transition points
that we can measure as a network degrades. If node
conditions are observable you may be able to predict
network evolution, almost like a game of chess to a
possible checkmate. And with the proper predictive
model, before the network fails, you may be able to
reconfigure it to recover.
A related problem is, once you have identified the stable
points and the unstable points of the network, can we
identify the trajectories of network failure and means
to arrest large scale, long duration network failures? In
the graph above I am plotting reciprocal disturbance
size vs. reciprocal disturbance duration (see Figure 77).
Thus, the part of the space near the origin is the area to
be avoided since it is the place corresponding to almost
infinite duration and infinite size outages. It would
be very helpful to have models that can identify the
trajectories that are moving us toward that and then
developing defense barriers against those trajectories.

So when it comes to mathematical underpinnings
that Ira Kohlberg talked about, these are two major
problems that we should be considering.
In listening today, and reading the papers, I extracted a
list of learned lessons and reliability requirements that
we need, coming out of the papers that were submitted
for the panel, as well as the broader literature:
•Reliable and scalable models, coupled to
estimation and control.
• Dynamic, closing-the-loop data being fed back to
the systems with the systems being updated and
learning.
• Multi-level resolution of models, exactly what
Paula Scalingi talked about. I would say even at
the level of a substation for electric power to a
neighborhood or region, and then developing the
policy and the providing the resources needed to
support it.
• Real-time wide-area sensing using satellite
information,
and
communications
for
infrastructure monitoring.
You heard this
morning from General Honoré and Mr. Crouch
about extreme weather impact on infrastructure.
The national labs recently organized a workshop
at Los Alamos on that same subject addressing
how to plan for this. If you have satellite
information, then you have very important
insights and an alert capability concerning what
is going on.
• We need new, inexpensive sensors. At the same
time we must make sure that the sensors don’t open
up a new conduit to attack. Sensor development
introduces some important challenges. Can
these sensors be intelligent, so that they function
as elements in a real-time database? You would
plug them in, almost like USB devices. With
proper thought and design, sensor function and
response could be made seamless to users. The
sensor system will need security validation. A
secure database will protect information on
where I am, what I’m doing, what I’m sensing,
and enable feedback into the bigger system.

Figure 77
Panel Three

77

Figure 78
• In all of it, the challenge is something that Taz
Daughtrey does. It is validation/verification of
software, software quality. Software is the glue
that keeps it together.
• Policy challenges are important as well. The
uncertainty of funding for this type of work has
been a major challenge.
These are the questions that I will be delighted to
address. We are open for questions. Here is a set of
questions to get things started (see Figure 78).

QUESTION & ANSWER SESSION:
PARTICIPANT: What success have you had in
gathering information from privately infrastructure
owners and operators?
MR. CLARK: I receive no resistance. They just don’t
answer my phone calls. Eighty-five percent of the
utilities that we call critical infrastructure are privately
held. For various reasons, they don’t tend to want to let
anybody know about their layout, their vulnerabilities.
For all the tracing of electrical systems I have done I
have used Google Earth. I didn’t use to wear glasses;
now I do.
I think it’s insurance-based. I believe if these companies
are made aware, officially or unofficially, that they have
a deficiency, they are facing a liability issue. I believe
that is part of their motivation. It’s difficult. I can see
their side. But this is a problem.
MR. DAUGHTREY: We can keep information secure.
If you are looking at multiple infrastructures, people
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basically are having to pool data. Each infrastructure
owner certainly would not want confidential or
sensitive data to be made available to others involved.
We think the university is a very appropriate place
to be a custodian and honest broker of that kind
of information. But also any of the government
institutions are capable of protecting information.
Virginia just had some new legislation a couple of years
ago in which an additional exemption to the Freedom
of Information Act explicitly addressed this, so that
if people shared critical infrastructure information
through a state agency or through facilitation of some
government body, it would not be subject to being
revealed through the Freedom of Information Act.
PARTICIPANT: Many of these problems and the
solutions to them have been discussed for over half a
century. I have been in the nuclear weapons-effects
business since 1955. People find it very difficult to
understand many of these effects. The solutions to
them are overwhelming.
I would submit that the most important thing that
could be done at this time is to try to boil it down
to something that a congressional staff member will
readily understand. I find it very difficult to visualize
something substantial happening in this area for a long
time, because we are a democracy, with all the joys and
the deficiencies we have. Dr. Kappenman’s boss, Bill
Radasky, president of Metatech, has often told me that
he gets much more interest in the hazards of EMP or
even natural solar disturbances in Europe than he does
in the States.
I think one of the most important problems is to boil it
down so that decision makers can understand it.
DR. AMIN: Thank you. That is an insightful remark.
That remark has resonated with many of the colleagues
in the room that have worked in this area for more than
a decade, for that same reason.
When we deal with the systems across many different
organizations, it’s very hard to get commitment and
buy-in from everyone. There are too many kings on
that carpet. I agree that it’s important to boil the
problem down to a piece that they can own and fund.
I think starting local is probably the best bet. You can

do it bi-directionally, local at one level and at the same
time, connect it to the bigger national and international
picture.
MR. DAUGHTREY:
Let me make another
observation. Not only are we a democracy, we are a
media-driven democracy. I think we need some people
working on some public-service announcements. I am
moved every time I see the Ad Council environmental
TV spot, where the guy is standing on the railroad track
with the train coming and saying, “Climate change is
not going to bother me in my lifetime,” and he steps
off the track and there’s his little daughter waiting to
be hit by the train.
So even if it tugs at your emotions like that, I think a
few public-service media campaigns can also generate
a lot of interest and support in this area.
DR. AMIN: Having visited twice China, three times
India, and once Egypt in the last six months, all of
it work-related, I can attest to -- there are many
dimensions to this problem. One is the effect of a
command economy. We don’t want to be a command
economy, number one. We want to protect our way
of life and our values and the liberties we have. The
challenge is to increase the security of our critical
infrastructures at a cost we can afford -- managing risk
at the same time protecting our way of life.
PARTICIPANT: I’m Lew Perelman, formerly, among
other things, with the Homeland Security Policy
Institute. Your remarks were a good segue to a point
I want to make related to your list of lessons. In most
of our modeling efforts -- Paula Scalingi mentioned
this earlier today – we have really focused mainly on
physical entities, the physics of systems. We need a lot
more attention to the human element in our models.
To the extent that people are represented in models,
they are represented as ideal people behaving in ideal
ways under ideal circumstances. What we need are
models of how real people actually behave in the real
world. We have a little work on that. Joshua Epstein
has developed some very interesting agent-based
models on epidemic behavior, which some of you are
familiar with.
Related to that, there is a bigger concept. I want to
mention to the people here who are not aware of it

that there is a new book that just was published called
The Next Catastrophe, by Charles Perrow. Perrow is a
sociologist who brings a human perspective to these
problems. One of Perrow’s key themes is that disasters
are opportunities. This ideal has not been fully
developed in our conversations so far today. But it’s a
very important point.
Infrastructure is the way it is because people made
decisions to make it or allow it to evolve the way it is.
It stays the way it is -- and the reason we go to meetings
decade after decade having the same conversations
with effect is because we overlook the fact that there
are people who profit from keeping it the way it
is. People were aware of the vulnerabilities of New
Orleans for a long time, and people are now aware of
the vulnerabilities of Sacramento and the Valley, and
why they are vulnerable. There are people who have
a vested interest in making and keeping things the way
they are. Unless you understand the social, political,
and economic dynamics that control those decisions,
you are not going to be able to solve the problems that
face us.
MR. CLARK: I concur. It’s a market-driven economy.
We can afford only so much risk reduction. The best
wall ever built was the Great Wall of China. It’s still
there, but it never fulfilled its intended job. We have
to strike a balance between what we would really like
to have and what we can really afford. And we must
be willing to live with the consequences of imperfect
solutions. It’s cost/benefit analysis.
DR. AMIN: We have limited time and can take one
more question. We will try to keep our response very
brief.
PARTICIPANT (Dr. Gordon): One way that things
can be simplified, and are being simplified, actually,
is to look at the HAZUS user groups, as well as
Project Impact. Both of these efforts involve publicprivate sector efforts. They both are involved with
fostering preparedness, mitigation, and resilience.
For information on these initiatives, I refer you to my
web site, which is gordonhomeland.com. It provides
a long list of references and resources on critical
infrastructure.
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I would also mention, as a complement to the book
that was just mentioned, Stephen Flynn’s new book
called The Edge of Disaster, which also simplifies these
arguments to a great extent and offers many practical
suggestions concerning what can be done to address
these problems.
DR. AMIN: Thank you very much for that comment.
I would like to thank the panel, Duke, Taz, and Ira, for
their presentations. Also, my thanks to the audience
for your participation and questions.

Remarks of Dr. Baker:
We will now begin the final panel. After having discussed
the problems associated with cascading failures and
modeling challenges, we will now turn our attention to
solutions – means of prevention and preparedness for
these difficult events. Our panel chair, Rich Little, is
now charged with resolving the problems posed in the
previous panels in the next hour.
Just a few words about Richard Little’s career. He
presently directs the Keston Institute for Public Finance
and Infrastructure Policy at the University of Southern
California. Those of you who teach will appreciate
that he maintains his teaching commitments while
running courses on public policy and management.
He also conducts a research program at USC aimed
at improving infrastructure assurance in California,
as well as the nation. He serves as editor of the
Public Works Management and Policy Journal. He
formerly directed the Board on Infrastructure and
the Constructed Environment here at the National
Research Council. He is a national expert on lifecycle
asset management, infrastructure financing, and hazard
preparedness. With his background and experience,
we are very privileged to have Rich as the chair for
today’s final panel on solutions.

PANEL 4: Cascading Failure
Solutions
Remarks of Mr. Little:
Thank you, George. I commend you all for still being
here at this late hour. It reminds me of one time when
I was giving a paper, and there was one person in the
audience. I thanked him profusely. When I got done,
I asked him why he had stayed. He said, “I’m after
you.” So I do commend you. [Laughter]
This is really an interesting area. I am something of a
latecomer to all of this. We started talking about this
right around the time of the Presidential Commission
back in the 1990s. As Paula Scalingi mentioned, we had
a fairly interesting meeting at the National Academies
in 1999. All this was chugging away with the same
kind of obscurity that most things in Washington
enjoy, until 9/11, when suddenly everyone discovered
all kinds of bad things that could happen to us if we
just waited around.
We have had some really good foundation building
as a result of what we have heard thus far today. I
won’t repeat that, because that would imply that you
haven’t been paying attention. We have three good
speakers, all of whom I have the pleasure to actually
know, which is how I could get them to come, because
I have photographs.
I have rearranged the panel sequence. David Newman
is going to speak first. David has done a lot of work
with several colleagues -- and I will let him introduce
them -- dealing with power law distributions and how
these cascading failures really occur. Massoud Amin’s
“power law tail” slide very effectively illustrated the
fact that, fortunately, very big bad things happen
infrequently. If those curves were all reversed, we
probably wouldn’t be here now. Mercifully, the bad
things happen infrequently. But, conversely, minor
things happen all the time.
As we listen to all this -- and we will get into this at the
end of the panel -- I think it’s important that we pay
attention to the things that happen frequently, perhaps
not catastrophic, but it’s those that just keep happening
and happening and happening. It’s sort of like being
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nibbled to death by a duck. The fact is, we can probably
solve a very large percentage of the problem without a
whole lot of work -- and perhaps leave the large meteor
strikes and some other low likelihood catastrophes to
further work.
But, as General Hatch said, you didn’t come here to
listen to me. You came to listen to them. So I will
introduce David Newman. He is a professor of physics
at the University of Alaska in Fairbanks. He directs
the Center for Complex Systems Studies. His research
includes the dynamics of complex systems, which goes
into too many things to mention now. David also
served as a Peace Corps volunteer in Kenya and has
a Ph.D. in physics from the University of Wisconsin
in Madison. He is a Wigner Fellow and scientist at
Oak Ridge National Laboratory and a member of the
American Physical Society and the AGU.

I am going to be doing this from a very, very different
perspective than most of today’s speakers have used.
That is, instead of looking at the details of a particular
cascading failure -- or even, for that matter, the details
of a particular infrastructure system ‑‑ I am going to
look at it from a coarser-grained point of view. We
are going to simplify the things that go into the model,
but we are going to then allow this model to evolve
over time. We will try to understand whether we can
capture some of the longtime dynamics, and therefore,
actually, what the risk of a failure really is, by doing this
type of technique.
I am going to give you three bottom-line points to start
off with. These are what I want you to take home:
•

In complex infrastructures, both dynamics -- and
by dynamics, I mean that there are correlations
of events in time. Events are not necessarily
uncorrelated and unrelated, over very long time
periods. This has to do with the failure probability
curves, or “power law tails” that Massoud
and Richard were just mentioning. They are
characteristics of these systems and have very
important implications for risk analysis.

•

The next thing: Using reduced, simplified models,
without putting all the details in, is actually a
useful complementary approach to the approach
that people intuitively want to take, that is to put
the whole kitchen sink in the model. With these
models we can look at many different scenarios and
we can also look at the longtime dynamics, which
is something that is computationally intractable in
most of the other “kitchen sink” models that are
being developed. I am not a proponent that this
is the only right way. I say both are necessary, that
they are really complementary approaches.

•

The third thing is that infrastructure systems,
obviously -- we wouldn’t be here if this wasn’t
true -- can interact. They couple with each other.
But very importantly, our research suggests that
even a weak coupling between these systems
can have fairly major impacts on the dynamics
and the characteristics of the individual systems.

Remarks of Dr. Newman:
Thank you, and thank you for inviting me to this very,
very interesting conference. I am going to probably
have a little bit of trouble standing in front of the
microphone, because I’m used to pacing back and
forth when I’m teaching and lecturing, so I might have
to have a restoring force periodically.
What I am going to talk to you about is this whole issue
of understanding the risk of cascading failures and
interacting infrastructures, which is what everyone has
been talking about all day. I would like to answer the
question that one of the earlier speakers made: Why
should we study the interdependencies? Why should
we care about the interactions?
There are a lot of reasons. People can come up with
a whole variety of their own. But I will give you at
least one. If we don’t understand the interaction
between these systems, we are going to have a really
hard time understanding the risk of failure in any one
of the systems. If, as the speaker was saying, we should
leave it up to business to decide what risks we should be
looking at are, they will need a good metric; they need
to have a good measure of what that risk is. And what
I am going to try to convince you of today is that some
of the measures that we typically use are actually not
very good.
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What this means is that we actually can have
a risk of failure in one system even through
a fairly weak coupling with another system.
I will go through the following background really
quickly, because you are already motivated. Society
functions on a complex web of infrastructure
systems, power-transmission and distribution systems,
communications systems, market economies, and even
human decision-making systems. One of the things
that is characteristic of many, though not all, of these
systems is that there are these power-law tail risk
behaviors. I will show you an example of them and
long-term correlations. Massoud actually already did
show you an example. Those characteristics suggest
that these systems might be captured by something
which has kind of a generic catch-phrase, and that is
“complex systems modeling.”
The fact that systems fail catastrophically also suggests
that they are sitting near something called a “critical
point.” People have talked a lot about critical points.
One of the definitions of a critical point in many of
these systems is something that Ira Kohlberg talked
about -- a “percolation transition.”
One of the things that we need to do is to look at how
individual infrastructure systems are tied to each other.
It is often a symbiotic tie. This means that a failure in
one can cause a failure in the other, and the converse
is also true. But this is not always the case. Different
infrastructures are tied to each other in different
ways. Sometimes a failure in one might increase the
probability of a failure in the other, or it’s possible that
you could come up with systems where a failure in one
might cause a decrease in the probability of a failure
in the other. So one has to actually analyze systems
individually. What we want to do is find a model that
can capture some of these characteristics and then
explore things like how we can mitigate the problems.
Most of you have heard a lot about the blackouts,
particularly the blackout on August 14, 2003.
Clearly, blackouts have a huge economic and social
consequence. This has already been discussed a lot
today. We often use, as our paradigm model, the
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power-transmission network. What I will do is couple
the power-transmission network to other systems. We
have developed some fairly simple models that capture,
we hope, the basic things or features. We call it physics.
But it doesn’t have to be physics; it can be engineering,
it can be economics, it can be human decision making
that actually contribute to the way the system evolves,
through upgrades to the system, through failures,
random events, all of these types of things. We then
look at the global dynamical aspects of the system.

Figure 79
Let me just give you a little more motivation. This is
actually showing an analysis that we did quite a while
ago of real blackout data (see Figure 79). This shows
that over a fairly large region there is what we call a
power law behavior. This is exactly the same behavior
that Massoud Amin was showing a little while ago.
The chart shows the customers left unserved versus
the probability of the frequency of these events. The
graph is so it has a different scale than he had.
The important thing that you see from this is that there
is a power-law distribution. That is, it is not falling off
quickly, which it would if it was random, uncorrelated
events. If it were random, uncorrelated events that
were not being driven in a power-law manner, then
you would actually have something that looked like an
exponential or Gaussian curve.
Therefore, one of the things we need to do is to try to
understand why this is. Because if we assume random,
uncorrelated events, we will incorrectly characterize
the high-risk/low-frequency events. These types of

system failures must be properly characterized because
they, unfortunately, have a major impact on the overall
cost to the system.
An important feature of this type of system is that it
is being driven or stressed close to its “critical point.”
We know that the systems are being stressed. In fact,
part of the economic system of the country is based on
maximizing system efficiency. You maximize system
efficiency by stressing the system as much as possible.
You drive it as close to the edge as possible.
Here is, I think, a very telling graph. It simply shows
capacity margin for electric generation as a function of
time. That means how much extra electricity can be
generated at any given time. You want a fairly large
margin, because there are large fluctuations that occur
in the demand. There are also power plants that go
off-line, et cetera. You can see that this is showing a
wonderful secular trend -- well, not wonderful, but a
clear downward secular trend.
We are at the point where, as was demonstrated by the
California rolling blackouts, we actually are marginal
in our capacity for generating electric power. The
reason we have been able to do this is due, in part,
to incredibly efficient engineering and operating

This means that we are operating these systems at
an incredible level of efficiency. But there is a really
dangerous catch to that -- when something goes wrong,
as it invariably will, it brings the whole system down.
This is just to show you very quickly what the risk
difference between uncorrelated probabilities and a
power-law distribution is (see Figure 80). The solid line
shows that we have these uncorrelated probabilities
falling off very quickly. That is coming from that
exponential I was talking about. What we see is, in
the other case, when they are correlated, coming from
the model, the high-risk/low-probability events start to
dominate the risk in the overall system. In fact, one of
the important things is that the risk is not simply what
this probability is, but something like the probability
times the cost, and the cost is proportional to the size,
in general. Therefore, when you multiple probability
and cost together, this power law gets even flatter.
Unfortunately -- to disagree with our chairman -- I
would say that even though it might be true that we
can deal with these, these events have extremely large
implications because they are so costly. So we actually
have to be very careful in understanding those.
If the coupling between infrastructure systems increases
the heaviness of the tail, which means it pushes the tail
higher, this has even higher implications for risk –- that
is, the large events dominate even more.
So here are the two complementary approaches that
we have for modeling. One puts more and more details
into the models. But what you can’t do in general,
because computationally it becomes intractable, is
include all of the interdependencies in the model. You
are also limited in including all of the time dynamics
and the nonlinearities in the time dependencies that
are present in real systems.

Figure 80
procedures. In this and many other critical systems,
we are operating closer and closer to the edge. One
of the earlier speakers talked about the fact that the
transmission system has not significantly increased its
capacity over the last 20 years -- by less than 3 percent.
Yet our electricity use has gone up by over 30 percent.

We took another approach. That was going along this
axis, which is the complexity axis, and we came up
with a series of models that work over here. Really,
where everyone would like to be is down here at some
point, which is highly complicated models with all the
complexity and details in them, plus all the complexity
of the interactions. But, as I said, that is still an
intractable thing. In my view, both axes are really
complementary.
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We are using these models in order to investigate the
complex behavior of infrastructure coupling. We use
them to extract things like the power tails and whether
we can come up with real system measures. We can
also use these models to look at the effects of alternative
mitigation techniques. The reduced model actually
captures the behavior in terms of the PDF [probability
density function] of the failures vs. their severity.
Most other models don’t capture this information
because they are looking at different statistics. They
don’t generate the statistics that we generate because
they would have to run a number of different cases
over a long, long period of time to actually see what
the failure event distributions look like.
Now I’d like to address two methods for improving
the transmission network. This is a cautionary tale.
You can come up with a whole variety of different
mechanisms for improving transmission networks.
There are two fairly straightforward ones. One of
them is fairly logical and preferred by many people -and that is increasing the reliability of the components.
What you do is, you design your components so that
they fail less. Correlated to this, you can also improve
your operating procedures, that is you say, “I’m going
to do this in a more efficient way.” But I would like to
introduce a note of caution with this approach. I am
going to show you results from that.
The other mechanism is redundancy. Redundancy is
like attacking a nail with a sledgehammer. It’s expensive.
I would like to show you results from that also. There
are various ways of introducing redundancy. I will
quickly mention them. There is true redundancy,
which means that you have two components, one of
which is simply not used until it’s needed. This was
NASA’s old way of doing things. When NASA sent up
a rocket or a satellite, most of the critical components
would be redundant components, multiply redundant
components oftentimes.
I don’t mean to criticize them, but I will. In the
era of “faster, cheaper, and better,” people had the
idea that they could get the same results by simply
having better components and not having redundant
components. What they discovered was that when
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one of the components failed, then the whole mission
failed. Another redundancy approach is “doubling.”
You design the system such that half the load is carried
by each of two components. There is also “capacity
redundancy,” where you make a single pipe twice as
fat.
Let’s relate this to transmission lines. With true
redundancy, if you need one transmission line, you use
that one and you have a second one in reserve. With
doubling redundancy, you need one, you have two,
but each of them carries half the load. With capacity
redundancy you just double the fatness of your one
line. With the second two techniques there is an
associated danger. There is market pressure, economic
temptation associated with this unused capacity. So
there is creep that occurs in these cases in which you
put more and more load on your system without
upgrading it. The other danger with doubling and
capacity redundancy is that your system is aging from
use. With true redundancy, the cables are both aging
only one of them is aging from use.
With capacity redundancy you have an additional
danger. The random failures that could have brought
down single transmission lines could now bring down
this one fat cable. Then you don’t have any redundancy
in the system.
Very quickly, let me show you the problem with
the reliability improvement approach. I take the
components and I make the more reliable, or conversely,
I improve my operating scenarios. Unfortunately, what
happens is that I can reduce my small failures with this
approach, but as a consequence, I increase my large
failures. This is not necessarily a good thing. In fact,
this suggests that sometimes trying to make our system
better by taking care of these infrequent small events
is a bad thing. It actually increases the risk of large
events.
You can think of this from a forest-firefighting point of
view (see Figure 81). People who are able to effectively
put out lots of small brush fires consequently allow lots
of brush to build up. Later, three lightning strikes occur
at the same time. The firefighters can’t put all three of
them at the same time, so a huge fire results. Oakland

for example between power transmission and
communications systems, meaning if one fails, it
increases the likelihood of the other failing. But you
may actually have systems, like infrastructure systems
and decision-making systems, where there is actually a
positive reinforcement. That is, when people making
decisions have had a bad experience, they actually
might tend to be more risk-averse in terms of how
close to the margin they let the system get. Therefore,
it actually may make the system a little better.
Figure 81
was a good example of this, actually. Therefore we
must be careful. Sometimes the idea of improving
reliability is not necessarily going to improve the overall
robustness or resilience of your system over time.
Let me now discuss the redundancy case. If you make
your system truly redundant, although in our model it
probably doesn’t matter if it was the truly redundant
or two redundant lines but both being used, we find
that we don’t get increased small blackouts, but we
do get a decrease in the large blackouts. It’s probably
a good thing that triple lines don’t have a very large
impact, because I don’t know that we would be able
to convince anyone to do double lines; I’m pretty sure
we would never be able to convince anyone to do triple
lines, because of expenses.
Let me briefly talk about coupled infrastructures. We
now take two of these systems, we put them together,
and we start looking at how the systems interact with
each other. We can have different types of coupling.
There can be monodirectional, meaning one affects
the other, but not the other way. For example, pipeline
communications systems, arguably, exhibit this type of
coupling. Because they often follow the same corridor,
that may not be completely true.
You can have systems which are bidirectional. An
example would be the power-transmission and
communications system. But the coupling in the
two directions may not be equal. So you can have
inhomogeneous or asymmetric couplings between
them.
There are cases where you can actually have positive
reinforcement. There is also negative reinforcement,

I would like to explain systems which have the negative
reinforcement. When we incorporate these coupled
systems into the simple models, we actually can have
weaker power laws. Weaker is bad since this means
they are closer to flat. If these curves are flat they tell us
that the risk of the large events is more nearly the same
as the risk of smaller events. Those large events can be
up to the system size, and that’s not a good thing.
You also can get coupling synchronization between the
systems. This means that failure in one system causes
immediate failure in the other. We already suspected
that. But the amazing thing is that synchronization
occurs predominantly at the larger-scale events, which
is again a bad thing. With synchronization, a large
failure in one system is more likely to produce a large
failure in the other. That, again, makes the heavy tails
even heavier.
So what can we do with this type of model? I can’t
tell you when the next blackout is going to occur. I
can’t tell you when the next stock market crash is going
to occur. But one of the useful things that we can do
with this type of model is relative risk assessment. This
involves calculating power laws for different situations.
I can now take my results to policymakers and expain
the relative risk of failures of different sizes. The policy
makers can then use the model output to decide what
size is acceptable and what relative risk is acceptable.
I don’t mean to be “Negative Nellie.” I am not saying
that we can’t do anything to make the system better.
What I am saying is, if the systems really do follow
these dynamical models, which we believe they do, then
we cannot make failures go away. We can’t make the
power law go away. What we can do is change the
amplitude and shape of it so that large scale events are
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less probable. We can’t make it go away, but that doesn’t
mean we shouldn’t be trying to make it better. We can
use the models to evaluate the relative effectiveness of
alternative mitigation and design schemes, as I was
showing you with reliability and redundancy issues.
We are working at coming up with metrics for the
system state, so that we can go back and actually take
a look at the real system and determine how close to
the critical point the systems are operating. This is a
difficult thing to calculate for coupled systems. Finally,
there is the impact of human decision-making on the
infrastructures.
The three major points, again, are that these complex
systems are strong but fragile. That is what leads to
the power laws. There is an intrinsic unavoidability
of cascading events in such systems when they are
driven near their operational limits -- which is what
we do. That’s what our society pushes us toward. In
fact, mitigation can have counterintuitive negative
effects. Increasing reliability has a downside. Finally,
these coupled infrastructures have to be considered,
modeled, and treated as an entire unit.

Remarks of Mr. Little:
Thank you, David. Moving right along, our next
speaker is Jim Peerenboom, who is going to talk about
cross-sector interdependencies and cascading failures.
Similar to work you have heard about today, but Jim
and his colleagues have taken a rather interesting
approach to this.

Remarks of Mr. Peerenboom:
Thank you, Rich. The panels that have preceded this
one have been excellent in terms of framing the problem.
Massoud’s panel, in particular, I think, highlighted the
complexities that we need to think about and deal with
for looking at interdependencies. Paula Scalingi had a
very nice summary of some of the requirements and
the needs that have emerged from grassroots levels,
where people are beginning, with local community and
regional perspectives, to ask, “How do I actually identify
and work the through interdependence problems,” in
order to make themselves more resilient.
What I am going to do is highlight some of the factors,
some of the challenges that I would suggest would be
important to keep in mind as you study and analyze
interdependencies. Recognizing that this is one of the
last presentations of the day, I tried to focus on graphics
rather than words.
First, interdependencies have no borders (see Figure 82).
We have heard today the way that interdependencies
can cascade and have boundaries of some type. But
I would contend that in most cases, as you look at
not only the primary, but the secondary and tertiary
effects, interdependencies can have long reaches that
can be not only local and regional, but international in
scope. The chart is showing the energy infrastructures
connecting North America. Certainly things can
cascade and cause problems for the U.S. if they are
initiated in Canada.

Jim is the associate director of the Decision and
Information Sciences Division and director of the
Infrastructure Assurance Center at Argonne National
Laboratory. He has been actively engaged in this for
more than 30 years. For the past 15 years, he has
focused on critical infrastructure protection, homeland
security issues, including a lot of technical support for
the President’s Commission on Critical Infrastructure
Protection. He has a Ph.D. in energy and environmental
systems from the University of Wisconsin at Madison.

Figure 82
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As you look at the infrastructures, these are the 17
that the Department of Homeland Security, through
presidential directives, are concerned with. However
you define them, you need to think of them in the
context of whether they are local, such as emergency
services and water, or whether they might be national
or international, like telecommunications and energy.

in very indirect ways. Because of interdependencies,
things are vulnerable in ways that they may not

As you are looking at interdependencies, you can look
at facilities and assets which have a very local flavor
(see Figure 83). You can also have communities and
networks that transcend those areas, as well as regions
and end-to-end systems which present a particularly
interesting problem. Some of these systems -- for
Figure 84
have been vulnerable previously. A good example is
our reliance on process-control systems. Of course,
cascading problems can lead to consequences that are
highly magnified over previous types of consequences
that went with similar incidents. So I tend to think
of interdependencies as a risk. You need to look at
all these components when you are trying to make
decisions and inform the solution process by looking at
interdependencies.
Figure 83
example, pipelines -- may traverse thousands of
miles. There are many communities and different
types of infrastructures that may be served. So as one
looks at risk and one looks at those systems and the
interdependencies that go with them, one needs to take
a very broad perspective.

In addition, interdependencies have very local, regional,
national, and international dimensions that may vary by
threat type (see Figure 85). Certainly, public perception
and psychological impacts can cascade in different ways
on the international marketplaces. Natural disasters
can affect large regions, whether they are hurricanes

In addition, interdependencies influence all three
components of risk (see Figure 84). Jim Caverly talked
about risk decision making and how interdependencies
can be used and factored into decisions and inform
decisions. But I would contend that if you look at risk
in terms of threats, vulnerabilities, and consequences,
interdependencies can have an effect that needs to be
brought into play in all three areas.
For example, in threats, because of interdependencies,
there are novel targeting strategies now that can be
employed. You can affect infrastructures by attacking

Figure 85
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or earthquakes or whatever the case is. So again, as
you are thinking about interdependencies, sometimes
it varies by threat, although the consequences in many
domains may be the same.
Interdependencies also change as a function of event
timelines (see Figure 86). We heard some of this
earlier when we talked about the hurricanes in the
Gulf. When people look at study interdependencies,
much of the time they study the pre-event situation,
that is, the way the topologies systems under normal

Figure 87

Figure 86
conditions. But as events unfold, interdependencies
begin to change, because systems are failing, backup
systems are brought into play, and new work-around
solutions are brought into effect. So if one is relying
on data sets that identify interdependences prior to
an event, they may or may not give you an accurate
representation of system behavior during an event.

Figure 88

Similarly, after an event, as we move through the
process of recovery, system changes are made that will
affect interdependencies. We hope that these changes
will be made drawing lessons from that event and
applying those to avoid further cascading failures (see
Figure 87).
When we look at interdependencies in studies for
the Department of Energy, the Departments of
Homeland Security and Defense, we tend to think of
infrastructures as systems. I have shown here a simple
system that consists of three functions. I have shown
it in a linear fashion. Obviously, systems have a lot of
complexity and dynamics. But for each function, one
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Figure 89
has to look at all the assets and facilities that enable
that function including the inputs and outputs in the
internal and external interdependencies.
In Figure 88, I show an example related to the
petroleum infrastructure. I have shown here a system
that ranges from production through gathering,

processing, all the way through distribution. So there
are a number of functions that are associated with that
end-to-end system.
For purposes of illustration, I picked out one in the
processing, which is refineries (see Figure 89). Looking
at refineries at a high level, we want to look at what is
going in. On the input side, we notice that oil is brought
in by tanker or pipeline. We note the kinds of process
chemicals that might be used. We determine the kinds
of infrastructures used to support that particular facility.
We also need to assess the output side. We saw with the
hurricanes in the Gulf that even when the refineries
were operational or restored to operational status, the
pipeline capacity and some of the storage capacity was
not in place to take the product. Therefore, they were
still out of service.
Digging a little further, we look at internal
interdependencies (see Figure 90). We look at the
refinery, look at all of the various processes that go with
it. We look at each one of those in terms of whether
they use power and steam and telecommunications for
process control and so on.
We also look at the external interdependencies (see
Figure 91) in a more refined way: What kind of
electrical power is being used for process-control
systems or pumps? What kind of natural gas and water
is being used, telecommunications, transportation, and
so on? So as we characterize each function in the endto-end system, we need to look at what is happening
internal to that complex, as well as what it is relying
upon externally.

What are the backup systems? It leads you through
questions like a TurboTax form: If you use that
service, what it might mean and what kinds of things
you should look at in order to get an understanding of
your interdependencies.

Figure 90

Figure 91

We have developed and are pilot-testing various tools
that can assist organizations, private infrastructure
owners and operators, public utilities, and so on, in
identifying and characterizing interdependencies (see
Figure 92).
This is just a screen shot of one tool we call the
infrastructure interdependencies identification and
assessment tool. It is being piloted in the Pacific
Northwest, under the sponsorship of DHS. It leads
you through a series of questions: Who are your
suppliers? What is the relevance of the commodity
being supplied? What are the consequences of loss?

Figure 92
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These are some of the core issues (see Figure 93).
Many of these have been talked about today, so I
am not going to dwell on them. There are a whole
series of R&D issues. I do believe, as Paula Scalingi
and Massoud Amin have said, that we have not made
all the investments that we need to make in studying
this problem. There is no single solution. Models and
simulations of the type that David Newman is doing,
and others, are important. They give you different
insights into the problem. We need to understand
the spatial and temporal dimensions. We need to
understand the propagation pathways. We need to
understand how these components affect risk. We also
need to understand, at a very practical level, how we
can share and protect information.

Figure 93

As we move towards solutions (see Figure 94), I would
advocate that you think about the following. If you are
going to gather and use interdependency information,
the first thing you need to do is really understand those
internal and external linkages, and if systems are lost
or degraded, how it might affect your operation.
We need to learn from experience. It is important
to study the natural disasters after the fact as well as
power blackouts and malicious events. From these
post-mortems we can not only gain insights, but apply
these to mitigation solutions.
We heard about contingency planning and the
importance of exercising plans and the process of
developing plans. We need to look at backup systems
and how they can actually be implemented to mitigate
problems. Many organizations on the private side are
beginning to address security and interdependencies in
their contractual relations. As the old adage goes, you
are only as secure as your supplier is. So you need to
look at who you are reliant upon and identify what they
are doing, in fact, to secure their own infrastructure.
Regional exercises of the type that have been discussed
during the course of the day are very important. That
allows infrastructure stakeholders to get together,
talk about some of these issues, and make those
connections.
So I would strongly advocate collaborating, cooperating,
and participating, whether it’s in exercises, regional
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Figure 94
forums, trade associations. Those all provide the
mechanisms by which information can be traded and
contacts can be put in place.
Finally, we need to avoid what I call failure of
imagination. We need to ask the “what if ” questions.
We need to be concerned about those things that are
on the horizon that we are not thinking about, because
it is always those that come back to bite us.
It was said earlier today -- and I fully agree -- that as
a country we are extraordinarily good about repairing
problems and recovering. We need to do a better job
on the proactive side, to get ahead of the problem
and put in place those mechanisms by which we can
lessen the effects of interdependencies in precipitating
cascading failures. Thank you.

Remarks of Mr. Little:
Thank you, Jim. Last but not least, countering the
influence of the University of Wisconsin, Rusty Lee,
who, oddly enough, comes from my alma mater. Rusty
is going to talk about work based on what they did in
New York following September 11 -- a very interesting
approach to do this. I think from his work and what
he has done with others have come some very useful
solutions.
Rusty is a staff research associate at Rensselaer
Polytechnic Institute -- now, as I understand, a member
of the Ivy League, which I find fascinating. He holds
an appointment as a special technical assistant to the
National Infrastructure Assurance Center at Argonne
National Laboratory. In case you haven’t figured it
out, this is a very incestuous business. Everyone is
related. He has worked on several grants dealing with
cascading failures. Prior to that, he spent 24 years in
the nuclear Navy. He was chief engineer on the James
Polk, a ballistic missile submarine, and recently was
awarded a Ph.D. in decision sciences and engineering
systems from RPI.

Wallace’s office that afternoon saying we had to do
something. I had joined the staff of the department
on August of 2001, and as of September 11, I had a
research topic. There are not a lot of Ph.D.s that have
a defining moment to their research.
We were fortunate, based on Professor Wallace’s
reputation, that we were awarded one of the early
small grants for exploratory research. Our original
intent was to work with Con Ed and Verizon, and look
at decision making within the corporate entities. How
were they solving the problems? We knew there were
going to be lots of people looking at the government
issues. But a lot of time Corporate America gets
overlooked.
Figure 95 is a quick list of the decisions they were
facing. The question at the bottom was the more
tangible thing that came out to me in what I wanted to
solve: What do you do first? How does my strategy get
affected by what everybody else is doing?
9/11 was a good case study, because, again, we were
dealing with two principal entities, both Con Ed and
Verizon. Their responses are nothing short of amazing.

Remarks of Mr. Lee:
Thank you, Richard. It’s a pleasure to be here, even if I
am the last speaker of the day. As Richard said, I hope
we offer some solutions based on some work we have
done following 9/11. I acknowledge my colleagues:
Professor Al Wallace, my thesis adviser and the PI on
our projects, and Professor John Mitchell.
Our research had a simple objective, which many of
the people in this room have echoed today. We wanted
to develop a tool that emergency managers could use,
those that are involved in system management. We
did not want a national solution. We did not want
something that was not useful to the people that are
on the ground. This thing had to be mathematically
sound, it had to be comprehensive, and it had to be
useful. The GIS was what we considered to be the
most useful interface for the operators.
Our motivation is simple. It’s what motivates many of
us in this room and has motivated many people long
before the 9/11 attacks. We were sitting in Professor

Figure 95
The ability they put together to recover Manhattan
and the systems was nothing short of phenomenal.
We have already seen this drawing once today (see Figure
96). I am giving the credit to Steve Rinaldi at Sandia.
Everybody has borrowed it. This is the traditional view
we have of our systems. We focused our work into
the civil infrastructure systems. We did not get into
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banking and finance, we did not get into emergency
service, because they rely on the infrastructures. The
civil systems were the key players.
But these systems, as we all know, are looked at as
independent. They are managed as independent
entities. But they are highly interconnected. My
viewpoint and my approach was simple: They have
always been modeled as networks. They all exist as
networks. Therefore, we would take a network flow
modeling approach -- supply nodes, demand nodes,
transshipment nodes. The only new piece we had
to capture and had to solve was, how do we reflect
interconnectedness?
An important part of the solution came from part
of my background. I am a product of Admiral
Rickover’s nuclear Navy. Every day, every minute
we operate, we are thinking interconnected; we are
thinking interdependent. You don’t operate one thing
without realizing its impact on something else. Being
a submariner, you have your primary system, your
backup system, your backup system for your backup
system, and, in case of failures, you know what you
have lost and how you recover. So that was the mindset
that I kind of brought to this research. It led to some
of the solutions we came up with.

Figure 96

Figure 97

So our approach had to have this multilayer view (see
Figure 97). It had to represent multi-organizational
management systems. The Verizon manager would
want to look at his system. He doesn’t want to see
some hybrid conceptual mess that doesn’t reflect
what he knows. That is how we came up with this
interdependent layered network model, the ILN. It
had to reflect the system of systems. It had to have
a good human-machine interface. It had to work for
cooperation and training. It could form the basis for
scenarios. We could train with this model. We could
play the “what ifs.”
As we went through the civil systems, and based on work
with people like Jim Peerenboom, Steve Rinaldi, and
models and data that existed, we identified five types of
interconnection between the civil systems (see Figure
98). The easiest and the most common is the “input
interdependency.” It’s a pump in a water system. If
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Figure 98
you modeled the power grid, the motor of this pump
would show up as a demand node in the power grid.
If you modeled the water system, the pump shows up
as a supplier or transshipment out in the water system.
So you simply have one component that is existing

simultaneously in two systems. The shaft that connects
motor to pump is the interdependency. It was that
simple. That was the approach we took.
“Mutual interdependence” came out of the RinaldiPeerenboom-Kelly paper that became the cornerstone
for much of the work in this area. It refers to the
situation where two systems connect bidirectionally.
The gas system feeds a power plant; the power grid,
somewhere down the road, feeds a gas compressor.
We initially included it in our formulations, but it
dissolved because it breaks down to just two input
dependencies.
A “shared interdependence” is what we have seen
in multi-commodity networks since the first day. We
have multiple commodities moving across a single
component within a system. They are all sharing use
of that particular node.

Figure 99

“Exclusive OR” is when we do the same kind of
operation, but we restrict access now to one type of
system or commodity. In New York City, we were
restricting use of some streets to the trucks, some
streets were buses only, things like that. That became
an “exclusive OR.” We are only going to allow one
commodity or one system to use this at a time.
“Collocated” is an interesting interdependency. It
affects the likelihood of multiple failures. It identifies a
set of components that might have failed or might have
been affected by an event.

Figure 100

Every great assessment tool needs a good acronym.
This was the acronym we came up with. Our system is
called MUNICIPAL (see Figure 99).
MUNICIPAL consists of its GIS interface, its
underlying database that contains the attributes of
all the components within it, the ILN model (the
interdependent layered network), and a vulnerability
and design module (see Figure 100). I am going to
explain each one of these.
The ILN simply provides an objective function (see
Figure 101). I kept the math modeling out of this. We
are looking at minimum flow across the problem and
minimizing unmet demands. The constraints include
capacity flow, input dependency, mutual dependency,

Figure 101
shared and exclusive, or they are design characteristics
of the system. Everything in that light blue box is the
built system. That’s how we built this thing originally
and how it operates.
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As we start restoration, we add temporary systems.
We add new lines, new generators, new this, new that.
They add constraints to our system. They add cost to
our objective function. We said, if we have this great
system that can decide what temporary systems to
install, why don’t we put in a task-scheduling module
at the bottom? In this particular case, we set it up by
reducing unmet demand across all the systems as fast
as possible. The governing question was how to best
use available resources from all my different groups.
As an example, we modeled Manhattan, from 60th
Street South. Just so everybody doesn’t think that we
successfully modeled 10 square miles of the United
States and declared victory, in my thesis there is also
the model of 800 square miles of the L.A. Basin that
was the area affected by the Northridge earthquake. I
had to prove this work was scalable and useful across
larger geographic areas.
The level of detail came from our work with Con Ed.
(see Figure 102). Con Ed was a valuable partner in
all of this. They were with us from the beginning.
The information flow varied in volume. Initially, they
were involved in what they thought was a criminal
investigation, and the amount of information they
were letting us have about their system was restricted.
This data, as you see it up here, is realistic, not real.
The system is designed and it could plug into the real
databases. It is close enough that the Con Ed engineers
are satisfied that this looks like their system.
That is the level of detail we modeled across that
area (see Figure 103). The phone system included 18

Figure 102
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switching offices, and 72 control environmental vaults.
Because I knew that whatever we did would probably
focus on the southern tip of Manhattan that is the
Financial District, I did a lot of detail work for 500
blocks down there.
We also included the subway system which gave
us another interdependent, connected system (see
Figure 104). One hundred fifteen stations and
700,000 morning commuters were built into the
system. So we built our model. We ran tests on
system function and proved the model was working.
To test the model’s ability to handle interdependent
system failures, we developed an input scenario (see
Figure 105). I didn’t want it to be 9/11-like, but I
wanted it to have some major impact. This dark area is
the Brooklyn-Battery Tunnel. Then scenario involved
the collapse of this tunnel. Our system does not care
about what causes system failure, only that an event
occurs that causes components to malfunction.

Figure 103

Figure 104

The scenario also included failure of a nearby power
substation. The line between two phone centers also
failed that connected the New York Stock Exchange
and other financial areas.
You introduce failures into the model. The model
then analyzes the resulting cascading disruptions and
indicates what has failed, what is operable, and what
unmet demands exist. Then you can ask the model
to help you recover. Our query was focused on what

Figure 105
to do within the area of southern Manhattan, from
the four nearest substations and the undisrupted areas
of the phone system. In this case, from the four, he
model determined where to run cables that would
be the shortest, fastest, and minimum number. We
iterated the model through four sets of decisions. We
noted that one substation was operating at capacity
limits and should not be used. We changed the rules,
the same way the decision makers in the emergency
management center in New York City would cope.
The model allowed us to stipulate that streets on the
West Side of Manhattan not be used. Based on new
rules and constraints the model was able to come up
with new options, new solutions.
We then took our final solution set and converted it
into a set of tasks, resources, requirements. Based on
this information, the model computes a schedule that
removes the unmet demands the fastest. In this case,
the model brought the subway system up first. The
phone system and the phone cables restoration was
scheduled to be completed on day four. From then on,
tasks included restoring residential service.

The priorities, again, can be set by the decision maker.
There is a set of weights for any demand node in the
system. Everybody puts in their votes on what has to
come up, and when, and how important it is. During
one of our progress meetings, the question was posed
to me by two of my advisers: What can this thing do
for risk? How can we change the world? Yes, it’s great
for restoration. You can use it for training. Wonderful.
We hope we don’t have a lot of 9/11s. Maybe we can
use it for maintenance planning, but there are bigger
issues here.
With this model that was designed to cascade down
through systems, it is also possible to run it backwards.
If I have a business, I can look at my phone system
connectivity between my locations. Usually, business
lines go to what is called a control environment vault,
where cables are bundled together. It then goes through
a higher feeder line into a switching center, like the
pictures Brent Greene showed of 140 West Street. As
a business person, I might contact my telecom provider
and say, “I want a second line. I want a redundant line,
completely independent.” Let’s say they provide this to
you. But they don’t factor in the power grid. If I were
to look at Con Ed’s power grid, and start backwardtracing the set of components that provide me with
power, I find an intersection. In this case, I would lose
both lines due to a single point power failure. I have
lost all redundancy. Adding the second line bought me
nothing. So these are some example cases, and there
were many cases from 9/11, where this type of backcalculation could be used.
But we wanted to take our tool a step further to help
with the location and design of new redundant lines.
We start again with our original and its connections to
power. We perform a backward-trace and note that
everything has failed. Since we don’t know before a
disaster which lines will fail, we might take a worst
case approach and fail them all. We then look at what
remains in our telecom system. From each of our
terminals, we propose a set of new connections based
on places we could tap into the system, a number of
places within a half-mile, or some reasonable distance
that is set by a decision maker. Within these constraints,
we ask the tool, does another path exist? In this case,
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Where we are going? (see Figure 107). We have
already done some testing with alternative solvers. I
would never be so bold as to say that I came up with
the best solution, so we are looking at alternatives. We
are looking at a system that would provide alternative
solutions. It’s nice to have the best solution, but what
about the next three alternatives? We are also looking
at tradeoffs. When you have a limited resource or
a limited capacity and you can only bring up one
infrastructure, say phone or subway or power, how
do we proceed? This is another issue we are looking
into.
Figure 106

Figure 107
I find one more path. So that is my truly redundant
path when I am looking at for communications and
power. This can work in any pair-wise infrastructure
combination you want to examine. It is also possible
to analyze multiples.
In my thesis and in a paper we’re currently writing, a
larger, more realistic case study is presented. Figure
106 is the same area of Manhattan, including the New
York Stock Exchange. We have a Morgan Stanley
office up at 57th Street. They have two paths, East Side
and West Side. Running the model we find that these
paths are not independent, there is not. Some of the
two paths’ switching offices and phones get their power
from the same substation. The tool takes a decision
maker through one step at a time to determine how to
break up interconnections to achieve a truly redundant
system.
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Robust designs -- there is a lot of work needed
addressing supply chains to make these more robust.
A supply chain isn’t helped by adding a warehouse that
is powered from the same source as one of your other
warehouses. So we are adding an important layer of
analysis to the assessment process.
We are looking into other flow systems. The supply
chain is our first priority. I would like to see this
eventually become a real decision-support system
that uses plain English such that the interface for the
user becomes plain English. At present you need to
be a math programmer, go into the software, add the
constraints, whatever. I would love to see it become a
real system.
In closing, I would like to acknowledge the support we
have received from the National Science Foundation.
Thank you.

Remarks of Mr. Little:
Thank you, Rusty, and our other panelists. I am
reminded of what we heard from General Honoré
this morning, his little dictum to see first, understand
first, and act first. I think, at least to my little brain
sitting here today, it’s obvious that we have come a
tremendous way in seeing first and understanding first.
We certainly have a lot of tools to help us understand
better. If we are going to get to some real solutions, we
need to get better with “acting first.” How do we turn
all this valuable work into things that will, in fact, make
systems better, make life better? Ultimately, I think
that is what this is all about. We want to minimize

disruption. We want to minimize human suffering.
We want to minimize economic loss. But I think we
still have a way to go.
We do have several minutes for questions. I have some
questions but I will defer to the audience, because you
have been more than patient, sitting and listening.

QUESTION & ANSWER SESSION:
DR. AMIN: Are you aware of new technology or
system design approaches that look promising for
averting cascading failures?
DR. NEWMAN: This goes along with one of the
questions that Richard posed to the panel, and that was
something along the lines of how design has affected
the likelihood of failures and what is promising in order
to mitigate future failures. I think that is basically what
you are asking. I would argue that, from our work -and it goes along with both of the other speakers ‑‑
there are three things that you basically want to do to
suppress the tail: The first is redundancy. The second
is distribution, meaning don’t have greatly centralized
nodes. Instead, you want the services or the facilities
distributed as widely as possible, because that means if
you have a failure in one, it’s not affecting as large an
area. The third is decoupling. You talked about this a
little bit in terms of the islanding issue.
The perfect system, one in which we really wouldn’t
have to worry about cascading failures, would take
us back to the Stone Age where everything is really
decoupled. We don’t want to do that. But having
the system able to do automated decoupling, so that
it isolates areas where the failures have occurred and
therefore keeps them localized is an approach that
should be implemented. That is the islanding issue
that you were talking about. I think those are the three
most promising things. One has to be very careful
with respect to what Rusty was talking about where
you think you don’t have a coupling, but you really do
through the interdependencies. I think that is a really
important thing that we overlook much of the time.
DR. LEE: We need to look at our infrastructure systems
from a “clean-slate” standpoint. If we were designing
the phone system today, with no legacy system that

started with switchboard technology and operators,
how would we do it using today’s technology? I submit,
the system would look quite different. The same is true
of the electrical grid. With older technology, it was
efficient to build large power plants. Today we would
prefer having 10 small ones if we didn’t have to worry
about siting and public policy issues. The L.A. area is
looking at building smaller, more localized-generation
facilities.
DR. PEERENBOOM: I might also add, it seems in
the electric power system that we have a better grasp on
how we can actually prevent these kinds of problems.
The islanding is a good example. We need to identify
similar types of shock absorbers or ways to mitigate
cascading problems in other infrastructures. There are
some parallels, but for some of the infrastructures, they
are not exactly parallel constructs.
DR. LITTLE: Also I wanted to add a thought that
someone on the previous panel brought up -- the
enormous path dependences we have in our present
infrastructures. This makes it extremely difficult but I
will just say difficult to redesign. The fact that we have
several trillion dollars’ worth of stuff in the ground
that we have already invested is a given. It would
be nice to smoosh it all together and lay out these
wonderful systems. But, unfortunately, to paraphrase
the erstwhile secretary of defense, you have to go with
the infrastructure you have. That is where we are. I
think that does, in fact, make it much more difficult.
Other questions?
DR. BAKER: Dr. Lee, have you run any analysis of
SCADA interdependencies and associated cascading
failures?
DR. LEE: I am just starting to go into the SCADA
systems. I kept my initial work very simple. We kept it
minimally complex, because we had to start somewhere.
Certainly, SCADA systems get us into larger regional
problems, especially when you are looking at power
and pipelines. With an outage that transcends political
boundaries, you are just into a big problem that there
is no management that exists over the entire affected
area. An important question is, if we had an overall
disaster monitoring and management system, who
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would it go to? Systems like mine could help with the
city of Cleveland problem to tell them how best to
install temporary power if they had it to do over again,
and not lose the whole system, or keep the system at
some minimum pressure.
DR. NEWMAN: Let me also respond. I will give you
a very crude answer, in the sense that it’s very crude
in the modeling. Can we actually try to put some
of the human decision-making components into the
models? It depends on how you use the information.
I am a firm believer that information is good, and
more information is better. But if you use that more
information to run your system more efficiently, then
it can be bad. Then what happens is, you say, “Oh, I
know everything about my system. I can run it right
at the very edge.” Then one small unexpected thing,
like the tree shorting out the line, can actually cause a
cascading failure even more quickly. So there are both
sides. Information is good, but how you use it can be
dangerous.
MR. LITTLE: Another question.
PARTICIPANT: A question for Dr. Lee. In the area
that you study, the electric system, it looks as if you
went from the distribution system maybe up into
subtransmission system. But did you go any higher,
looking at alternative service routes, up into the
transmission substation level?
DR. LEE: Again, I was modeling a relatively small
geographic -- this was 10 square miles we did of
Manhattan. Professor Wallace was very strong in
pushing me to not make this be the New York City
solution. But you certainly could pick up transmission.
In our L.A. work we are looking at a much larger area
and we end up with everything existing on three layers.
In this case, power is modeled at the transmission level
in which substations become the demand nodes. Going
down one layer, the transmission side drops out. The
substations are now the supply nodes at that next view.
Our model is geared to how the management structure
works on each level and how operators view the system
and their necessary level of detail.
PARTICIPANT: Are you modeling the entire water
department or just certain sectors of it.
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DR. LEE: In the Los Angeles case, we modeled power,
water, gas, sewer, and telecom.
PARTICIPANT: For the entire city?
DR. LEE: For roughly 800 square miles of L.A.
County. If you look at the outage area that Northridge
hit, that is what we picked, the set of counties and
regions down to Long Beach.
PARTICIPANT: Thank you.
MR. LITTLE: Last question.
PARTICIPANT: I was just going to ask Rusty, you
mentioned that your ambition is to develop the tools to
be used by other than mathematicians and engineers.
What has been the response of emergency managers
to the material you have developed so far?
DR. LEE: I presented this to Con Ed. Con Ed was
very impressed. I was presenting in the same timeframe
that they were having all the feeder failures. They said,
“Wow, this is really good.” They have a lot of data,
but it’s not easy to merge. They are looking at this as a
very good tool. The emergency management agencies
are an interesting nut to crack. My background in
emergency management was in Navy teams where
everyone that owned the infrastructure was wearing
the same-colored suit. Within the Office of Emergency
Management in New York City, there isn’t a decision
maker. There are priority setters. Since Con Ed does
not answer to the mayor directly they have an entirely
different decision structure.
As far as allowing the infrastructure system managers
to collaborate and work together, I think they all want
to do this. However, putting an entity in the middle,
whether it is a DHS or local office of homeland security
to be the referee on design or vulnerability issues is
difficult. Nobody wants everybody else to see their data.
I should remind you that our only case experience has
been with New York City and New York State.
That is something I want to explore – adapting the
tool for decision support applications. There are a lot
of pressures and a lot of priorities and a lot of things
coming in from a lot of directions.
MR. LITTLE: Let’s thank our speakers again.
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Remarks of Dr. Benson:
Earlier this morning, you may remember, I was first up
to get the day started and set the stage for the program.
It’s fitting that I provide some closing thoughts on what
we’ve covered. My colleague, Dr. Robert Reid, who
is dean of the College of Business at James Madison
University, and I were given the challenge of doing the
closing and a summary. That is quite a foreboding job
at the moment. I think, actually, the last panel did an
excellent job of summarizing for the day.
I would like to say a very special thank you to all the
speakers and all the panelists today. The informed
discourse that we have been engaged in has been very
challenging. Hopefully, it has caused us all to look
at things in a different manner, think of things in a
different way, and will push us forward in terms of
action.
My own perspective -- I am a dean of a college that
has “integrated” in its name, and so there is certainly
that commitment. My professional background is in
psychology, so I am going to bring that perspective to
my observations. My colleague, Dr. Reid, will bring
the business perspective.
One of the things that I would remark on, much like
General Honoré’s “see first, understand first, act first”
this morning, can be put in the form of an alliteration.
Throughout today’s discussions I have picked up
the following ideas: be proactive, preparedness,
partnerships, and prevention. I think those four P’s
have been a theme that has cut through all of what we
have done today.
An observation that I made is that we are learning
a lot from histories and case studies. We have made
considerable progress in developing and testing models
based on these, and particularly models of complex
systems. I was please to hear some of my colleagues
reference models that we have, even from other areas
such as biological sciences and psychology, applied to
improving our understanding complex systems. We
even have developed some tools and guides, that can
be applied to improving our infrastructure systems.

The question at this point in time is, what do we need
to move forward? Part of that is understanding. But
it is clear we need a true buy-in in terms of complex
system modeling and real improvements. Dr. Reid and
I are going to share a few observations on future steps.

Remarks of Dr. Reid:
I would like to talk about a couple of things, partnership
and leadership. We certainly heard a lot about both
today. In the partnership area, it is a real challenge to
bring the many levels of government together with the
private sector, the technical community, et cetera. Let
me focus on the private sector. Today, we heard today
a lot of people mention that we need to get the private
sector more involved; we need to lean on them a lot
harder.
I think the private sector is very good at figuring out
what their risks are and what dollars are needed and
what returns are needed. But at the same time, I
think they oftentimes have very flawed assumptions. I
think that’s what you in the infrastructure assurance
community can bring to the table. You can help them
see where their assumptions are flawed. You can help
them quantify the variables. You can help them build
the models. You can help them determine the financial
impact of various events. I think, try as they can, they
sometimes have a very flawed approach to that.
The second observation I would make is regarding
leadership. We heard one speaker this morning make
a reference that what we need is someone who will
stand up and lead, and say, “This is what we are going
to get done.” From my view, that is certainly ideal, but
very unlikely to occur, and if it does occur, we are very
unlikely to listen to him or her.
So I would suggest that each of you is a leader in your
own right. You each operate in your own spheres of
concern and circles of influence. I would urge you to
think about your circle of influence and your way of
making sure that we don’t have this same conversation
a year from now or five years from now. As one person
mentioned today, 50 years ago we were having the
same conversation. I would urge you to say, “What can
I do within my circle of influence in the next two days?
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What can I do in the next seven days? What can I do
in the next 14 days?” Beyond that, I think it’s just a lot
of good intentions that won’t be executed.

Remarks of Dr. Benson:
The last thing I would add is, relates to the area of
prevention. I would like to draw a parallel based on
my background in mental health. As you think about
prevention and resilience, the question keeps coming
up: Why would we invest in enhancing the capacity
of our systems so that they don’t fail, so that we don’t
see the cascading effects? It is always that issue of
investing money in something that you can’t see. In
mental health, we have fought this battle for decades,
in terms of investing in prevention. We are willing to
invest when there is a problem, when there is a disease,
when there is a pathology. We are not likely to invest in
system enhancements, because we don’t see the product
that comes out of that or we don’t fully understand and
appreciate the resulting product improvement.
So I think that is an issue that we are all going to have to
face as we do as Bob says -- go out and try to influence
within our own spheres.
I think Mr. Knickrehm is going to come back up.
But before we finish, I particularly want to thank the
National Academies, the National Research Council,
and Institute for Infrastructure and Information
Assurance at James Madison University.
I hope you have found the day as productive as we
have. I hope you have established some new friends
and some new networks. We will go forward and work
together and make a difference.
Thank you.

Closing- Mr. Knickrehm:
I am only going to come up to say that I couldn’t close
any better than that. You all have a nice evening and
safe travels.
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F

rom the response to a Call for Papers on the Symposium topics, here are the
abstracts selected either for presentation, posters or inclusion in the 2007
Symposium Proceedings. Following the abstract, you’ll find a brief bio and
contact information for the author. For a list of the posters available in the
Great Hall during breaks and lunch, please see page 3 of this program.
Panel One: Cascading Failure
Examples and Case Studies
Cascading Failures: Identification,
Mitigation, and Interruption at Critical
Facilities
Since September 11, 2001, most public jurisdictions,
infrastructure organizations, and larger private
firms have conducted risk, vulnerability, or security
assessments using a wide variety of methodologies. One
result of these assessments is the identification of each
organization’s most critical facilities. However, many
of these methodologies do not press the organizations
to look, in-depth, outside their property lines during
the assessments, either at critical upstream service
suppliers or at downstream customers. Therefore, in
most instances, these organizations do not have a good
understanding of the vulnerabilities and risks to which
their important suppliers are exposed or the impacts of
their system’s failures on critical customers.
This paper documents an organized approach to
examining four lifeline infrastructures’ products
and services to an organization’s critical facilities,
regardless of the type, and service to subsequent
critical facilities. Each infrastructure (communications,
energy, transportation, and water) service delivery is
examined from a number of perspectives: physical;
cyber control and communications; organizational;
and institutional. Emphasis is placed on interrupting
chains of interdependencies among the infrastructures
for both cascading and feedback loop failures.
Examples of actual findings and results using this
organized approach will be discussed. These are
based on a number of empirical, “on-the-ground,”
evaluations completed by the authors: the National
Capital Region (Hurricane Isabel – 2003), central
Florida (2004 Atlantic Hurricane Season), and an
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infrastructure resilience assessment of the City of
Danville, Virginia (2006). The paper also will provide
information from an ongoing critical infrastructure
resiliency project in the Hampton Roads region of
Virginia.
Authors: John E. Bigger, Michael Willingham, and
Fred Krimgold, Advanced Research Institute, Virginia
Polytechnic Institute and State University. Contact:
mwilling@vt.edu
John Bigger has over 30 years project and program management
experience in the electric utility and energy fields, including ten years
of engineering experience at the Los Angeles Department of Water
and Power and twenty-one years managing energy technology
research, development, demonstration, and integration projects at
the Electric Power Research Institute, Palo Alto, California. In
September 2000, Mr. Bigger was appointed Adjunct Professor at
Virginia Tech, where he has conducted research studies of energy
infrastructures organizations, their security, vulnerabilities, and
organization for the Advanced Research Institute (ARI). Mr.
Bigger has a B.S. degree from Iowa State University and a
M.S. degree from the University of Southern California, both in
electrical engineering.
For paper see page 114.

Too Important to Fail
The looming threats of large geomagnetic storms and
other high-altitude disturbances with modern electric
power grids may produce significant damage to critical
infrastructure. This paper is a reprint from Space
Weather, AGU’s International Journal of Research
and Applications, May 18, 2005
Authors: John G. Kappenman and William A.
Radasky
For Mr. Kappenman’s bio, please see page 254.
For paper see page 125.

Dynamics of Recovery of Coupled
Infrastructures following a Natural Disaster
or Malicious Insult
The interdependency between infrastructures
comprising our country is reasonably well understood
on a qualitative level under steady state conditions.
Modeling the response of the infrastructure to predict
its temporal behavior following a massive perturbation
to the system, for example, the electromagnetic pulse
produced at a high altitude nuclear detonation, is
challenging. Studies reveal that large systems can
be susceptible to nuclear-induced high altitude
electromagnetic pulses (HEMP) and that when large
systems such as infrastructures are coupled in such a
way that the control of each one depends on the state
of the other, new control paradigms may be necessary
to insure survivability.
Author: Ira Kohlberg, Kohlberg Associates, Inc.,
Reston, Virginia. Contact: ikohlber@ida.org
For Dr. Kohlberg’s bio see page 259.
For paper see page 129.

Cascading Infrastructure Failures resulting
from the Kocaeli, Turkey Earthquake of 1999
In this paper, we present a case study of catastrophic
infrastructure failure resulting from the Kocaeli
earthquake in Turkey in 1999. Based on extensive
field research, the authors provide an hour-by-hour
account of how this earthquake led to extraordinary
releases of hazardous chemicals and to an oil refinery
conflagration which took 7 days to bring under control
and required an international fire-fighting team. The
failures involved the interactions of a number of
systems, including industrial facilities, the emergency
response system, local community infrastructure, and
the environment.
Of particular interest is the fact that the industrial
facilities studied were fairly well prepared for an
accidental release of a hazardous material during
normal circumstances. Each had mitigation systems
for preventing and controlling hazmat releases. The
refinery had an established fire-fighting team, including

its own fire trucks and firefighting equipment, as well
as trained personnel. All workers received emergency
response training, were familiarized with hazmat
emergency response procedures, and carried out
regular training activities during the year. Similarly,
the chemical plant had a well-established emergency
management system including extensive safety and
mitigation measures for hazmats, a trained team of
personnel with equipment to respond to toxic releases
and fires, and had performed off-site consequence
analysis of potential accidental chemical releases.
Yet, when the earthquake struck, these facilities were
unable to prevent hazmat releases, nor control them
once they occurred. In this paper, we analyze how
the releases occurred, how the response to them was
handled, and how infrastructure interactions helped to
both trigger the releases and exacerbate the problems in
responding to them. In doing so, we employ a systems
analysis approach, allowing us to analyze the types of
the failures which occurred, as well as the set of interconnected system relationships which contributed to
the catastrophic conditions which accompanied the
earthquake.
Authors: Laura J. Steinberg; Ana Maria Cruz.
Contact: lauras@engr.smu.edu
For Dr. Steinberg’s bio, please see page 255.
No paper or poster available.

Panel Two: Multiple Hazards and
Vulnerable Intersections
Peak Oil Ramifications for the Energy
Infrastructure
The United States is the single largest consumer of oil in
the world. In 2004, the U.S. burned 20.7 million barrels
of oil per day, more than three times the amount of the
world’s second largest oil consumer. With its large land
area and relatively small population, the United States
has developed a complex transportation infrastructure
of railways and roadways interconnecting seaports,
cities, and rural towns, allowing the population to
disperse across the continent while enjoying a decentralized economy. Currently, greater than 95
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percent of the vehicles necessary to support the
American lifestyle are powered by petroleum products,
and nearly all of the Nation’s inhabitants are addicted
to oil.
The economic problems associated with the loss of oil
were clearly illustrated in the United States in 1973 and
again in 1979 when the Organization of Petroleum
Exporting Countries (OPEC) reduced oil production,
raised the price of crude, and sent the United States
into a crisis. At that time, OPEC had five member
nations and controlled roughly 30 percent of the oil
market. Today, OPEC has 11 members and controls
80 percent of all oil remaining on this planet.
The United States holds approximately 2 percent of the
global oil reserves within its boundaries, and consumes
25 percent of the annual global oil production. The
U.S. currently imports 60 percent of the oil it consumes,
with about than half of all U.S. oil imports coming
from OPEC members. Of the top four OPEC oil
producers (Saudi Arabia, Iran, Iraq, and Venezuela),
the U.S. has had conflict with three of them.
If the United States is abruptly cut-off from oil
imports, or if the Nation’s oil refineries are disabled,
the entire distribution infrastructure will grind to a
halt and our economy will collapse. The production
and distribution of food will be impacted severely, raw
materials and finished goods will not be shipped to
and from factories, people will not be able to commute
to and from their jobs, and the United States Armed
Forces will be crippled.
Energy for the transportation sector is a matter of
National Security, and preparations should begin
immediately to ensure that a suitable alternative
fuel can be brought online in the event of such an
emergency.
Author: Christopher Bachmann, James Madison
University. Contact: bachmacg@jmu.edu
In 2004, Dr. Christopher Bachmann joined the James Madison
University’s Department of Integrated Science and Technology
as a faculty member in the Biotechnology Sector. He continues
to teach the intricacies of medical research and biotechnology in
the new millennium, but his interest in motorcycles has never left
him. In 2005 his academic pursuits came full circle when he
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accepted the nomination to become Co-Director of the Alternative
Fuel Vehicles Laboratory (along with Dr. C.J. Brodrick), where
he and his colleagues are currently involved in the design of a
small-scale biodiesel refinery, the development of an alternative
energy outreach program, and the construction of a biodiesel
three-wheeler.
For poster see page 236.

U.S. Chemical Infrastructure: Vulnerability
Impacts Related to Supply Disruptions and
Toxic Releases
Chemical infrastructure supply disruption studies
have focused on toxic chemical releases. Although
casualty consequence deserves primary emphasis,
chemical infrastructure supply disruptions and their
associated economic impacts demand the same level
of consideration as disruptions in other infrastructures,
such as electric power, natural gas, and water.
Author: Douglas Marqueen, U.S. Department of
Defense/Naval Surface Warfare Center/Mission
Assurance Division, Dahlgren,Virginia. Contact:
douglas.marqueen@navy.mil
Douglas C. Marqueen is a Chemical Engineer with the
Department of Defense (DoD) at the Naval Surface Warfare
Center Dahlgren Division (NSWCDD), Dahlgren, Virginia,
engaged in chemical infrastructure characterization, analysis,
and vulnerability assessment, relating to matters of Homeland
Defense and Mission Assurance. Prior to joining DoD in June,
2003, Mr. Marqueen worked for 31 years in the chemical and
food industries, mostly with BASF Corporation. Mr. Marqueen’s
experience includes process engineering, project engineering
and management, chemical site master planning, and capital
project development and evaluation. He holds an M.B.A. in
Management and an M.Eng. in Chemical Engineering from New
York University and a B.S. in Chemistry from State University
of New York at Stony Brook.
For paper see page 140; For poster see page 242.

Internet Backbone: Cascading Router
Failures
The Internet backbone infrastructure consists
essentially of islands of routers, called autonomous
systems (AS’s). Traffic within an AS is routed by internal
routers that run the standard RIP or OSPF protocol.
Traffic between AS’s is routed by external routers.
These external routers are located on the edges of
ASs and run the standard BGP protocol. To carry out
their inter-AS routing, groups of BGP routers interact
extensively. BGP routers are subject to breakdown
vulnerabilities which could lead to cascading failures.
Author: Belka Kraimeche, James Madison University.
Contact: kraimebx@jmu.edu
Belka Kraimeche is a Professor in the Department of Integrated
Science & Technology and the Department of Computer Science
at James Madison University. Prior to joining JMU in 2004,
he had spent 22 years on the full-time faculty of Stevens Institute
of Technology (telecom management), the Washington State
University (EE/CS), the Cooper Union (EE), Pratt Institute
(EE), and Al Akhawayn University in Morocco (EE/CS).
While at Cooper, Pratt and Stevens, he also served as Adjunct
faculty in EE and research associate at Columbia University. He
also was a member of technical staff and consultant at Bellcore
(Telcordia) for several years. He holds Ph.D. and M.S. degrees
in EE from Columbia University, and an M.S. in Computer
Science from Pratt Institute.
No paper or poster available.

Panel Three: Cascading Failure
Assessment and Modeling
Modeling the “Electronic Cloud”
Electronic devices, particularly wireless phones, are
a natural first that effectees try to reach when facing
disaster. Such devices have proliferated in recent
years in type and capabilities and an array of wireless
communications services are used by an everyday
crowd for various voice, video and data exchanges.
These devices are designed for various frequency bands
and networks architectures. Examples of frequency
spectrums are the ISM band (e.g., 2.4 GHz), the U-NII
band (5.8 GHz), commercial PCS bands (e.g., 1900

MHz), broadband Internet access (e.g., 28 GHz) and
soon the ultrawide band (UWB 3.1-10.6 GHz). The
network architectures in use range anywhere from
personal area networks (e.g., IEEE 802.15 standards),
to local area networks (e.g., Wi-Fi), to cellular phones
(e.g., GPRS). The devices emit various levels of powers.
When a large number of such devices are turned on
together in a chaotic environment, their behavior is
unknown as there is an unknown number and level
of direct and crossband interferences. In this paper,
we will propose a model for the simulation of such a
situation, we term as ‘electronic crowd’. The simulation
modeling has two different aspects that integrate in
order to provide the required realistic model for study.
These two aspects relate to modeling the wireless
channel when the environment is changing rapidly
(chaos, falling building, electrical utilities disturbance)
and when a very large number of devices are turned
ON together.
The purpose of this research is to identify bottlenecks
and make recommendations for the homeland security
department to require public communications devices
to have certain features that can be turned on during
emergencies.
Author: Aftab Ahmad, Nortfolk State University.
Contact: aahmad@nsu.edu
Dr. Aftab Ahmad is an Associate Professor in the Computer
Science department at NSU. His research interests include wireless
communications systems design and simulation of probablistic
systems. Dr. Ahmad is the author of two books and about 50
papers in this area. He teaches courses on wireless networking,
computer graphics and computer architecture.
No paper or poster available.

Modeling Human Infrastructure
Multiple networks, countless nodes, single-points of
failure, and complex systems are terms common in the
understanding of infrastructure interdependencies.
However, the profound attributes associated with
complexity theory and infrastructure interdependencies
are not limited to bits, bytes, and equipment but can be
associated with the human infrastructure. Organizations
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critical to the continued operation of our society are
just as critical as our emergency medical services and
power systems. The community is the best example
of the human infrastructure because it is at the center
of emergency preparedness, response, and recovery
and it contains the core organizations characteristic
of the human infrastructure. To precisely institute
protective measures the human infrastructure needs to
be effectively modeled. There are several visualization
methods that can be employed to depict the attributes,
behavior, and vulnerability of the critical human
infrastructure.
One method of modeling the human infrastructure is
through a technological medium. Based on existing, off
the shelf modeling software with the appropriate data
a modeler could portray a community as a microcosm
of the human infrastructure with regard to its ability
to prepare and respond to emergencies. This capacity
resides not only in the emergency response but in the
community’s capacity to cull volunteers, resources, and
recover business.
Another method of modeling the human infrastructure
is by integrating the aforesaid method in depicting
the relationships within and among communities.
In doing so, the researcher can portray the
interdependencies among the human, physical, and
cyber infrastructures.
The act of modeling the human infrastructure,
though vital to protection initiatives would require
extensive data requirements and a constant update of
data. Modeling systems need to be intuitive to fight
data obsolescence by integrating the best practices of
organizational behavior, psychology, sociology, and
demography.
Author: Joshua Barnes, MSA Inc. Contact: barnesjj@
gmail.com
Mr. Joshua Barnes has been engaged in preparedness related
research, planning, and teaching for the past several years. With a
degree in Geographic Science from James Madison University, he
has published insightful articles in both national and internationallevel professional journals. Currently serving as a key member of
the Department of Health and Human Services Headquarters
and Center for Medicare and Medicaid Services Continuity
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Of Operations Program Teams, he continues his research into
a variety of community-based preparedness initiatives. He has
presented on matters related to infrastructure interdependence,
community preparedness, and Continuity of Operations in local,
state, national, and international arenas including the second and
third Annual IIIA Research Symposiums.
No paper or poster available.

Multi-phased
Prediction

Criticality

Analysis

and

Homeland Security efforts have been primarily focused
on procurement of emergency equipment continuing
a reactive, response oriented tradition historically
proven ineffective in large-scale disasters. To date,
infrastructure analysis and predictive modeling for
disaster impacts are largely academic studies with
little operational relevancy. Hindsight has shown that
broad predictions and warnings of damage have not
improved local planners’ and emergency managers’
capability. An operational process is needed whereby
local decision makers can understand and predict the
time-phased, dependency-driven impact of regional
infrastructure failures.
An in-depth assessment of regional infrastructures,
resulting in the prediction of cascading effects of
infrastructure failures, will enable better decision
making. For example, an emergency manager is
faced with an explosion at a water treatment plant.
The immediate reaction is to get the injured to the
nearest hospital trauma center. However, the missing
information for the emergency manager is which
hospitals will soon be impacted by the loss of the failed
plant. Taking injured to an impacted hospital sets up a
new crisis when the hospital must be evacuated due to
lack of water. Understanding these interdependencies
allows the manager to make informed decisions,
stopping these failure cascades by proactive actions.
Strategic Planner Integrating Regional Infrastructure
Technology (SPIRIT) uses a multi-staged solution
to this issue. First, each infrastructure segment is
analyzed to identify the nodes critical to its mission.
These segments are then plotted geospatially to

show their interdependencies. SPIRIT then predicts
infrastructure failures based on relational models.
Nodal criticality and failure are shown chronologically
to reflect the eventual depletion of back-up systems,
and so emphasizes proactivity. After a complex grading
process, the results are simplified into a color-coded
system that allows a decision maker to look at impacted
nodes and recognize situational trends.
Authors: K.K. Spero, D.L. Clark, and A.R. Nunes,
General Atomics. Contact: duke.clark@gat.com
For Mr. Clark’s bio, please see page 258.
For paper see page 145.

create repair capabilities that model availability of
repair personnel, communication requirements and
uncertainty. A Monte Carlo simulation is currently
used to generate data.
This tool is well suited for use by smaller communities to
do community resilence planning. NSRAM emphasizes
simultaneous interactivity among infrastructures, and
in concert with its unique repair capability, it will help
illuminate the potential consequences of different
events and allow communities to plan accordingly.
Author: Taz Daughtrey, James Madison University.
Contact: daughtht@jmu.edu
For Mr. Daughtrey’s bio, please see page 258.

Modeling Infrastructure Interdependencies: A
Tool to Help Assess Community Resilience
This paper addresses the problems associated with small
community resilence planning, provides a description
of a modeling tool currently under development, and
suggests how that tool might facilitate community
planning.
The Institute for Infrastructure and Information
Assurance at James Madison University has developed
a prototype agent-based modeling tool (NSRAM) for
determining the probability of failure and repair/
recovery time of complex systems. The invention models
a system of discrete interconnected infrastructures (such
as electrical grids, communications, roads, or waterways)
through the use of agents. Multiple infrastructures are
visualized through a set of superimposed graphical
layers. Each agent in the model represents a different
element in an infrastructure. For example, in an
electrical infrastructure the various agents could consist
of transformers, substations, high voltage transmission
lines, etc. Each agent follows a set of rules on how to
‘behave’ in the modeled environment. The rules that
agents follow include interactions between multiple
infrastructures. As events are introduced (power
surge, power failure) the agents’ response is driven by
these rules. The goal of this software application is
to assist in Probabilistic Risk Assessments. Through
the collection of data based on the models, the tool
can support risk mitigation by allowing modelers to

For poster see page 237.

Pandemic Influenza Modeling: System
Dynamics Employed as a Planning Tool for a
Rural Virginia Hospital
Hospitals across the United States have been
struggling with preparation for a pandemic flu surge
since the first fatality from H5N1 Avian influenza
in 1997. Spreadsheet models, such as the Center
for Disease Control’s FluSurge, estimate patient
numbers, required ventilators, and beds. While data
from FluSurge and similar pandemic flu planning
programs are useful foundations for planning, the
model described in this article provides hospital
administrators with reliable estimates of resource
availability and patient care thresholds. Factors such
as staffing, hours of care per patient, and staff shift
duration have major impacts on patient capacity.
This model allows officials to examine staffing policies
and evaluate potential changes to hospital standard
of care practices when faced with pandemic influenza
patient surge.
Authors: Matthew Harrison, Patsy Salyers, David
Martin, James Madison University
For authors’ bios please see page 163.
For paper see page 156.
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Modeling the Public Safety Wireless Network
Public Safety Wireless Network (PSWN) is a critical
infrastructure relied upon by the public safety and
emergency management personnel for their daily,
special-event, and disaster response operations.
Modeling and simulation are valuable tools for
emergency management, and they can be used for
vulnerability assessment, training, and decision
support. This paper presents our research and a
case study whose main objective was to construct
and validate a conceptual model to characterize the
consequences on PSWN services caused by major
changes on the communication infrastructure and/
or user traffic load.
This research has identified some key requirements and
constructed a preliminary model to characterize the
structural, operation, and performance characteristics
of PSWN. The Unified Modeling Language (UML)
was used as the primary model description method,
especially to describe the structural, quality of service,
and fault tolerance aspects of the infrastructure.
Call handling capacity and radio coverage were
two critical characteristics modeled using existing
communication modeling tools. Interoperability was
another high-priority area studied.
Authors: Chung-Chu “George” Hsieh, Norfolk State
University, Norfolk, VA; Terry O. Traylor, U.S. Marine
Corps, Camp Pendleton, CA. Contact: ghsieh@nsu.
edu
Chung-Chu Hsieh is an Associate Professor in the Computer
Science department at Norfolk State University. He received
a BS degree in nuclear engineering from National Tsing Hua
University; MS and Ph.D. degrees in computer science from
Northwestern University. From 1982 to 2001, he was with Bell
Labs, AT&T and Lucent Technologies, Inc.
Terry O. Traylor is a First Lieutenant on active duty with the
U.S. Marine Corps assigned to Camp Pendleton, CA. He is
currently studying Space Systems Operations through the Naval
Post-Graduate School. He received a BS degree in applied
mathematics from Norfolk State University.
For paper see page 165; For poster see page 241.
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Percolation Theory of Coupled
Infrastructures
The U.S. is faced with maintaining the health and
welfare of interconnected and interactive infrastructures
during natural disasters and terrorist attacks. Robust
tools to meet these challenges are required. One of
the most important tools is quantifying the resilience
of our interacting infrastructure components and
sensor networks in both the ambient (normal) and
perturbed states. Under stressed conditions it is
absolutely essential to dynamically assess the situation
and provide the allocation of resources to optimize
the response. Detailed modeling of the components
of the infrastructure is out of the question. The first
order of business is determining the condition when
an infrastructure or sensor system breaks down—it
no longer can meet its functional requirements. In
this paper we assume that an infrastructure can be
modeled as a network, and that under attack the
network be analyzed as a random graph. We propose
that connectedness—the ability to support a network
spanning cluster, be a measure of its ability to resist
insult. The new feature of this work is to illustrate how
to apply percolation theory to assess the connectedness
of coupled infrastructures.
Author: Ira Kohlberg, Kohlberg Associates, Inc.,
Reston, Virginia. Contact: ikohlber@ida.org
For Dr. Kohlberg’s bio see page 259.
For paper see page 173.

Critical Infrastructure Emergency Support
System
A web-based system that provides emergency firstresponders and response planners with preparation and
training for emergencies at critical infrastructure and
facilities as well as support during actual emergencies is
presented. The system enables interactive 3D and 2D
visualization of critical facilities.
The system is fully integrated with a Geographical
Information System and chemical plume simulation
capability. Intelligent agents enable effective knowledge
capture, dissemination, and renewal and provide

guidance to the user in the context of emergency
situation at hand. The system addresses emergency
responders’ needs with an easy to deploy, scaleable,
seamlessly integrated and fully interactive intelligent
and visually compelling solution.
Author: Ayman Wasfy, Hampton University. Contact:
ayman.wasfy@hamptonu.edu
Dr. Ayman Wasfy’s experience comes from a consulting,
research, academic and industry practice career of over 15 years.
His career highlights include winning and directing high-tech
consulting and R&D projects and establishing profitable and
innovative technologies. Dr. Wasfy directed the development of
next-generation Web-based virtual engineering and knowledge
applications, which integrate Virtual Reality, Physics-Based
Modeling, and Artificial Intelligence in an innovative way to
provide effective engineering knowledge sharing and renewal.
For paper see page 178.

Thermopile-Based Indoor Air Quality
Sensors
The feasibility of using the heat released or absorbed
when airborne pollutants react with chemical
compounds applied to the surface of a very sensitive
thermopile temperature sensor is being investigated.
A 36-junction bismuth – antimony thermopile was
designed and fabricated on polyimide membranes (≤ 50
μm in thickness) that were supported by an aluminum
substrate using thermal evaporation to deposit both
metals and conventional photolithographic techniques
to produce the patterning. The overall chip size was
9 mm by _12 mm and approximately 2 mm thick,
and the device had a mass less than 0.5 gram. The
feasibility of using this system was tested using the
reaction between copper oxalate and ammonia. A
copper oxalate coated sensor was able to detect a pulse
containing a few parts per million ammonia vapor
added to the test chamber.
Authors: Thomas C. DeVore, Patrick Olin, Maura
Goodrich, W. Gene Tucker, David Lawrence, George
L. Coffman, James Madison University.
Contact: devoretc@jmu.edu
For authors’ bios please see page 188.
For paper see page 183; For poster see page 248.

Panel Four: Cascading Failure
Solutions
Controlling Cascading Failure:
Understanding the Vulnerabilities of
Interconnected Infrastructures
Civil infrastructures are vital public artifacts that
support a nation’s economy and quality of life. They
represent a massive capital investment, and, at the
same time, constitute an economic engine of enormous
power. Modern economies rely on the ability to move
goods, people, and information safely and reliably.
Consequently, it is of the utmost importance to
government, business, and the public at-large that the
flow of services provided by a nation’s infrastructure
continues unimpeded in the face of a broad range of
natural and man-made hazards.
This linkage between systems and services is critical to
any discussion of infrastructure. Although it may be
the hardware (i.e., the highways, pipes, transmission
lines, communication satellites, and network servers)
that is the initial focus of discussions of infrastructure,
it is actually the services that these systems provide
that are of real value to the public. Therefore, high
among the concerns in protecting these systems from
harm is ensuring the continuity (or at least the rapid
restoration) of service.
Author: Richard G. Little, Director, Keston Institute
for Public Finance and Infrastructure Policy, University
of Southern California
For Mr. Little’s bio please see page 259.
For paper see page 189.
An Analysis of Homeless Shelter Emergency
Preparedness in Richmond Virginia
Maintaining national infrastructure has become a
prominent focus of media coverage and public policy
in the wake of the September 11, 2001 terrorist attacks
in New York City and Hurricane Katrina of August
29, 2005. Concern has shifted to include human
survivability in addition to infrastructure survivability
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of physical systems necessary for the United States’
economic and social survival. The National Strategy
for the Physical Protection of Critical Infrastructures
and Key Assets states that the primary functions of the
policy include protecting national security missions,
public health, and safety. Additionally, the National
Strategy recommends reinforcing state and local
governments’ capacities to deliver essential public
services, protect the private sector, and to improve
public confidence and morale. This researcher posits
that emergency preparedness, disaster mitigation,
and casualty prevention in urban homeless shelters
coincide with National Strategy goals for public health
infrastructure. This paper will assesses public policy in
the context of national infrastructure protection and
National Response Plan tactics. In an effort to provide
specific recommendations to the private communitybased organizations supporting the homeless in
Richmond, VA, this research compares the merits and
feasibility of shelter in place versus evacuation strategies
in a variety of catastrophic incidents. Richmond was
selected for study because sheltered and unsheltered
homeless persons account for nearly one out of every
200 citizens. The city’s size and availability of services
for the homeless community constitute a sound basis
for creating a model with nationwide applications.
Author: Matthew Harrison, James Madison University.
Contact: harri3ml@jmu.edu
Mr. Harrison is currently enrolled in James Madison University’s
Integrated Science and Technology Graduate Program.
For paper see page 204; For poster see page 239.

Understanding the Risk of Cascading Failure
in Interacting Infrastructure Systems
Critical infrastructures such as power transmission
networks and communication systems display many
of the characteristic properties of complex systems.
They exhibit infrequent large cascading failures that
often obey a power law distribution in their probability
versus size. This power law behavior suggests that
conventional risk analysis does not apply to these
systems. It is thought that some of this behavior
comes from different parts of the systems interacting
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with each other both in space and time. While these
complex infrastructure systems can exhibit these
characteristics on their own, in reality these individual
infrastructure systems interact with each other in even
more complicated ways. This interaction can lead to
increased or decreased risk of failure in the individual
systems. To investigate this, we couple two complex
system models and explore the effect of the coupling
on the characteristic properties of the systems. These
properties are contrasted between interacting and noninteracting infrastructures and thoughts about what can
be done to reduce the risk of large cascading failures in
the context of complex systems will be presented.
Author: David Newman, Center for Complex Systems
Studies, University of Alaska Fairbanks. Contact:
ffden@uaf.edu
For Dr. Newman’s bio, please see page 260.
No paper or poster available.

Cross-Sector Interdependencies and
Cascading Failures
Traditional analysis of cross-sector interdependencies
involves characterizing infrastructure-to-infrastructure
linkages to identify the key infrastructure components
that, if lost or degraded, could adversely affect the
performance of other infrastructures. Such analysis is
motivated by the recognition that a series of incidents
could interact (cascade) across critical infrastructures
to degrade the service upon which all depend. From
a risk perspective, cross-sector analysis also must
involve identifying and characterizing a wide range of
threats (natural and accidental, systems related, and
intentional), vulnerabilities (physical and cyber), and
consequences of loss (e.g., health and safety, economic,
national security, environmental, socio-political).
Such information provides a foundation for making
defensible, cost-effective infrastructure protection
and operation decisions to ensure the security and
reliability of our interdependent systems. This paper
discusses these complexities and approaches to mitigate
cascading infrastructure failures.

Authors: Ronald E. Fisher and James P. Peerenboom,
Infrastructure Assurance Center, Argonne National
Laboratory
Ron Fisher is the Deputy Director of the Argonne Infrastructure
Assurance Center (IAC). His responsibilities include technical
support in many areas of critical infrastructure assurance to
the Department of Homeland Security (DHS), Department of
Energy, and Department of Defense. Mr. Fisher served as a senior
consultant to the National Petroleum Council on oil and natural gas
infrastructure vulnerabilities and for the President’s Commission
on Critical Infrastructure Protection. He currently serves as the
IAC coordinator for the DHS Office of Infrastructure Protection
support activities that includes conducting field assessments,
vulnerability assessment methodology development, risk analysis,
and alignment to the National Infrastructure Protection Plan.
Mr. Fisher is the author of several interdependencies papers and
studies.
For Dr. Peerenboom’s bio, please see page 260.
No paper or poster available.

Automation Systems to Secure Mission
Critical Industrial Facilities
Industrial facilities such as petrochemical plants and
power plants are critical parts of the US economy.
Facility managers are continuously involved in
managing safety, uptime and security of these facilities.
Any deliberate or accidental breach of security/safety
at these facilities could have catastrophic impact
on life, environment, and the economy. This paper
discusses some of the security and safety vulnerabilities
at industrial facilities and state-of-the-art automation
systems to alleviate those risks.
In this paper, the Oil & Gas industry is used as an
example to illustrate the concepts presented. This is an
excellent example because of the hazardous nature of
the processes involved and the impact it could cause
in case of failure due to security or safety. Issues and
solutions discussed in this particular industry’s context
are also relevant to other mission critical industries.
In this paper, first an example of risk associated with
each major link in the Oil & Gas industry supply chain
is described. Following this, five topics on current

industry practices to address the risks are discussed.
The final section describes four sample emerging
technologies that have potential to further enhance
security and safety at industrial facilities.
The paper concludes with the observations that at
industrial facilities improving security and safety
should be undertaken as a continuous improvement
discipline. Enhancing security and safety is a dynamic
activity for facility managers. As they are improving
protection, new risks surface due to increasing
complexity of operations and due to enemies becoming
more sophisticated in their approach. Smart facility
managers must continuously evaluate their situation
and adopt best practices to strengthen their operations
to keep the risk level within acceptable limits.
Author: Ram Shetty, Opex Solutions. Contact: ram.
shetty@opexsolution.com
Ram Shetty is the founder and senior consultant with OPEX
Solutions LLC, a Virginia based technology Services Company.
His company helps industrial facilities improve efficiencies and
safety using Six Sigma, Lean methodologies, data analysis
and automation technology solutions. Prior to founding OPEX
Solutions, Ram was employed with General Electric for over
a decade. At GE, he helped a variety of industries implement
mission critical process control and facility management systems.
He has been involved in industry applications in oil & gas,
power generation, semiconductor fabrication and automotive
manufacturing. Ram also has experience in robotics R&D and
automotive manufacturing. He has master’s and bachelor’s degrees
in engineering. He has Six Sigma certification.
For paper see page 217; For poster see page 245.

Cascading Failure Avoidance Through
Improved Remote Underwater Inspection
The out of sight - out of mind mentality contributes
to cascading infrastructure failures. For example
new developments in underwater technology make
it possible to improve industrial plant safety through
remote underwater inspection. Areas once thought to
be in-accessible by underwater diving techniques are
now accessible by new Remotely Operated Vehicles
(ROVs). In 100 percent turbidity and significant
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depth, structures have been located and entered to
perform inspections for structural integrity. Special
cameras show small features such as separations or
joints. Unique facilities such as rock traps for hydroelectric plants have been inspected and measured for
fill level after 1000 ft penetrations into penstock intake
tunnels.
New developments currently underway to support
increased accessibility for security and inspections have
led to new ROV systems. Some of these systems are
currently used for remote underwater nuclear reactor
vessel inspections. These systems are being designed to
change their orientation remotely from horizontal to
vertical to gain access in piping and conduit systems.
These newer developments with smaller ROV systems
would offer the opportunity to perform inspection
activities with minimum shutdown in operations.
An example of cascading infrastructure issues led to
the on site demonstration of new remote underwater
access capability. Failure of a 30 year old bulkhead
gate on a dam intake conduit, demonstrates this
cascading influence on underwater infrastructure.
Lack of underwater inspection and maintenance on
the upstream side of the gate led to the failure of the
bulkhead gate. The lack of inexpensive underwater
inspection capability led to deferral of necessary
inspections and maintenance. New emergent seismic
inspection requirements led to the final resolution and
demonstration of new underwater inspection capability
that stopped this cascade of events.
David C. Vickerman, Raytheon UTD, Springfield,
VA. Contact: dvickerman@raytheon.com
David C. Vickerman is a Principal Engineer responsible for
Business Development within the Technology Division of
Raytheon UTD. His 36 years of experience as a registered
Professional Engineer encompasses marine salvage, nuclear
service and equipment design, including five patents, and remote
underwater inspection.

IIIA Summer 2007 Research
Projects
Development and Implementation of a Networked
Radio Frequency Identification (RFID) “Hurricane
Bracelet System” for Automatic Location of Missing
Persons During Natural Disaster Evacuation.
Researcher: Dr. Anthony A. Teate (teateaa@jmu.edu)
Securing the Chemical Sector: A Proposal to
Evaluate the Implementation of the Emergency
Planning and Community Right-to-Know Act
(EPCRA) in Virginia
Researchers: Jill Stephens (stephejm@jmu.edu) and
Dr. Gary R. Kirk (kirkgr@jmu.edu)
The Crisis Intervention Counseling Agent (CICA):
Developing a Prototype Intelligent Agent to Assist in
Crisis Intervention. Researchers: Dr. Joe Marchal
(marchajh@jmu.edu) and Dr. Lennie Echterling
(echterlg@jmu.edu)
Development of Novel Diagnostics and Treatments
for Ocular Diseases. Researcher: Dr. Robert
McKown (mckownrl@jmu.edu)
Software Security Assurance Case. Researcher: Mr.
Samuel T. Redwine, Jr. (redwinst@jmu.edu)
Open Source Geographic Information System for
Simulating Container Movement (GISSCM) 2007.
Researcher: Dr. Helmut Kraenzle (kraenzhx@jmu.
edu)

For paper see page 223; For poster see page 249.
Enhancing Energy, Environment, and Food Security.
Researcher: Dr. Chris Bachmann (bachmacg@jmu.
edu)
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esearch efforts by the Institute for Infrastructure and Information Assurance (IIIA) at
James Madison University integrate and support the university’s efforts in the increasingly
vital area of homeland security. IIIA actively seeks research sponsorship and provides
funding for cutting-edge research within the broad context of improving the nation’s
security. Providing a balance between physical and cyber security is one of the main goals of IIIA’s
research agenda, together with providing policy and technical solutions to the security issues facing our
nation.
IIIA looks at national issues from a grassroots perspective.
Despite billions of dollars invested in infrastructure
security and the issuance of several major national strategy
documents on the subject, the message is not getting to many
organizations and people at the grass roots level who can make
the most difference in preventing attacks, protecting systems,
and recovering from catastrophic events, viz. the general
citizenry, private infrastructure owners, and local governments.
IIIA has produced several citizens’ guides to help bridge this
gap:
Citizen’s Guide: Education, Planning & Preparedness discusses
pressing infrastructure issues and threats that can negatively impact
community life, spanning both cyber and physical security perspectives.
Released May 2004.
Protecting Ourselves: A Rural Citizen’s Guide to Emergency
Preparedness outlines what rural residents need to know about
protecting home and family from natural and human-induced disasters.
Released May 2005.
Cómo Prepararse y Pretejerse en caso de Emergencias (Preparing
& Protecting Ourselves: A Guide for the Hispanic Community). Based on
the information in the Rural Guide (above), this guide adds public health
information specifically written for the Hispanic community. Produced
in partnership with the Virginia Department of Health and distributed
statewide through all health districts. Released May 2006.
New! CyberKids and CyberEducators. CyberKids looks at the
way middleschoolers use technology to communicate, focusing on Internet
citizenship. The CyberEducators handbook offers background information
on Virginia’s new K-12 internet safety law, best practices for technical and
instructional faculty, and lesson plans Produced in consultation with Joe
Showker (of Rockingham County Public Schools), VASCAN (Virginia
Alliance for Secure Computing and Networking: www.vascan.org) and the
Virginia Department of Education. To be released Summer 2007.

Dr. Peter Pham’s America in
Africa elaborates and highlights
the vital geopolitical interests at
stake in Sub-Saharan Africa, where
every challenge of the contemporary
world exists – from terrorism to oil,
through failed states and poverty. The
introduction of stability to the continent
will allow many of these transnational
threats and humanitarian tragedies to
be marginalized and avoided. To this
end, while America can help Africa
secure its interests, Africa can help
America remain true to her ideals. This
booklet forms beginning policy and
doctrine for the new Africa Command
announced by President Bush on
February 6, 2007.
The Network Security Risk
Assessment Model (NSRAM) is a
system simulation agent-based modeling
software that examines interactions of
multiple infrastructures over time to
determine how the stystems respond
and interact to various kinds of
incidents. The tool also includes repair
capabilities to model repair scenarios.
Currently a prototype, NSRAM is being
used to model pandemic flu community
surge scenarios for a local hospital.
Please read the abstract on page 18 for
more information.
For more information on IIIA’s
research, visit www.jmu.edu/
iiia/research.
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Identifying, Mitigating and Interrupting
Cascading Failures at Critical Facilities
Michael G. Willingham
John E. Bigger
Advanced Research Institute
Virginia Polytechnic Institute and State University
Arlington, Virginia
mwilling@vt.edu
ABSTRACT
This paper documents an empirical approach in
examining four lifeline infrastructures’ products and
services to an organization’s critical facilities, regardless
of the type and service of the critical facilities. Each
infrastructure (communications, energy, transportation,
and water) service delivery is examined from a number of
perspectives:
physical;
cyber
control
and
communications; organizational; and institutional.
Emphasis is placed on interrupting chains of
interdependencies among the infrastructures for both
cascading and feedback loop failures.
Examples of actual findings and results using this
organized approach will be discussed. These are based on
a number of empirical “on-the-ground” evaluations
completed by the authors: the National Capital Region
(Hurricane Isabel – 2003), central Florida (2004 Atlantic
hurricane season), and an infrastructure resilience
assessment of the City of Danville, Virginia (2006). The
paper also will provide information from an ongoing
critical infrastructure resiliency project in the Hampton
Roads region of Virginia.
INTRODUCTION
Since September 11, 2001 most public jurisdictions,
infrastructure organizations, and larger private firms have
conducted risk, vulnerability, or security assessments
using a wide variety of methodologies.
In some
instances, the organizations developed the methodologies
themselves;
in
others,
consultants/consulting
organizations were contracted to conduct the assessment;
and in a number of instances, publicly available
methodologies were followed. With the wide variety of
approaches, authorities at all levels of government found
little or no guidance on identifying interdependencies
among and between infrastructures, and also found it both
very difficult, if not impossible, to compare results with a
similar neighboring infrastructure organization, and
impossible to evaluate the vulnerability of a region with
more than one infrastructure.
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WHAT IS AN INFRASTRUCTURE?
The USA Patriot Act of 2001 defined `critical
infrastructure' to mean “systems and assets, whether
physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets
would have a debilitating impact on security, national
economic security, national public health or safety, or any
combination of those matters.”
The definition cited here has been promulgated for
infrastructures at the national level.
However, its
applicability to state and local level is generally
recognized, and for this reason it formed the basis of work
conducted by Virginia Tech ARI in central Florida and
Danville, Virginia, as well as the recently initiated
Hampton Roads Critical Infrastructure study.
THE ELEMENTS OF AN INFRASTRUCTURE
Table 1 summarizes the most common characterization of
an
individual
infrastructure’s
levels:
physical;
communications & control; organizational; and
institutional.

Table 1. Infrastructure Levels
INSTITUTIONAL: Regulatory (state & federal),
government (local, state, & federal), economic,
social, cultural, etc.
ORGANIZATIONAL:
Executives,
managers,
designers, operators, company procedures (normal
& emergency), standards, etc.
CYBER/CONTROL: Communications, computers,
SCADA, controls, operating procedures, etc.
PHYSICAL: Wires, pipes, valves, facilities, physical
plant, etc.
In characterizing a single infrastructure, it is important to
systematically examine and document the interactions,
interconnections, and interdependencies that occur across
and among all levels. Consideration of the relationships

between multiple infrastructures quickly adds complexity,
illustrated in Figure 1, to analysis of life among and
between the levels.

This includes a detailed understanding of the relevant
service area or ‘downstream’ recipients of services, as
well
as
supplier
or
‘upstream’
providers.

Figure 1: Illustrative Infrastructure Interdependencies 1
_____________________________________________________________
human, etc.). An organization’s most critical
assets are usually identified in this step.

INFRASTRUCTURE RISK ASSESSMENT
As part of the earlier National Capital Region Critical
Infrastructure Project (CIP) 2, the Virginia Tech Advanced
Research Institute (ARI) undertook a preliminary
evaluation of selected critical infrastructures in the region.
The infrastructure studies conducted for the NCR CIP
effort revealed that infrastructure service providers
commonly employ a five-step risk assessment process for
characterizing and strengthening an infrastructure against
potential natural and man-made incursions. The process
components include:
!

Asset Characterization: Collect technical
(physical, cyber, etc.) descriptions of facility
assets; identify hazards to the facility, its
surroundings and supporting infrastructures;
identify impact of loss of facility function
(temporary and permanent), and describe
existing security measures (physical, electronic,

!

Threat Assessment: Identify possible threats to
the facility (both from outside and inside) and
the facility’s attractiveness from threat
perspective.

!

Vulnerability
Analyses:
Evaluate
the
vulnerability of each facility using a systematic
methodology and assign risk/target ratings.
Questions, check-off lists, and scenarios are
commonly used in conducting the analysis.

!

Risk Assessment: Examine the degree of risk of
the various threats identified against each
facility.
Attractiveness, probability of
occurrence, and consequences are usually
included in this step.

2
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Mitigation Analyses: Identify and evaluate a
range of mitigation measures to address the
threats, vulnerabilities, and security issues. The
evaluation can include costing (first and O&M),
risk/vulnerability reduction, and feasibility of the
options. Formal trade-off analyses are conducted
in this step.

the eight infrastructure sectors: energy and emergency
services. Critical infrastructure systems generally consist
of a wide range of individual facilities, and the overall
analysis will be best served if vulnerability analyses have
been conducted for the individual components of the
infrastructure. However, the ARI studies found that, for
the most part, infrastructure interdependencies were
neither emphasized nor addressed in sufficient detail.

VULNERABILITY ANALYSIS: THE KEY TO
UNDERSTANDING INTERDEPENDENCIES
Without a detailed understanding of an infrastructure’s
vulnerabilities to specific threats, it is not possible to
undertake either the requisite risk assessment or
mitigation analysis. As part of the National Capital
Region CIP study, Virginia Tech ARI evaluated
vulnerability assessment methodologies employed in the
NCR. The ARI team examined public and, to the extent
possible, proprietary methodologies employed in two of

As a case in point, the reader is encouraged to examine
Figure 2, which was developed by the Association of
Metropolitan Sewerage Agencies (AMSA) and which
provides a representative example of an asset-based
vulnerability assessment design. Although the schematic
outlines a vulnerability assessment process applicable to
almost any infrastructure asset, there is no explicit
characterization of interdependencies related to either
upstream or downstream infrastructures.

Add page title here

Figure 2: Infrastructure Vulnerability Assessment Process 3
_____________________________________________________________________
Lack of attention to critical upstream suppliers or
downstream recipient infrastructures can easily result in
unanticipated cascading failures across infrastructure

systems. The message for infrastructure risk managers is
that they need to expand their (or their consultant’s) scope
of vision to incorporate critical linkages beyond the plant
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gate – not only to their immediate individual upstream
counterparts, but also to be aware of the need for these
counterparts to ensure that critical inputs to their own

operations are understood and - to the extent reasonably
possible – analyzed and strengthened. Figures 3 and 4
illustrate upstream and downstream linkages respectively.

Figure 3: Upstream Infrastructure Sectors

Figure 4: Downstream Infrastructure Sectors

____________________________________________________________________________
The following section describes three studies undertaken
by ARI that demonstrate both documented and potential
failure modes across and between infrastructure systems.
The assessment studies were undertaken to understand
and draw attention to the need for increasingly systematic
approaches
to
identification
of
infrastructure
interdependencies as a first step toward disaster risk
mitigation.

Specific activities included an extensive literature review
and a series of sector meetings and/or individual
interviews with representatives from industry and
government to explore the impact of Hurricane Isabel.
The research teams developed survey instruments
comprising a set of questions to elicit input from
interviewees
about
vulnerabilities
and
related
interdependencies. Questions were crafted to address
sector-specific issues and identify cross sector
interdependencies. In addition, a general set of questions
was utilized in order to establish a baseline across sectors.

IDENTIFYING INTERDEPENDENCIES: THREE
RECENT STUDIES
Hurricane Isabel (2003)
In 2003 Virginia Tech ARI participated in an assessment
of selected critical infrastructure service delivery
interruptions and interdependencies resulting from
Hurricane Isabel in the National Capital Region. This
work was a component of the critical infrastructure
protection Commitment to Action of the Urban Area
Security Initiative (UASI) in the National Capital Region
and served as precursor to the larger National Capital
Region CIP study, mentioned above, managed by George
Mason University. This endeavor focused on a review of
the energy, water, transportation, and telecommunications
sectors in the National Capital Region to assess their
independent and interdependent vulnerabilities.

The Hurricane Isabel assessment revealed significant
interdependencies between the four critical infrastructures
that led to cascading failures. Key findings from the
study are presented in Table 2.
Hurricane Isabel and the subsequent damage assessment
clearly identified that infrastructures are highly
interdependent, and the findings underscored the need for
infrastructure owner operators to be more aware of the
interdependencies and to have contingency plans in place
as a means to mitigate system degradation in times of
service disruption or outage. The completion of the
National Response Plan and the National Incident
Management System may further support coordination in
these and other areas.

2
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Table 2: Isabel-Related Infrastructure Interdependencies4
Sector
Electric "
Energy

Electric "
Telecom

Electric "
Transportation

Electric "
Water

Electric "
Other
Infrastructure
Sectors

Failures Experienced
Complete loss of electric
utility distribution
system in area for multiday period

Complete loss of electric
utility distribution
system in area for multiday period

Complete loss of electric
utility distribution
system in area for multiday period

Interdependencies
Liquid petroleum facilities
(gasoline – regional distribution
facilities and retail outlets lost
power and could not provide fuel
for commercial, industrial, and
residential customers.
Required customers to operate
emergency backup generators.
- Impacted air pollution
levels
- Caused two (2) deaths
due to CO poisoning
Cell phone towers went out when
battery back-up systems were
exhausted. Cell-phone service
area holes appeared
interrupting/degrading service.

Cell-phone-based systems are
used to coordinate many of the
repair/recovery crews operating in
the field. When service “holes”
appeared, coordination was
impacted: electric repair crews and
tree trimming crews did not arrive
at same site at same time.
Traffic signals normally connected
directly to electric utility
distribution system went out when
the power went off. District law
enforcement organizations urged
to assign officers to direct traffic
at key intersections.”

Flooding of the Potomac
River at Reagan
National Airport

Runway lighting system failed,
delaying the facility’s full return
to service.

Complete loss of electric
utility distribution
system in area for multiday period
Complete loss of electric
utility distribution
system in area for multiday period

Loss of power to 16 area water
pumping and water treatment
plants in the NCR.
Infrastructure organizations/
agencies plan for largest single
contingency failure, assuming all
other infrastructure sectors are
fully operational.
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Recommendations
Provide pumping power from more
reliable transmission or
transmission/distribution systems.
Last resort is on-site generators.

Examine permitting and inspection of
residential back-up generation
facilities. (Counties and cities).

Reexamination of all cell-phone
systems/facilities – performance
capabilities – that are used by critical
infrastructure and emergency
personnel. Require on-site energy
capability for multi-day outages at
critical facilities.
Critically reexamine use of cell-phonebased communications systems for
coordinating repair/recovery crews.

Provide high reliability/ independent
power from more reliable transmission
and transmission/distribution systems
for critical traffic locations. Evaluate
solar-powered lights or propanethermal-electric systems; they work!
As a last resort investigate microgenerators.
Runway lighting system design
specification needs to consider
submergence of system. Runways
only few feet above river.
Provide pumping power from more
reliable transmission and
transmission/distribution systems.
Last resort is on-site generators.
Recommend developing multi-sector
contingency failure exercises for all
NCR emergency operating plans

Central Florida Hurricanes (2004)
The 2004 Florida hurricane season saw five tropical storm
systems - Tropical Storm Bonnie, and Hurricanes
Charley, Frances, Ivan, and Jeanne – bring devastating
amounts of rainfall, storm surge, flooding, and hurricane
or tropical storm-force winds to Florida. The American
Lifelines Alliance (ALA) subsequently commissioned a
Virginia Tech study in 2005 to document
interdependencies and impacts among utilities and
transportation systems (lifelines) associated with the 2004
hurricane season in Florida.

The greater Orange County region in central Florida (see
Figure 5) was chosen as a study area for the investigation,
which focused primarily on the experience of owners and
operators of electric power systems, water and wastewater
utilities, natural gas and petroleum fuel systems, and
communications and transportation networks.
Key
personnel from utility and transportation organizations
were interviewed by the study team to help identify
interdependency issues that affected the ability of lifeline
owners and operators to provide continued service to
customers.

Figure 5: Central Florida Hurricanes (2004)5
_________________________________________________________________________
Detailed information was collected on interdependent
lifeline performance and lessons identified from the
impacts of multiple hurricanes that could provide the
basis for developing improved guidance for hazard
mitigation and lifeline service restoration.
Several key findings emerged from the Florida study.
The study demonstrated that lifeline infrastructure
interdependencies often lead to cascading failures and
area failures in disasters, with consequences far greater

than those presented exclusively by the initial point
failure.
In fact, lifeline system failures and resulting loss of
service constitutes a major component of disaster loss.
The study revealed, however, that the analysis of lifeline
networks through which failures are propagated can assist
in reducing disaster impacts, and that understanding
network dependencies and interdependencies often can be
used to reduce disaster impacts
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A preliminary draft of the findings from the Florida study
is available online. Table 3, which is excerpted from the
draft, characterizes the potential for infrastructure

interdependency failure by documenting some of the
linkages found in the study.

TABLE 3: LIFELINE INFRASTRUCTURE INTERDEPENDENCIES
CENTRAL FLORIDA HURRICANE STUDY (2004)6
Energy

Communications

Water/Waste Water/Storm
Water

Transportation

Energy
Loss of electricity "
Loss of RR Control/
Signal " Coal delivery
to power plants impacted

Loss of commercial
phone and fiber service
" Impact elec. utility
comm. and SCADA "
Electricity to
communications
facilities
Water loss " Limited
cooling supply for
computer and
communications
facilities " Limited
system control
Loss of access for
refueling " Emergency
generation facilities and
power plants limited "
Electric power for liquid
fuel pumping

Communications
Loss of electricity "
Loss of cell phone
service "Elec. utility
emergency
communication service
loss
Loss of cell phone
service " Impact repair
crew coordination "
Communication service
restoration delayed

Water loss " Cooling
for major
communications network
switches " Water
system control
Loss of transportation
coordination " Repair
and refueling of remote
facilities " Impact cell
phone service

Water/WW/Storm
Loss of electricity "
Loss of water supply
pumping " Loss of
cooling water for electric
utility facilities
Communications
services loss "
Communications and
SCADA system
operation impacted "
Water system control
impacted
Storm water transfer lost
" Flooded lift stations
" Potable water
facilities flooded

Transportation loss "
Loss of Chlorine
resupply " Water
treatment capability
impacted

Transportation
Loss of electricity "
Loss of liquid fuel
pumping capability "
Fuel delivery to repair
equipment and power
plants impacted
Communication service
loss " Coordination of
power/ cable/tree clearing
and equip. Repair crews
"Transportation service
restoration delayed
Loss of waste water
pumping " Flood roads
and highways " Public
health hazards close
down roads and some
areas
Transportation route
closed " Inability to
provide fuel for road
clearance crews "
Further limits to
transportation system.

__________________________________________________
transportation, and water/wastewater. This assessment
included: 1) a detailed evaluation of current threats,
vulnerabilities, and consequences of manmade, technical
or natural disasters affecting the four sectors, 2) an
identification of key geographic, physical, electronic, and
functional cross-sector interdependencies, and 3) a review
of City needs for future system investments and
management capabilities development necessary to
achieve and maintain a high level of infrastructure
resiliency. The project was conducted during the October
2005 to December 2005 period.

Danville Critical Infrastructure Study (2005)
Danville is a city of 46,000 in a metropolitan area of
107,000 inhabitants located in south-central Virginia
along the North Carolina border. Established in 1793 as a
tobacco trading post, Danville grew to become the center
of Virginia’s large textile and tobacco industries. As
textile and tobacco industries have declined, Danville is
transitioning to a leading location for new businesses and
industries. The City not only offers the typical array of
municipal services, but is unique in additionally providing
water, wastewater, natural gas, electricity, and
telecommunications services.
The city’s utility
department serves the municipality and adjoining
residential neighborhoods in Pittsylvania County with
water and gas services. Electricity is distributed in a 500square mile service area that includes Danville, most
households in the southern third of Pittsylvania County,
and portions of Henry County to the west and Halifax
County to the east.

Danville’s Critical Facilities
In order to properly conduct the assessment, it was
necessary to identify and establish priorities for critical
facilities in Danville, not all of which were directly under
the purview of the City. Due to the increasingly sensitive
nature of information regarding any jurisdiction’s critical
facilities, a detailed inventory of specific facilities in
Danville is not publicly available. However, Table 4,
which provides a generic (albeit incomplete) list of
facilities that would be on a critical facility list for any
moderate-sized city, is included here for general
orientation. The list is in alphabetical order and not
indicative of priority.

With funding from the U. S. Department of Homeland
Security, the City of Danville and the Virginia Governor’s
Office of Commonwealth Preparedness cooperated with
the ARI Disaster Risk Reduction Program (DRR) to
assess the resilience7 of the City’s four principal
infrastructure
sectors:
communications,
energy,
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Table 4: Sample Municipal Critical Facilities
!

Airport

!

Central and Distributed Police and Fire Facilities

!

City Fuel Storage/Refueling Stations

!

City-Owned Radio Facilities & Transmission Towers

!

Emergency Operating Center and 911 Call Center

!

Hospital/Medical Center(s)

!

Natural Gas Central Monitoring/Control Facility

!

Electricity Central Operation and Monitoring Facility

!

Potable Water Storage and Pumping Facility

!

Potable Water Treatment Plant and Control Center

!

Public School/Shelters and Bus Facilities

!

Public Works Headquarters and Dispatch Center

!

Wastewater Treatment Plant and Pumping Station(s)

presented here for each infrastructure examined in a form
that does not compromise the City’s infrastructure
systems.
Recommendations for the Energy Sector
!
Conduct a complete vulnerability assessment
for the City’s electric system.
!
Conduct a formal evaluation of alternatives
available to address life-extension options for
the City’s main transformers.
!
Conduct an evaluation of installing the third
wholesale delivery connection to reduce the
risk of operating the City’s main transformers
in their Emergency Range.
!
Reexamine the installation of a second feeder,
with manual/ automatic load transfer
capability, at all the City’s most critical
facilities, whether public or private.
!
Review the physical security of the City’s
distribution substations and increase
transformer protection where there is close
public access
!
Reanalyze physical loading of heavily loaded
distribution poles to limit weather-related
physical failures.
!
Collect and record data and determine selected
reliability indices on an automated basis using
the new Distribution Automation and Outage
Management Systems to develop an accurate
and on-going assessment of the reliability of
the DP&L system.

The methodology employed by the DRR team to conduct
the Danville assessment employed a three-tier interactive
approach involving interviews and meetings with midand upper-level managers, engineers, and operations
personnel. First, the DRR team met with representatives
from individual infrastructure sectors to identify critical
facilities and examine their characteristics, ascertain
infrastructure interconnections and interdependencies, and
examine the general state of the infrastructure sectors.
Each sector’s future plans and capital improvements
budgets were reviewed. The integration of emergency
management priorities in each sector’s planning,
operation, and budget also was examined.

Recommendations for the Communications Sector
!
Develop an additional radio tower site to
enhance reception of handheld radios used by
City employees.
!
Take measures to ensure that Danville
emergency responders are interoperable with
North Carolina law enforcement radio
frequencies so that they can communicate
directly.
!
Consider connecting the City’s radio towers
with the City’s area fiber network.
!
Begin including a requirement of all new
construction permits to include installation of
fiber conduits whenever it makes sense given
the nature of the construction to be performed.

The DRR team members then met in a series of pairedsector meetings with personnel from two sectors at a time
to further explore infrastructure interconnections and
interdependencies.
Lastly, a meeting of all sector
representatives for a final review of collected information
was held. In all of three meeting tiers, discussions were
guided by central topics and previously prepared
questions. Geographic Information System (GIS)-based
maps, facility layouts, system diagrams, system design
drawings, and aerial photographs were used to facilitate
sector and cross-sector discussions during each meeting.
REPRESENTATIVE FINDINGS: DANVILLE
INFRASTRUCTURE RESILIENCE STUDY 8
As mentioned earlier, the Danville study in its entirety is
now considered as too sensitive to be released to the
public. However, selected findings from the study are

Recommendations for the Transportation Sector
!
Disseminate the City’s Emergency Response
and Evacuation Plan to all involved entities.
Relevant agencies and departments should
meet annually to ensure responsibilities are
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!

!

!

well understood, there are no gaps in the plan,
and all contact information is up-to-date. The
evacuation routes should also be marked so
that the population can easily follow the
designated routes.
Investigate alternatives for backup power to
traffic signals, especially those along
evacuation routes. Backup power may be
provided by batteries; redundant, diverse
power feeds; or by portable generators (with
pre-installation of generator interconnections
and load transfer switches).
Develop a plan for a major flood that divides
the road network into north and south
components. This plan should include how
emergency vehicles will reach victims and
critical care facilities as well as evacuation
operations.
Consider providing backup power capabilities
to road-rail intersections. A failure of the
signal to indicate an approaching train could
result in an accident affecting both the road
and rail systems.

DEVELOPING A SYSTEMATIC APPROACH TO
RESILIENCE
The Hurricane Isabel and Central Florida Hurricane
studies were able to trace interdependencies based
primarily
on
personal
interviews
of
facility
owner/operators, accompanied by the review of lessons
learned, after-action reports, government studies, and
independent assessments from previous emergency or
disaster events. The Danville study systematically began
with what a risk or vulnerability assessment would
normally accomplish in the first step (Asset Survey), but
it was able to focus on infrastructure interconnections and
interdependencies through the support of two key
resources:
!
Availability of data both provided by and
derived from the City of Danville’s Geo-spatial
Information system
!
Extensive and labor-intensive directed interviews
with facility managers, engineers, system
operators, and maintenance personnel in
individual, bilateral and plenary sessions
In looking particularly at the Danville study, several
outstanding issues were identified. A first concern is that
in designing a risk or vulnerability assessment, it is
imperative to determine whether all critical facilities are
to be identified and evaluated. There is still no consistent
approach to classifying critical facilities; some of these
may be classified by Federal, state, local jurisdictions or
military standards, while others may be seen as critical
from the vantage point of an autonomous infrastructure
provider (e.g. investor-owned electricity transmission and
distribution organization).
For example, local
jurisdictions are required to submit lists of (primarily)
service-oriented critical facilities as part of regional
Hazard Mitigation Plans, but ARI research staff have
found that a range of evaluation criteria are used by city,
county, and special districts. Any attempt to characterize
the jurisdiction (or the region’s) risk and/or vulnerability
must ensure that not only are the lists inclusive, but also
that the criteria used and source material for the lists – the
‘metadata’ – are clearly referenced, reliable and up to
date.

Recommendations for the Water Sector
!
Implement the vulnerability assessment
recommendations
!
Consider a major disaster—manmade or
natural—and redo the Vulnerability
Assessment
!
Identify key dependencies on the energy and
other physical systems, people, information
!
Expand water quality testing
!
Obtain backup energy supplies for pumps
Recommendations for the Wastewater Sector
!
Conduct a vulnerability assessment of the
entire system and implement
recommendations
!
Include a range of disasters—manmade or
natural—when performing the Vulnerability
Assessment
!
Identify key dependencies on the energy and
other physical systems, people, information
!
Ensure interaction with the private operator of
the wastewater treatment plant is open and
constructive
!
Control access to the Wastewater Treatment
Plant and other facilities

EXPANDING THE SYSTEMATIC APPROACH:
HAMPTON ROADS REGIONAL STUDY
The Hampton Roads region of southeastern Virginia
comprises 16 city and county jurisdictions, and is critical
to national security both militarily and economically. As
the second-largest seaport on the Atlantic coast, the home
of the largest complex of military bases in the world, and
the site of the world’s largest shipbuilder of combat
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vessels, as well as home to 1.6 million people, the region
is a likely target for terrorist attack in the Commonwealth.

The results of the facility mapping and simulation
exercises will ideally allow the prediction of likely
cascading failures, based on the physical impact (event
simulation) on a facility’s ability to operate at a specific
location in combination with the modeled impacts on
upstream resources vital to that operation. Although it is
impossible to characterize a single hurricane event as
representative of the possible spectrum of hurricanes that
might strike the region, the research team anticipates that
extensive model runs (e.g. Monte Carlo simulation) can
reveal the potential for specific cascading failure paths.
Subsequent analyses of specific attributes that led to
failure or system degradation in these paths would then
provide the basis for proactive actions and/or investments
to minimize the potential for failure.

The multiplicity of local jurisdictions and the range of,
Federal, Commonwealth, and private facilities in the area
present a complex set of management and policy issues
that need to be addressed for evaluation and enhancement
of regional security and resilience. In particular, the
jurisdictions and special facilities of the Hampton Roads
region are served by interdependent networks of critical
infrastructure networks. The combination of publicly and
investor-owned infrastructure organizations further
complicates the analysis and coordination of regional
security and service reliability.
Threats to the security of Hampton Roads include natural
hazards such as hurricanes, floods, and ice storms;
biological hazards such as pandemic disease; and terrorist
hazards such as radiological and cyber attack. To begin to
address the potential impacts related to natural, technical
and possible terrorist incidents, a collaborative team from
three Virginia universities led by Virginia Tech has
initiated a project to help evaluate the resilience of
specific critical infrastructures in the region – this study
again will focus on energy, water/wastewater,
transportation and communications. The project design,
which is based on the experience gained from recent ARI
security- and infrastructure-related research, is taking
advantage of proven capabilities of the Virginia Tech
Disaster Risk Reduction Program, the Virginia Modeling,
Simulation and Analysis Center (VMASC) of Old
Dominion University and the Center for Risk
Management of Engineering Systems (CRMES) at the
University of Virginia.

The overall goal of the Hampton Roads project is focused
on increasing the region’s resilience to both natural and
man-made events, and the stages outlined above are
designed to assess the existing gaps in the resilience,
preparedness, and response capabilities for selected event
scenarios.
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A key component of the Hampton Roads study involves a
two-step application of geo-spatial tools. In the first,
critical infrastructure facilities and networks, along with
jurisdiction-defined service-oriented critical facilities will
be identified, geo-located and tagged with relevant
descriptors of their operating characteristics.
The
characteristics – termed facility attributes – will be
established through a combination of interviews and site
visits by experts; the purpose of the interview is to
determine not only the resources necessary to the
facility’s proper operation but also the identity and (to the
extent possible) location of both upstream and
downstream counterparts as well as the impact of resource
curtailment on the facility’s ability to operate. In the
second, computer simulation of events that represent
significant threats to the region – for this study, hurricane
and pandemic flu events - will be modeled and
superimposed on the GIS-based facilities maps to predict
site-specific impacts.

!

Interviews with key personnel from utility and
transportation organizations in the greater
Orange County, Florida (including portions of
Osceola County and Sumter County) area
allowed the study team to identify significant
lifeline interdependency issues

!

Officials from Danville, Virginia provided
extensive and valuable access to managerial and
operations staff, plant facilities and diagrams,
and the City’s GIS resources
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Too Important to Fail*
John G. Kappenman and William A. Radasky
8 May 2005
The looming threats of large geomagnetic storms and other high-altitude disturbances with
modern electric power grids may produce significant damage to critical infrastructure.
The phrase “too important to fail” has been applied
While the charter of the EMP Commission involved the
over the years to topics ranging from military campaigns
intentional electromagnetic attack on U.S. infrastructure
to financial markets. Since the events of 11 September
from a high-altitude nuclear burst, the late-time portion
2001, new dimensions of near-apocalyptic proportions
of this threat (which can extend for seconds) can be
are now being considered. Ironically, on the same
remarkably similar to the electromagnetic disturbance
day (22 July 2004) that the National Commission on
caused by the natural geomagnetic storm phenomena
Terrorist Attacks Upon the United States (also known
that are part of space weather (as seen in Figure 1).
as the 9–11 Commission) Report was being provided
From the outset, the Commission wisely recognized
to the U.S. Congress, an equally chilling set of
that intentional EMP attacks and geomagnetic storms
findings was being presented before the House Armed
are two faces of a threat that has the potential to
Services Committee. This report was the product
affect common vulnerabilities in critical infrastructures.
of a nearly 2–year
As
a
result,
investigative
effort
extensive
efforts
by the Commission
were undertaken to
to Assess the Threat
examine the plausible
to the United States
impacts
from
from Electromagnetic
severe geomagnetic
Pulse (the EMP
storms on the U.S.
Commission). The
electric
power
EMP Commission
infrastructure. The
was chartered by
EMP Commission
Congress in 2001 to
executive
report
study the potential
presents
an
consequences on the
a s s e s s m e n t
domestic and military
indicating that such
infrastructure from a
disturbance events
high-altitude nuclear
from
intentional
detonation and to
EMP attack and,
issue its findings and Figure 1. Comparison of characteristic geomagnetic field impulsive
by extension from
due to a severe geomagnetic storm (2400–nT/min rate of change)
recommendations disturbance
equally violent events
and due to the E3 or late-time HEMP from a high-altitude nuclear burst (as
to Congress, the defined in IEC standard 61000-2-9).
during
naturally
Secretaries
of
occurring
but
Defense and Homeland Security, and the Director
extreme geomagnetic storms, are “of a small number of
of the Federal Emergency Management Agency. The
threats that can hold our society at risk of catastrophic
commission was chaired by William Graham, former
consequences.” These serious threats stem from the
science adviser to President Reagan, and included a
ability of the disturbances to appear simultaneously
cross section of experts from civilian and military
over wide geographic regions (as indicated in Figure
agencies, national laboratories, and the corporate
2) and their capability to produce significant collateral
sector. Metatech Corporation provided extensive
damage to critical infrastructures.
technical support to the Commission, including detailed
The report further indicates that basic vulnerabilities
modeling of nuclear HEMP (i.e., the electromagnetic
to these disturbances have been growing largely
pulse produced from a high-altitude nuclear burst)
unchecked as the infrastructures have grown in size
and the impacts on the extensive U.S. electric power
and as our society and nearly all critical services have
grid critical infrastructure from the space weather
become increasingly interdependent upon electric
environment. The Commission coordinated their work
power grid reliability. The Commission reports that in
with the North American Electric Reliability Council
worst-case situations, these types of disturbances could
and its Critical Infrastructure Protection Advisory
instantly create a loss of nearly 70 percent of the nation’s
Group.
John G. Kappenman and William A. Radasky, “Too Important to Fail,” Space Weather, volume 2, issue
3, Summer 2005. Copyright 2005 American Geophysical Union. Reproduced/modified by permission of
American Geophysical Union.
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Figure 2. Estimated regions of observed geomagnetic field
disturbance conditions (delta B) at 2200 UT, 13 March 1989
over the Northern Hemisphere. A large westward electrojet
intensification caused observed dB/dt over northern Europe
at levels as high as 2000 nT/min.

electrical service. This could be a blackout several times
larger than the previously largest, the North American
blackout of 14 August 2003, which happened to occur
during the course of the Commission’s investigations.
The most troubling aspect of their report is the
possibility of an extremely slow pace of restoration
from such a large outage and the multiplying effects
that could cripple other infrastructures such as water,
transportation and communications due to the
prolonged loss of the electric power grid supply. This
extended recovery would be due to permanent damage
to key power grid components caused by the unique
nature of the electromagnetic upset. The recovery
could plausibly extend into months in many parts of the
impacted regions. While the report paints a picture of
an ominous set of catastrophic outcomes, it also notes
that mitigation of these impacts is “feasible and within
the nation’s means and resources to accomplish.”
The HEMP environment has both an early-time
(formally defined as the first microsecond of the
electromagnetic field disturbance that occurs, called
E1) and a late-time portion of this electromagnetic
environment (or E3). The E3 portion of the HEMP
can generate a geomagnetic field disturbance waveform
ranging from 1 to 100 s after a burst; this portion
corresponds to the more widely known geomagnetic
storm threat that has produced substantial impacts
on existing infrastructures. As Radasky et al. wrote in
the Fall/Winter 2001 issue of NBC Report, prior to
the Commission effort, the E1 portion of the HEMP
environment had been considered the main threat to
military systems, while only a limited understanding was
available of the E3 portion of the threat environment
and its potentially wide-reaching implications for all
manner of critical civilian infrastructures.
High-altitude EMP disturbances have not been
126
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produced since the high-altitude nuclear tests
performed by the United States and the USSR ended
in 1962. Both late-time HEMP and geomagnetic storm
waveforms can have rapid onsets and can also expose
very large geographic regions to intense disturbance
levels. The Commission applied geomagnetic storm
research results to the understanding of late-time
HEMP effects, which could allow them to produce
the first detailed quantification of the induced current
levels and their impacts in large power grids due to a
high-altitude nuclear burst over the United States. In
addition, significant efforts were undertaken to assess
the concerns of the Commission regarding potential
impacts to the United States due to historically large
geomagnetic storms. In contrast, the HEMP threat
has the potential to cause wider disruption due to the
combination of damaging impacts of both the E1 and
E3 environments. The E1 threat environment may
directly disable unshielded electronic devices such as
control systems in any exposed infrastructure, while
the E3 environment causes large geomagnetically
induced currents (GICs) that may damage large power
grid equipment, such as transformers, generators, and
capacitor banks. Extreme space weather scenarios also
have the same potential to create large GICs, but not
the fast E1–type electromagnetic environment leading
to direct electronic equipment damage. However, other
space weather environment interactions can lead to loss
of or permanent damage to satellites, communications,
and other infrastructures, as has been widely reported
in the space weather community. In both cases, the
concerns become one of highly correlated multipoint
failures that can adversely affect the entire infrastructure
and the numerous and complex interdependencies that
these systems may have with each other.
Power Grid
Concerns

Damage

and

Restoration

The onset of important power system problems can
be assessed in part by experience from contemporary
geomagnetic storms. At geomagnetic field disturbance
levels as low as 60–100 nT/min (a measure of the rate
of change in the magnetic field flux density over the
Earth’s surface), power system operators have noted
system upset events such as relay misoperation, the
offline tripping of key assets, and even high levels of
transformer internal heating due to stray flux in the
transformer from GIC-caused half-cycle saturation of
the transformer magnetic core. Reports of equipment
damage have also included large electric generators
and capacitor banks. Power networks are operated
using what is termed an “N–1” operation criterion.
That is, the system must always be operated to
withstand the next credible disturbance contingency
without causing a cascading collapse of the system as a
whole. This criterion normally works very well for the
well-understood terrestrial environment challenges,

which usually propagate more slowly and are more
higher intensity levels, it becomes more likely that these
geographically confined. When a routine weatherevents will precipitate widespread blackouts to exposed
related single-point failure occurs, the system needs
power grid infrastructures. The possible power system
to be rapidly adjusted (requirements typically allow
collapse from a 4800-nT/min geomagnetic storm is
a 10–30 minute response time after the first incident)
shown in Figure 3.
and positioned to survive the next possible contingency.
The more difficult aspect of this threat is the
Both EMP and space weather disturbances, however,
determination of permanent damage to power grid
can have a sudden onset and cover large geographic
assets and how that will impede the restoration process.
regions. They therefore cause near-simultaneous,
As previously mentioned, transformer damage is the
correlated, multipoint failures in power system
most likely outcome, although other key assets on the grid
infrastructures, allowing little or no time for meaningful
are also at risk. In particular, transformers experience
human interventions that are intended within the
excessive levels of internal heating brought on by stray
framework of the N–1 criterion. This is the situation
flux when GICs cause the transformer’s magnetic core
that triggered the collapse of the Hydro Quebec power
to saturate and to spill flux outside the normal core
grid on 13 March 1989, when their system went from
steel magnetic circuit. Previous well-documented cases
normal conditions to a situation where they sustained
have noted heating failures that caused melting and
seven contingencies (i.e., N–7) in an elapsed time of 57
burn-through
s; the provinceof
largewide blackout
amperage
r a p i d l y
c o p p e r
followed with
windings and
a total elapsed
leads in these
time of 92 s
transformers.
from normal
These multiconditions to
ton apparatus
a
complete
generally
collapse
of
cannot
be
the grid. For
repaired in
p e r s p e c t i ve,
the field, and
this occurred at
if damaged
a disturbance
in
this
intensity
of
manner, they
approximately
need to be
480
nT/
replaced with
min over the
new
units,
region.
An Figure 3. U.S. electric power grid simulation results showing regions of large GIC flows and
which have
examination possible power system collapse due to a 4800nT/min geomagnetic storm disturbance scenario.
manufacture
by Metatech Other scenarios changing the location or the disturbance footprint could lead to differing
lead times of
of historically regions of power system collapse.
12 months
l a r g e
or
more
disturbance intensities indicated that disturbance levels
in the world market. In addition, each transformer
greater than 2000 nT/min have been observed even in
design (even from the same manufacturer) can contain
contemporary storms on at least three occasions over
numerous subtle design variations. These variations
the past 30 years at geomagnetic latitudes of concern
complicate the calculation of how and at what density
for the North American power grid infrastructure and
the stray flux can impinge on internal structures in the
most other similar world locations: August 1972, July
transformer. Therefore the ability to assess existing
1982, and March 1989. Anecdotal information from
transformer vulnerability or even to design new
older storms suggests that disturbance levels may
transformers to be tolerant of saturated operation is
have reached nearly 5000 nT/min. Both observations
not readily achievable, except in extensive case-by-case
and simulations indicate that as the intensity of the
investigations. Again, the experience from contemporary
disturbance increases, the relative levels of GICs and
space weather events is revealing and potentially paints
related power system impacts will also proportionately
an ominous outcome for historically large storms that
increase. Under these scenarios, the scale and speed
are yet to occur on today’s infrastructure. As a case
of problems that could occur on exposed power grids
in point, during a September 2004 Electric Power
will hit system operators unlike anything they have
Research Industry workshop on transformer damage
ever experienced or even imagined in their careers.
due to GIC, Eskom, the power utility that operates
Therefore, as storm or EMP environments reach
Kappenman and Radasky
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the power grid in South Africa (geomagnetic latitudes
–27¡ to –34¡), reported damage and loss of 15 large,
high-voltage transformers (400–kV operating voltage)
due to the geomagnetic storms of late October 2003.
This damage occurred at peak disturbance levels of
less than 100 nT/min in the region.
Using far more generous exposure threshold levels
for simulations on the U.S. grid for extreme disturbance
environments that could reach nearly 50 times larger,
Metatech provided estimates to the EMP Commission
that upward of 200 large power transformers in the U.S.
grid alone could be at risk. This includes approximately
one third of the entire fleet of 500–kV and 765–kV
transformers currently operating in the U.S. grid. The
500–kV and 765–kV transmissions are the backbone
of the grid that extends into regions that contain
nearly 80 percent of the U.S. population. In the case
of extreme geomagnetic storms, the damage potential
to large power transformers could have a planetary
reach, as high-, middle- and low-latitude regions can be
exposed to various geomagnetic storm processes that
raise legitimate concerns of simultaneously damaging
levels of GICs in power grids ranging from South
Africa, Japan, China, Europe, or any other location
with extensive high-voltage power grid infrastructure.
In contrast to the world manufacturing capacity for
these large transformers, which can only produce
approximately 70–100 transformers per year, extended
degradation of impacted power grids may be possible
and with widespread societal impacts, including strict
energy rationing and long-term economic disruption,
and hamper many vital public health and safety
services. In certain geographic locations like New York
or Los Angeles, where limited transmission corridors
supply the large coastal cities, even the loss of just a
handful of transformers could cut off the outside
power resources and result in an inability to restore full
power until replacements are obtained and installed. In
a similar fashion but on a smaller scale, this did occur
for the residents and the business district in downtown
Auckland, New Zealand, in 1998 due to the loss of
only two transmission circuits. Although that incident
was not space weather related, a report in the June
1998 Power Engineering Journal indicated that the
city center was virtually uninhabitable for the extended
duration of the transmission network outage, as even
attempting to relocate sufficient portable generation
to the region was logistically impossible. Metropolitan
regions such as New York and Los Angeles have electric
energy demands more than 10 times larger than those
of Auckland. The recent North American blackout of
August 2003 avoided long-duration outages primarily
because very little damage occurred to power grid
assets during the collapse itself. As New York ISO CEO
William J. Museler noted in the 2 September issue of
Electricity Daily, “the blackout could have damaged
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the power plants or transmission lines. Had that kind
of damage occurred, it could have taken days, weeks,
or even months to restore.”
John G. Kappenman is director of the Applied Power
Solutions division at Metatech Corporation and a member of
the Space Weather Editorial Advisory Board. William A.
Radasky is the President and Managing Engineer of Metatech
Corporation.
Citation: Kappenman, J. and W. Radasky (2005),
Too Important to Fail, Space Weather, 3, S05001,
doi:10.1029/2005SW000152. Copyright 2005 by the
American Geophysical Union.
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ABSTRACT
The interdependency between infrastructures comprising
our country is reasonably well understood on a qualitative
level under steady state conditions. Modeling the response
of the infrastructure to predict its temporal behavior
following a massive perturbation to the system, such as
for example HEMP—the electromagnetic pulse produced
a high altitude nuclear detonation, is challenging. Studies
reveal that large systems can be susceptible to nuclearinduced high altitude electromagnetic pulses (HEMP) and
that when large systems such as infrastructures are
coupled in such a way that the control of each one
depends on the state of the other, new control paradigms
may be necessary to insure survivability.

BACKGROUND AND SUMMARY
In the near future the EPG will depend on the PDN for
more than 50% of its real-time data needs. This increased
dependence, shown in Figure 1, is intended to provide
more accurate and reliable real-time data transport at
lower cost to the power utilities.
POWER AND TELECOMMUNICATION
INTERDEPENDENCY
b
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PDN
PTN

Telecommunications Line
PDN

d

POWER
CONTROL
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INTRODUCTION
We have identified HEMP-related scenarios where there
is strong dynamic coupling between the Electric Power
Grid (EPG) and Public Data Network (PDN). This occurs
for the following condition: (1) the EPG depends heavily
on the real-time data supplied by the PDN, and (2) the
backup power for telecommunications runs out, and it
must rely completely on commercial power. Scenarios
that fall in this category may lead to a condition we call
negative reinforcement. This is the case where the EPG
and supporting telecommunication networks both collapse
due to their mutual interdependence, whereas they would
not collapse if they were not dynamically coupled. The
same theoretical formalism that predicts negative
reinforcement also identifies the condition for the
opposite case, mutual recovery. We regard negative
reinforcement as being fundamentally and physically
different from “cascading failure”. The latter applies to
significant collapse of segments of either the EPG or
telephone networks when there is no dynamic coupling
between them. Experience-based
analytical
relationships that describe the dependence of the PDN on
electric power are used with a generic model of the EPG
in a non-linear state variable theory approach.
Notwithstanding the approximations inherent in our
exploratory model we show how total collapse of coupled
power and telecommunications systems could occur.
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Figure 1 Anticipated Dependence of Electric Power Grid
on Public Data Networks [Source: D. Ambrose, Ref. 1]
The black lines show the flow of power from the power
supply chain: fuel sources, electric power generation,
power transmission, and power distribution to elements of
the PDN and the power control and Supervisory Control
and Data Acquisition (SCADA) system units. Data from
the power supply chain to the power control and SCADA
units is shown in red. Green lines depict data transport
from the power control and SCADA back to the power
supply chain. As shown in Figure 1, data transport
through the PDN affects all aspects of the EPG. Failure of
the PDN to provide real-time reliable data transport can
lead to all kinds of problems for the EPG, including
network wide power system instability and in extreme
cases power system collapse.
Even in the absence of a natural disaster or
malicious insult there’s a reason for concern. Current
power system control strategies are based on no more
than one extreme contingency, and there are rules for
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dealing with these [2]. We can only hypothesize as to
what would have happened in the recent August 14, 2003
power grid failure if telephones were not available. This is
not quite the same as losing data, but the idea is similar—
we may not know what to do. If the EPG depends on the
PDN, but the PDN does not concurrently depend on the
EPG, these infrastructures are not interdependent. The
converse is also true. Interdependence occurs when both
infrastructures depend on each other at the same time—
the systems are dynamically coupled to one another.
We have examined scenarios where there is strong
dynamic coupling between the EPG and PDN. This
occurs for the following condition: (1) the EPG depends
heavily on the real-time data supplied by the PDN, and
(2) the backup power for telecommunications runs out,
and it must then rely completely on commercial power.
Scenarios that fall in this category may lead to a condition
we call negative reinforcement. This is the case where the
EPG and supporting telecommunication networks both
collapse due to their mutual interdependence, whereas
they would not collapse if they were not dynamically
coupled. The same theoretical formalism that predicts
negative reinforcement also identifies the condition for
the opposite case, mutual recovery.
Predicting negative reinforcement and mutual recovery
following a massive insult requires that we model the
dynamics of both the EPG and that part of the PDN that
supplies data to the EPG. The general features of such a
model were described by Graham and Kohlberg [3], and a
systems level computer based model was developed by
Morrison, Ambrose, and Kohlberg [4]. The telephone
companies have in place good analytical system models
that describe the recovery process with or without
commercial power from the EPG. Unfortunately, we
don’t have a systems level model for the EPG that takes
into account the breakdown of data communications.
We’re forced to use a general model of the EPG based on
state variable theory [2]. We’ve been able to modify the
standard state variable approach to include data flow as a
variable. Theoretically, this is all we need to approximate
dynamic
coupling
between
power
and
telecommunications.
Notwithstanding the approximations inherent in our
illustrative model we show how total collapse of coupled
power and telecommunications systems could occur.
When an explicit model of the EPG’s dependence on data
flow becomes available, we’ll be able to predict recovery
or collapse for coupled power-telecom systems in a
specific HEMP scenario.
TELECOMMUNICATIONS AND POWER
INTERDEPENDENCE
Under normal conditions telecommunication networks
draw their power from the EPG. When there is a power

failure these networks rely initially on battery back-up
power, which lasts typically between 2-4 hours. If
commercial power is still not available when the battery
power is depleted, local power generation is used. Local
power generation is programmed to last up to a maximum
of three days, but on the average is less than this.
Battery back-up power is assumed to be immune to
electromagnetic attacks such as HEMP, and is essentially
100% reliable. In this study we assume that the average
combined battery-plus-local generation back-up power is
one day. Should we discover that local power generation
is robust, we can increase the duration to more than one
day. The assumption of combined one-day back-up power
does not limit the analysis. Timelines for various phases
of
the
recovery
processes
for
power
and
telecommunications are illustrated in Figure 2. Before the
insult the power and telecommunications infrastructures
operate at their nominal ratings. As noted in Figure 2 the
timeline for telecommunications recovery has four
segments:
Recovery for Power and Telecommunications
autonomous
recovery

development of
recovery strategy

end of back-up power
recovery process

30 minutes

4 hours

1 day

Telecommunications

10 days

autonomous
recovery

Power

operator assisted, control and recovery
6 minutes
beginning of interdependence
(when backup-up power ends)

time ( not to scale)

Figure 2. Timelines for Interdependence Between Power
and Telecommunications
-The first segment, lasting for approximately 30 minutes
is the autonomous recovery epoch. In this time regime the
recovery process is determined solely by the physical
response of the equipment and network control
algorithms. There is no human intervention.
-The second segment, lasting from 30 minutes to 4 hours
is a planning stage for manual recovery. During this
period of time the state of the telecommunications
network remains unchanged from its state at 30 minutes.
-The third segment, lasting from 4 hours to 1 day, is that
phase of the manual recovery process that relies on backup power. For this segment, as well as the first two, there
is no dependence on commercial power.
-The fourth segment is that phase of the recovery process
where telecommunications depends on the power grid.
This is the regime of interdependence between power and
telecommunications.
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The electric power response after the onset of the insult is
shown in Figure 2. Up to about 300 seconds, the response
is autonomous, depending only on the equipment and
specified control strategies. When the operator notices
abnormal behavior, human intervention begins. From this
point on, the power grid behavior is determined by a
combination of automatic controls combined with discrete
time dependent actions taken by the operators of the grid.
The distinction between dependence and interdependence
of power and telecommunications is further illustrated in
Figure 3. This sketch shows the temporal response of a
telecommunications network based on hypothetical
transients of the power grid. The metric that describes the
capability of telecommunications is the Probability-ofCall-Blocking, Pb . The Probability-of-Call Completion is
given by:

Pc = 1 ! Pb

(1)

The metric that describes the capability of the power grid
is the total power generated, Q. [The authors are aware
that Q is traditionally used to represent reactive power in
power grid analyses. We use Q to represent real power to
avoid confusion with the symbols Pb or Pc .].
The left hand vertical axis of Figure 3 is the Probabilityof-Call Blocking, Pb . The arrow pointing in the
downward direction signifies recovery; 100% call
blocking means that Pb = 1.0 and no calls get through.
This is the worst case, and as noted occurs immediately
after the HEMP event (the upper left hand corner of
Power
= 1.0 , forthe
Figure 3). When PbRecovery
Probability-of-Call
and Telecommunications
Completion is identically zero.
30 min

100%

Probability of Call
Blocking, Pb

Relative Power - Q/Qm

Probability of Call Blocking

Direction of
recovery for
telecommunications:
decreasing
probability of
call blocking

CASE-B
Power Transient
Possibilities

Backup Power
Ends

D

Direction
of
recovery
for
power

CASE-C

-In Case A the power transient never recovers from the
HEMP event. When this happens and the backup power
quits, the probability of call blocking becomes 1.0 and
there is no longer any telecommunications capability.
-Case B depicts a power transient that recovers
completely from the HEMP event before the 1-day mark.
For this case the recovery of telecommunications takes
place for 100% of power availability. Telecommunication
response is unaffected by this type of power transient.
-Case C is the case of dynamic interdependency. The
telecommunication network reverts back to depending on
commercial power while both are in the recovery phase.
The power infrastructure continues to depend in part on
the probability of call blocking, while the recovery for
telecommunications depends on the available power. The
latter is the case being modeled in this study.

TELECOMMUNICATION RESPONSE WITH LOSS
OF POWER
The top curve in Figure 3 is the function

Pb = G (t )

4 hours

100%

available, Q (t ) = Qm , does not guarantee that all calls will
be completed since telecom equipment could be rendered
inoperative directly from the HEMP event. Up until the
backup power runs out, recovery of the telecom network
assumes 100% of the power it needs is available. The
recovery curve is the one that is labeled “Probability-ofCall-Blocking, Pb ” in Figure 3. Recovery of telecom is
always improves with time as long as 100% of the power
is available. Three hypothetical cases of power response
are shown in this figure.

(2)

This function describes the recovery of the telephone
system under the assumption that 100% of the power
necessary to operate the telephone network was available.
For this part of the problem it’s more convenient to use
the Probability-of-Call Completion, Pc , instead of Pb .

CASE-A

Pc (t ) = 1 ! G (t )
0
0.00001

(3)

0
0.0001

0.001

0.01

Days

0.1

1.0

10.0

100.0

Relating Pc to power is a two-step process. The first step
Figure 3 Probability-of-Call-Blocking and Possible Power
Transients
The amount of power required to keep all the equipment
used in the telecom network working is Qm . The vertical
axis on the right hand side of Figure 3 is the relative
power, (Q (t ) / Qm ) . Having 100% of the electrical power

is to relate Pc to the fraction of equipment available, F.
The second step is to relate F to the power available for
the network. At all times F is defined as

F!

N (t )
N max

(4)
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In the foregoing expression N (t ) is the total amount of
equipment that is available to support network operations
at time t, and N max is the maximum amount of equipment
available to support network operations. The maximum
value of F is unity.
The network is conceptualized as calls primarily
consisting of originating equipment and terminating
equipment. Intermediate equipment is considered less
crucial to overall call completion, since there are often
multiple paths available in the interior of the telecom
network. Calls can be completed only if the originating
equipment is available and the terminating equipment is
available. This chain of reasoning leads us to the
approximation
2

& N (t ) #
!!
Pc ' ( F ) 2 = $$
(5)
% N max "
To a good approximation F (t ) is a linear function of
time in the Primary Reconstitution period.

F=

N (t )
= F0 + Kt
N max

We assume that the available power is spread
homogeneously over all the equipment in the network,
including that equipment that has been impaired by the
HEMP insult and not yet fixed. The amount of operating
equipment is then proportional to the available power.
Thus, the discontinuous change in available equipment is

&Q #
& 'Q #
!
N 2 = N 1 $$ 2 !! = N 1 $$1 (
Q1 !"
% Q1 "
%

Discontinuous changes network capability and equipment
will occur in a telecommunications network when it
reverts back to commercial power from backup power.
Equation (10) is also used to relate continuous changes in
N and Q—only when Q is decreasing. The converse does
not apply! We don’t get an increase in the amount of
available equipment because more power is available to
the network. Although power must be available for
recovery of equipment, the recovery rate is controlled by
the rate at which it can be repaired: this is given by the
derivative of equation. (6). We get

(6)

The initial value at t = 0 is F0 , and the recovery rate is K.
When power drops at a set of locations, call completion
drops at those locations because the fraction of equipment
available to support telecommunication network
operations drops. If we assume that Qm is the electrical
power available to support all the equipment, N max , and

Q (t ) is the actual power ( Q (t ) ! Qm ), then the maximum
amount of equipment that can support network
telecommunications operations at time, t, is N DM (t ) . It is
given by
& Q (t ) #
!!
N DM (t ) = N max $$
(8)
% Qm "
During the recovery process we require that N (t ) will

N DM (t ) because
Q (t ) ! Qm . Now suppose that during the recovery process

always be less than or equal to

Q1 (t0 ) is the power to the telecommunications network
and N 1 (t0 ) is the amount of equipment operating at some

dN
= N max K
dt

" Q = Q1 ! Q2

132

2007 Symposium Proceedings

(9)

(11)

Actually, equation (11) applies when two conditions are
met. As mentioned in the previous paragraph, the first
condition is that (dQ / dt ) ! 0 . The second condition is a
restriction on N imposed by equation (8): we can’t have
the number of recovered equipment items exceed the
maximum number allowed by the total available power:
this means N (t ) ! N DM (t ) .
We ask the question “What happens if N max K is very
large, so that it causes N (t ) to catch up to

N DM (t ) ? Since N (t ) ! N DM (t ) , catch up in this case
means that N (t ) = N DM (t ) from then on. When this
happens the recovery rate drops. Instead of the fractional
recovery rate being K, it’s now less than K. The work
force must slow down.
Let’s begin at time t0 : N (t0 ) is the amount of equipment
at t0 , Q (t0 ) is the power, and

arbitrary time t0 . Suddenly, there is a step function
decrease in available power to the telecommunications
system so that at t = t0 + the available power drops to

Q2 (t 0 + ). A discontinuous drop in power, !Q , occurs.

(10)

& Q (t0 ) #
!!
N DM (t0 ) = N max $$
% Qm "
Suppose
gives

(12)

N (t0 ) ! N DM (t0 ) . Integrating equation (11)

4

N (t ) = N (t 0 ) + N max Kt

(13)

In the limit of " ! 0 we get (see equation (9) for
definition of !Q )

If Q (t ) and hence N DM (t ) grow at a slower rate than

N (t ) , N DM (t ) and N (t ) will
~
t determined from the equation

intersect

~
N Q( t )
~
~
N (t 0 ) + N max K t = N DM ( t ) = max
Qm
~
t ,

at

time

"N
dN
!
"t
dt

(22)

(14)

(Q ! Q1 )
"Q Q1 ! Q2
dQ
=
=! 2
=!
"t
"t
"t
dt

(23)

N DM (t ) for reasons
~
previously discussed. In the domain t ! t we have
After time,

N (t )

N (t ) = N DM

equals

~
N Q( t )
= max
Qmax

(15)

The recovery rate must be reduced to satisfy equation
(15). Instead of equation (11), the increase in available
equipment is now given by

dN
= N max K r (t )
dt

(16)

Differentiating equation (15) and inserting the result into
equation (16) gives

K r (t ) =

1 dQ
Qm dt

(17)

If Q (t ) and hence N DM (t ) grow more rapidly than N (t ) ,

N DM (t ) and N (t ) will never intersect; N DM (t ) will reach
its terminal value, N max , while N (t ) is still growing. The
time for total time for recovery is then given by

tr =

N max ! N (t 0 )
KN max

(18)

Now let’s turn our attention to recovery when
(dQ / dt )< 0 . Applying equation (10) in the limit of
infinitesimal changes we write

N 2 = N 1 + !N

(19)

Q2 = Q1 " !Q

(20)

Substituting equations (19) and (20) into equation (10)
gives

N !Q
!N
=" 1
!t
Q1 !t

(21)

Inserting equatios (22) and (23) into equation (21) gives

dN N dQ
=
dt
Q dt

(24)

Equation (24) applies only when (dQ / dt )< 0 . The total
recovery equation when power is decreasing is the
combination of equations (11) and (24).

dN
N dQ
= N max K +
dt
Q dt

(25)

We see from equation (25) that there are two competing
effects for recovery when power is decreasing. The first
term on the right hand side of equation (25) increases
N (t ) from recovery procedures. The second term on the
right hand side decreases N (t ) because power is
decreasing.
DYNAMIC INTERDEPENDENCE BETWEEN
POWER AND TELECOMMUNICATIONS
Predicting transient behavior and stability of a large
segment of the electric power grid using computer models
is challenging because hundreds to thousands of
components need to be modeled. State variable theory is
used to model the dynamics of the electric power grid.
The mathematical foundations of state variable theory are
rooted in the stability of ordinary differential equations,
nonlinear differential and integral equations, and modern
control theory. Kundar has provided an excellent
discussion of the application of state variable theory to
power system transient response as things are today
(essentially no dynamic dependence on data
communications) [2].
In this section we link the equations that connect power
and telecommunications. We explore conditions where
the linkage (interdependency) leads to either recovery or
negative reinforcement and possibly collapse. The power
grid is just beginning to make more use of the public data
network. Thus, we don’t have an experience base that
connects changes in grid power to changes in Pc . Despite
this drawback, we can still gain insight into the dynamics
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of
interdependency
between
power
and
telecommunications based on general properties of the
power equation.
By combining the terms in equation (42) we can write it
in the deceivingly simple form

dQ
= " ( !, Pc )
dt

(26)

All the power variables are grouped in a set denoted
as ! .
We do not have the capability to solve equation (26) for a
HEMP event combined with dependence on the
Probability-of-Call Completion. What we have succeeded
in doing is isolating the dependence of the total power on
the instantaneous value of Pc . This is a key step in
developing linked power and telecom equations, and is
sufficient
for
illustrating
conditions
where
interdependency could lead to negative reinforcement and
collapse. This is demonstrated in the next section.
Figure 4 shows the state of affairs when telecom backup
power runs out. This figure is an amplification of Figure
3, tailored to the conditions when backup power runs out.
The telecommunications recovery curve has already been
discussed, and applies for 100% of power availability. For
the work of this section it is applicable only until the
backup power runs out. Our job is to find out what could
happen when the telecom network is suddenly connected
back to the power grid when the latter is strongly
dependent on Pc . For simplicity we assume that backup
power runs at the same time all over the telecom network.
This of course is not true, but it provides insight into the
linkage issues. A refined calculation will handle a
Interdependence between Power
distribution of power and
run Telecommunications
out times.
30 min

4 hours

Just before the transition, at t = t0! , the amount of
operating equipment was N 1 . The amount of power
available was Qm . The new level of equipment is N 2 .
From Eq. (10) we get

N 2 = N1 (

Q (t0 )
)
Qm

Pb1
Jump in probability
of blocking !Po

Basic
Basic response
response of
of
telecommunications
telecommunications
when
when 100%
100% of
of power
power
is
available
is available

Node recovery
Begins At 4 hours
Q*/Qm
D

Autonomous response
For telecommunications

Interdependency
Begins here

0
0.00001

Direction
of
recovery
for
power

Telecommunications
back-up power ends
at 1 day

Hypothetical
Hypothetical
power
power recovery
recovery

(27)

Before the transition the Probability-of-Call Blocking was

& N
Pb (t = t0' ) = 1 ' Pc (t = t0' ) = 1 ' $$ 1
% N max

#
!!
"

2

(28)

Now the Probability-of-Call Blocking is

Pb (t = t 0+ ) = 1 ' Pc (t = t 0+ ) =
& N
1 ' $$ 2
% N max

2

#
& N
!! = 1 ' $$ 1
"
% N max

#
!!
"

2

& Q (t 0 ) #
$$
!!
% Qm "

2

(29)

Comparing equations (28) and (29), we see that the
Probability-of-Call
Blocking
has
increased
instantaneously. The jump at t = t0 is

& N
(Pb = Pb (t = t0+ ) ' Pb (t = t0' ) = $$ 1
% N max

#
!!
"

2

& & Q (t ) # 2 #
0
$1 ' $
! !
$ $% Qm !" !
%
"
(30)

Planning time for Recovery
of telecommunications

Relative Power - Q/Qm

Direction of
recovery for
telecommunications:
decreasing
probability of
call blocking

time, t0 .This produces a discontinuous change in available
equipment is calculated from Eq. (10).

100%

Probability of Call Blocking

100%

As observed in Figure 4, power recovery is assumed to
occur, so that at the transition time ( dQ / dt ) > 0 . During
the backup interval the telecom network was operating
with 100% backup power. This changes abruptly when
the backup power runs out. The available power to the
telecom network drops suddenly to Q (t0 ) at the transition

This abrupt jump is shown in Figure 4 as a upward
pointing arrow.
Up until time t0 the power recovery was assumed to be
operating with 100% telecommunications capability:
Pc = 1.0 The power recovery equation was

0
0.0001

0.001

0.01

Days (to)

0.1

1.0

10.0

100.0

Figure 4 Transition of Telecommunication Backup Power
to EPG

dQ
= " ( !, Pc = 1.0)
dt

(31)

Physical reasoning tells us that the rate of power recovery
should be an increasing monotonic function of Pc . It’s
inconceivable that power recovery will improve with less
telecommunication capability. The rate of change of
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power will slow down from that given by equation (31)
because Pc will be less than unity until full recovery of
telecom occurs. In fact, the initial drop in Pc may be large
enough to cause " ( !, Pc ) to be negative.

The mathematics is made easier if we express Pc and Pˆc
in terms of normalized dimensionless variables, n 2 and

n̂ 2 , defined by the equations
2

For lack of better information, we make the assumption
that in the time interval shortly following t0 ; changes in

& N
Pc = $$
% N max

#
!! = n 2
"

" ( !, Pc ) will be mostly governed by Pc . One may make
a case for this approximation based on the fact that the
state variables for power depend on dynamic changes of
large pieces of machinery—there’s a lot of inertial in the
power grid. We thus use the approximation

& Nˆ
Pˆc = $$
% N max

#
! = nˆ 2
!
"

dQ
# " ( !(t0 ), Pc )
dt

(32)

Since !(t0 ) is assumed to be a constant we ignore it in
time dependent equations and write

dQ
= ! ( Pc )
dt

(33)

We allow for the fact that ! ( Pc ) could be positive or
negative so that, depending on the value of Pc , the rate of
change of power could be positive or negative. This
allows us to assume that there is some value of Pc above
which the rate of change of power will recover, and below
which the rate of change of power will decrease. Let this
value be Pc = Pˆc .
Without loss in generality we can then write ! ( Pc ) in the
form

" ( Pc ) # ! " ( Pˆc ! Pc )

(34)

The following conditions apply:

# ( Pˆc " Pc ) ! 0 if Pˆc " Pc ! 0

" ( Pˆc ! Pc ) < 0 if Pˆc ! Pc < 0

(35a)

(35b)

2

(37b)

Using equation (37) in equation (36) we can generate a
more useful form of relating the change of power to the
available telecommunications equipment. We write

dQ
= !" ( nˆ ! n )
dt

(38)

$ ( nˆ # n ) " ! ( Pˆc = nˆ 2 , Pc = n 2 )

(39)

The transformation of equation (37) results in two
independent variables: ! is a function of nˆ ! n and n̂ .
It’s not necessary to display the dependence of ! on
n̂ since by itself n̂ does enter into the dynamics.
Equation (38) is also a very general statement of the
conditions for power recovery or decay, and analogous to
equation (35) we have

# ( nˆ " n ) ! 0 if nˆ " n ! 0

(40a)

" ( nˆ ! n ) < 0 if nˆ ! n < 0

(40b)

There remains now the problem of connecting equations
(38) to (40) to equations (11) and (25). We repeat the
latter two:

dN
& dQ #
= N max K , if $
!>0
dt
% dt "

(41)

dN
N dQ
' dQ $
= N max K +
, if %
"!0
dt
Q dt
& dt #

(42)

We next simplify equations (41) and (42) by introducing
the dimensionless power, and the dimensionless time,
respectively, through the equations

Equation (33) then becomes

dQ
= ! " ( Pˆc ! Pc )
dt

(37a)

(36)

q!
We solve the dynamical interdependency equations in this
section using dimensionless variables. In this way a few
calculations are applicable for a wide range of scenarios.

Q
Qm

" ! Kt

(43)
(44)
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In place of equations (41) and (42) we get
Substituting equation (52) into equation (54) we get

dn
& dq #
= 1, if $ ! > 0
d'
% dt "

(45)

dn
n dq
' dq $
= 1+
, if % " ! 0
d(
q d(
& dt #

(46)

The power equation now becomes

dq
" ( nˆ ! n )
=!
d#
KQm

(55)

To complete the analysis we need to include the
constraint of equation (8); it is restated here: the
maximum amount of equipment that can support network
telecommunications operations at time, t, is

(47)

The function, " ( nˆ ! n ) , has the dimensions of power per
unit time, as can be seen from inspection of equation (38).
We can express " ( nˆ ! n ) in the power series
m =%

$ ( nˆ ! n ) = C # bm ( nˆ ! n ) m = C"( nˆ ! n )

dn
n
= 1 + #$( nˆ " n ), if n ! nˆ
d%
q

(48)

& Q (t ) #
!!
N DM = N max $$
% Qm "

(56)

& Q (t ) #
N
N
!=q
= n ' DM = $$
N max % Qm !"
N max

(57)

Thus,

m =1
m =$

#( nˆ ! n ) = " bm ( nˆ ! n ) m

(49)

m =1

The dimensionality of " ( nˆ ! n ) is expressed entirely in
the positive constant, C; it has the dimensions of power
per unit time. The coefficients in the expansion, bm , are
dimensionless constants. Since the product, KQm , has the
dimensions of power per unit time, we define the
dimensionless constant

"!

C
KQm

(50)

From equation (40), we deduce the function ! , satisfies
the equation

#( nˆ " n ) ! 0 if nˆ " n ! 0

(51a)

"( nˆ ! n ) < 0 if nˆ ! n < 0

(51b)

Equation (47) becomes

dq
= ! "#( nˆ ! n )
d$

(52)

Equations (45) and (46) now become, respectively
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dn
= 1, if n > nˆ
d!

(53)

dn
n dq
=1+
, if n ! nˆ
d"
q d"

(54)
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Solving equations (52), (53) and (55) subject to initial
conditions and the constraint of equation (57): n ! q ,
provides a solution to the interdependency problem. Aside
from the variability of the initial conditions, there is only
one dimensionless parameter in the equations, and that is
“ ! ”.
Examination of the interdependency equations shows
there are four dimensionless parameters that determine
whether the combined systems will recover or collapse.
These are: (1) n̂ , the fraction of telecommunication
equipment required to provide a positive growth of
n0 = n(! = 0) ,
power,
(2)
the
fraction
of
telecommunication equipment at the beginning of the
joint
power-telecomm
recovery
process,
(3)
q0 = q(! = 0) , the fraction of power available at the
beginning of the joint power-telecom recovery process,
and (4), ! , the dimensionless ratio defined by equation
(50).
What do we mean by the “beginning of the joint powerrecovery process”? We mean the time beginning after the
abrupt change from backup power to dependence on the
power grid. This is the time t ! t0+ . Since power
generation
cannot
change
instantaneously,
Q (t0! ) = Q (t0+ ) = Q (t0 ) , and

& Q (t0 ) #
!!
q0 = $$
% Qm "

(58)

The starting level of telecom equipment is N 2 , defined by
equation (27), which is repeated here to emphasize its

8

dependence on N 1 , the amount of telecom equipment
recovered during the backup power phase.

N 2 = N1 (

Q (t0 )
)
Qm

N2
N max

(60)

The dimensionless constant: A = C / KQm , contains three
parameters. We can show both analytically and
numerically that recovery is associated with small values
of A as opposed to large values of A. It’s interesting to
explore how the parameters: K, C and Qm affect the joint
recovery.
First, lets consider K. Recall the K tells us how fast the
telecom folks can fix their equipment. The dimensionality
of, K, is (time)-1; let’s write

K=

1
!tel

We next identify the ratio associated with power
recovery:

Qm
C

(62)

Inserting equations (61) and (62) into equation (50) gives
the following interpretation of A:

A=

!tel
!pwr

(63)

q(! = 0) = q0 , and
initial conditions are
n (! = 0) = n0 . The first observation we make is that if
n0 > nˆ , the joint power-telecom system always recovers,
although the time scale for recovery will depend on the
parameters. If n0 > nˆ , we see from equation (51b) that
"( nˆ ! n ) is negative and " A! is therefore positive.
The

) dq &
= ! "#( nˆ ! n0 ) > 0
' $
( d* %* =0+

(65)

From equation (64) we see that n increases linearly with
time, and "( nˆ ! n ) becomes even more negative. From
equation (52) this makes (dq / d! ) even larger than it was
originally. And so we have a process in which both n and
q continually increase. This is defined as positive
reinforcement. This growth continues until n = q , and
they both continue to recover at the same rate; or q
reaches its terminal value: q = 1.0 first and then n catches
up.
For the case in which n = q before full recovery is
reached, there is only one equation of motion: we replace
n by q in equation (52) and get

dq
= ! "#( nˆ ! q )
d$

(61)

We define the recovery time constant for telecom
equipment as !tel . A large value of K means that !tel is
small, A is small, and recovery will be rapid for the same
value of ( C / Qm ).

!pwr =

(64)

(59)

We then have

n0 =

& dn #
=1
$ !
% d' "' =0+

(66)

Equation (84) applies from the moment n = q until
q = 1.0 .
When

n0 < nˆ , the behavior of the system is more

complex. Depending on the parameters the powertelecom system may either recover or collapse. Initially,
"( nˆ ! n0 ) is positive and the equations are

n
) dn &
= 1 ! 0 "#( nˆ ! n0 )
' $
q0
( d* %* =0+

(67)

) dq &
= ! "#( nˆ ! n0 )
' $
( d* %* =0+

(68)

Because "( nˆ ! n0 ) is positive, q begins to decrease. The
term: ( n0 A"( nˆ ! n0 ) / q0 ) is positive, and acts to slow
down the recovery of n. If ( n0 A"( nˆ ! n0 ) / q0 ) > 1, the
dimensionless telecom equipment variable, n, will also
begin to decrease. This leads to a situation in which
"( nˆ ! n ) continuously increases, causing continuous
decay and ultimate collapse of the system.
If the condition: 0 < ( n0 A"( nˆ ! n0 ) / q0 ) < 1.0 exists, we
have a horserace. There is initially an increase in n. But is
this growth sufficient to counteract the continuous decay
in power? There’s really no way to make a generalization.
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We must use specific models. For illustrative purposes we
use a simple linear form for "( nˆ ! n ) . We have

"( nˆ ! n ) = nˆ ! n

(69)

The dynamic equations then become

dq
= ! "( nˆ ! n )
d#

(70)

dn
n
= 1 ! " ( nˆ ! n )
d#
q

(71)

We have examined the behavior of

n(! ) and q (! ) as a

function of ! for a variety of values of nˆ , n 0 , q0 and A.
Two examples are given in Figure 5 and 6.
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Figure 5. Dimensionless Power and Dimensionless
Telecommunications Variables as a Function of
Dimensionless Time for q0 = 0.6, n0 = 0.3, nˆ = 0.5 and
A = 1.0

1
n
q

Figure 5 is the solution for A = 1.0 . The initial
counteractive term, !( n0 A"( nˆ ! n0 ) / q0 ) , is less than 1.0.
As observed in this figure, n increases rapidly while q
decreases
relatively
slowly,
and
at
about
! = 0.25, n = nˆ . At this point ! passes through zero,
subsequently becoming negative. When this happens, q
begins to increase instead of decrease, and n increases
faster than it did before n = nˆ . Shortly afterwards n
reaches q, and they both recover subject to the constraint:
n = q . Eventually, n = q = 1.0 and we have
simultaneous full recovery of both systems (this recovery
point is off the scale to the right in Figure 5..
Figure 6 is where our luck runs out. This is the case
where A = 4.0 . The negative rate of change of q is now
too fast to allow n to exceed n̂ . The combined system
goes into complete collapse at around ! = 1.0 .

DISCUSSION
In the near future, the EPG may rely on public data
networks for more than 50% of its real-time data needs.
We have identified scenarios caused by HEMP where this
level of dependence could lead to a condition of negative
reinforcement—EPG and supporting telecommunication
networks both collapse due to their mutual
interdependence. Our theory that predicts negative
reinforcement also predicts conditions for the opposite
case, mutual recovery—both infrastructures recover when
they are dynamically coupled. The scenario we examine
is one where: (1) the EPG depends heavily on the realtime data supplied by the PDN, and (2) the backup power
for telecommunications runs out, and it must rely
completely on commercial power. When an explicit
model of the EPG’s dependence on data flow becomes
available, we’ll be able to predict recovery or collapse for
specific coupled power-telecom systems in specific
HEMP scenarios. It is also desirable to examine the case
when there is a temporal distribution of back-up power
outage times.
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Figure 6. Dimensionless Power and Dimensionless
Telecommunications Variables as a Function of
Dimensionless Time for q0 = 0.6, n0 = 0.3, nˆ = 0.5 and

A = 4.0
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U.S. Chemical Infrastructure: Vulnerability Impacts
Related to Supply Disruptions and Toxic Releases
Douglas C. Marqueen
Naval Surface Warfare Center Dahlgren Division
Dahlgren, Virginia

ABSTRACT
Chemical infrastructure supply disruption studies have
focused on toxic chemical releases. Although casualty
consequence deserves primary emphasis, chemical infrastructure supply disruptions and their associated economic
impacts demand the same level of consideration as disruptions in other infrastructures, such as electric power, natural gas, and water.
INTRODUCTION
The U.S. chemical industry has received significant attention as a high-level target for terrorist attacks from all
government levels, since September 11, 2001. Many facilities produce, store, and handle various types of toxic
chemicals for a variety of purposes. It is believed that
these facilities are very vulnerable to terrorist attacks,
which could result in releasing toxic chemicals into the
atmosphere, as well as polluting nearby waterways and
the surrounding land. Atmospheric releases are of special
concern because toxic chemicals in a gaseous form can
travel for miles as a plume, potentially causing thousands
of casualties.
The chemical industry produces many chemicals that are
used within the industry, and other industries use chemicals to manufacture products used in our society. Some
important questions to consider in evaluating industrial
dependencies on chemicals include
• What are the most important industrial chemicals?
• How many companies/facilities produce these chemicals, and what are their annual capacities?
• What industries and products would be adversely affected by chemical supply disruptions?
Producing about 24% of the total chemical production,
the U.S. chemical industry is the world’s largest. The U.S.
has maintained the number one position, since the early
1900s, and chemical production is also a significant part
of the nation’s economy. The American Chemistry Council provides the following 2003 statistics.
• The industry’s $460B gross output yielded $370B in
final direct sales to consuming sectors, based on the
Standard Industrial Classification (SIC) code ($460B
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minus $100B Intra-industry sales plus $10B net imports).
• $30B consumed directly by the government sector.
• Approximately 1 million jobs in the chemical industry resulted in 5 million additional jobs or about 4%
of the total U.S. workforce.
Chemical manufacturing in the U.S. affects many aspects
of the nation’s economy. The tiered nature of the chemical industry means disruptions will have cascading effects. Chemicals produced are used to manufacture other
chemicals, and these chemicals are, in turn, used as components of other products or to facilitate the manufacture
of other products. Table 1 illustrates the importance of the
chemicals, expressed as the chemistry products’ value as
percentage of material inputs consumed during manufacturing in certain industrial- and consumer-product sectors.
Table 1. Percent of chemistry products consumed in the
manufacture of industrial and consumer products* [1]
Industrial Products
High (%)
Low (%)
Pest Control
83
-Adhesives/Sealants
82
-Plastic Bottles
79
-Hoses and Belting
40
-Medical Equipment
27
-Aircraft
-9
Concrete Blocks
-7
Screws and Bolts
-7
Plywood
-6
Cement
-5
Consumer Products
High (%)
Low (%)
Paints
94
-Medicine
82
-Cleaning Compounds
75
-Cosmetics and Toiletries
68
-Tires
62
-Telephones
-12
Food
-11
Consumer Electronics
-8
Computers
-7
Gasoline
-6
*The value of chemistry as percent of total material value used
in manufacturing.

CHEMICAL INFRASTRUCTURE
VULNERABILITIES
•
The U.S. chemical industry is vulnerable by its
• Dependency on other infrastructures for raw materials.
• Dependency on the transportation infrastructure.
• Concentration of plants along the Gulf Coast region
and associated weather vulnerabilities.
Feeder infrastructures include natural gas, petroleum, and
mining that provide the basic raw materials. The chemical
infrastructure is a processor and a feeder infrastructure
that processes raw materials into useful chemicals. The
chemicals can be used internally to the chemical infrastructure or may be used by non-chemical industries.
A networked infrastructure is a system based on physical
connectivity. Electric power, natural gas, and water supply systems are networked infrastructures; physical assets,
such as substations or pumping stations, are connected by
power cables or pipelines. Parts of the chemical infrastructure (e.g., ethylene, oxygen, nitrogen, and ammonia
pipelines) are also physically networked infrastructures.
Most chemical infrastructure is not physically networked.
The hidden network within the chemical infrastructure is
characterized by the relationships between companies
involved in the production, use, and physical movement
of chemicals. Chemical pipeline transfers can occur between adjacent facilities owned by different companies or
through long-distance pipelines. Most chemical movements are accomplished using the transportation infrastructure – rail, truck, barge, and ship. The network arrangements are the contracts between companies to produce and distribute chemicals to customers within and
outside the chemical infrastructure. Companies within the
chemical infrastructure depend on each other for their
chemical raw materials to produce their products. These
companies also become a dependency to companies outside the chemical infrastructure. These dependencies and
interdependencies are important. The associated intricacies make the potential economic implications within the
chemical infrastructure difficult to identify, analyze, and
assess.
The Gulf Coast region is the most important area for
chemical production in the U.S.; for example,
• Six of the world’s ten largest ethylene plants are
located in Texas and Louisiana [2].
• Five chemical companies operating from six
U.S. locations produce toluene di-isocyanate
(TDI), and 94% of the U.S. TDI capacity is lo-

•

cated in the Gulf Coast region of Louisiana and
Texas [3].
30% of the U.S. chlorine production is located in
Louisiana [3].
The largest cryogenic liquid hydrogen plant
(26% of U.S. capacity), located in New Orleans,
was shutdown by Hurricane Katrina’s flooding
in September 2005.
CHEMICAL INFRASTRUCTURE
INTERDEPENDENCIES

All industries rely on chemicals and the infrastructure that
produces and transports chemicals. The following examples demonstrate both well-known and lesser-known
chemical dependencies.
• Water distribution and wastewater treatment are networked infrastructures dependent on the chemical industry’s chlorine infrastructure. Although 4% of the
chlorine produced is used in water and wastewater
treatment, thousands of water and wastewater treatment plants and millions of people depend on the safe
and timely transport of chlorine for potable water and
proper wastewater treatment.
• The petroleum infrastructure produces chemicals
such as butadiene, which is a raw material the chemical infrastructure uses to manufacture synthetic rubber and other elastomers. This shows the chemical infrastructure’s dependency on a feeder infrastructure.
• Sulfur recovered from natural gas operations, which
uses amines manufactured by the chemical infrastructure, is an example of a process interdependency between the chemical and natural gas infrastructures.
The sulfur is typically converted into sulfuric acid
that is subsequently used for other products, such as
fertilizers.
• The chemical infrastructure also uses sulfur, derived
from natural gas, to produce mercaptans (organosulfur compounds) to detect odor in natural gas produced by the natural gas infrastructure. This is a
product interdependency example.
• Company A produces di-nitrotoluene (DNT) and
sells to Company B, who produces TDI, a chemical
used to make polyurethane foams. This is an example
of the hidden network within the chemical infrastructure. There is no physical connectivity between the
companies, and there is a contractual agreement to
produce and buy a chemical between two companies.
• Company B, from the previous example, purchases
chlorine and carbon monoxide to produce phosgene
onsite to produce TDI. This situation is referred to as
captive use.
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CHEMICALS USED BY OTHER INDUSTRIES
Other industries use chemicals to manufacture other
products or as part of their operations.
• Every industry uses fluorocarbons for industrial cooling and interior climate control. Two companies produce 65% of the U.S. production capacity.
• Hydrofluoric acid is the key raw material for producing fluorocarbons and aluminum processing. About
3% of the annual hydrofluoric acid production is used
for alkylation catalysts in refineries to produce highoctane gasoline. Two separate companies produce the
U.S. capacity.
CHEMICALS PRODUCED BY
ONE OR TWO PLANTS
There are chemicals for which there are only one or two
manufacturing companies or plants. The following examples illustrate single- or limited-supply sources.
• An alcohol, used for synthesizing pharmaceuticals, is
produced by one company in the U.S. in one plant,
which is the world’s largest and only North American
producer.
• An inorganic acid, used as a cleaning agent for metals, is produced by one company with two U.S. locations.
SUPPLY DISRUPTIONS
The following examples, resulting from the 2005 hurricanes, show what could happen to the U.S. economy if
certain chemical production ceases or is in short supply.
Hurricane Rita Impacts [4]
• Operating capacity decreased: propylene 34%; ethylene 56%; high-density polyethylene 55%; linear lowdensity polyethylene 67%; butadiene 68%; polybutadiene 83%; benzene 49%; toluene 44%; and chlorine
41%. Many shutdowns were precautionary; however,
subsequent plant damage, lack of utilities, flooding,
and manpower shortages have caused start-up delays,
which frequently resulted in chemical shortages and
price increases.
• This storm was only 1 month after Hurricane Katrina
and further complicated fuel, gas, and raw material
supplies along with transportation infrastructure issues around the Gulf Coast region.
• Some companies predicted economic impacts in the
form of lower earnings per share.
Hurricane Katrina Impacts
• The refinery and natural gas operation shutdowns led
to sudden increases in energy and feedstock prices
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for chemical companies, resulting in higher product
prices for chemical company customers and forecasted lower earnings for the chemical companies
[5].
• Operating capacity decreased: propylene 20%; ethylene 19%; ethylene oxide/ethylene glycol 43%, and
chlorine 28% [6 and 7].
• Hydrochloric acid supply chain disrupted due to plant
shutdowns and transportation disruptions [6].
• The largest cryogenic liquid hydrogen plant (26% of
U.S. capacity) was shutdown because of flooding.
Additional collateral effects of the liquid hydrogen
shortage include
o A Sharon, Pennsylvania, steel company laid
off almost 25% of its workforce [8].
o A North Towanda, Pennsylvania, company informed personnel a major shutdown was possible [9].
o A Fort Wayne, Indiana, steel company discontinued taking orders for galvanized steel [10].
TOXIC CHEMICALS RELEASES
Accidental chemical releases have always been an inherent concern about facilities handling toxic chemicals. The
methyl isocyanate release at a Bhopal India facility in
1984 claimed over 3,000 lives and injured thousands of
others. The Bhopal incident is considered the worst
chemical release in history.
Table 2 provides the incidents of accidental chemical releases falling into the following categories.
• Storage tank leak or failure
• Process system malfunction or failure
• Piping or transfer system malfunction or failure
• Transportation accident such as train derailment,
truck collision, or turnover.
Table 2. Incidents of accidental toxic chemical releases
Year
Location
Results
Chlorine release from railcars
Graniteville,
following a train derailment –
2006
South Carolina 9 fatalities; more than 550 persons sought medical attention.
Macdona
Chlorine release following a
2004 (Bexar County), train collision – 3 fatalities, 41
Texas
injured.
Chlorine release from a deGlendale, Ari2003
pleted caustic scrubber – no
zona
fatalities, 16 injured.

Table 2. Incidents of accidental toxic chemical releases
Year
Location
Results
Anhydrous ammonia release
Minot,
following a train derailment –
North Dakota
1 fatality, 300 injured.
Chlorine release from the
Festus, Missouri transfer hose of a railcar – no
2002
fatalities, 3 injured.
Hydrogen sulfide release from
process sewer via chemical
Pennington,
Alabama
reaction – 2 fatalities; 8 injured.
Propane release from storage
Albert City,
tank followed by fire and ex1998
Iowa
plosion caused by ruptured
piping – 2 fatalities, 7 injured.
There have been no reported intentional toxic chemical
releases in the U.S., but intentional releases could occur
by the same mechanisms as accidental releases. A cult
group, Aum Shinrikyo, manufactured and intentionally
released Sarin, a chemical warfare agent, inside a Japanese subway in 1995, causing 12 fatalities and nearly
1,000 injuries.
Government authorities have become increasingly concerned that more sophisticated terrorist organizations will
attempt an attack on a chemical facility to intentionally
release toxic chemicals or to steal chemicals to make
more deadly chemical agents. In March 1996, a U.S. Senate Subcommittee report stated it was not a matter of IF
but WHEN an event will occur (attack on chemical facility) [11].
The U.S. Congress passed the Clean Air Act Amendments
of 1990, which then required the Environmental Protection Agency (EPA) to publish regulations and guidelines
for preventing chemical accidents at facilities handling
and storing toxic chemicals. The EPA wrote the Risk
Management Program Rule (RMP Rule) to implement
Section 112 (r) of the Amendments. The Rule required
companies of all sizes to develop RMPs at their facilities
that store and handle certain toxic and flammable chemicals. The RMPs included information about the chemicals, quantities stored or handled, and the potential release
impacts.
In 1999, the EPA began collecting information and data
about facilities that store and handle the toxic chemicals
above the defined threshold levels. There has been limited
access to RMP information to reduce the threat possibilities against these facilities, since September 11, 2001.

RMP facilities include some chemical manufacturing facilities and the following: chemical distribution facilities,
water and wastewater treatment plants, refrigerated warehouses, fertilizer facilities, and propane / liquefied petroleum gas (LPG) facilities. The list represents a valuable
information resource for government agencies at all levels
responsible for dealing with the consequences of accidental or intentional toxic chemical releases.
The RMP list is a limited list of chemical users. Many
other chemical facilities exist that are not on the RMP list,
especially chemical manufacturing plants that do not store
or handle a toxic chemical on the EPA’s list and, therefore, are not required to submit an RMP. These chemical
manufacturing plants, along with some of their counterparts who are on the RMP list, comprise the U.S. chemical industry.
CONCLUSIONS
Chemical infrastructure supply disruptions are complex to
identify and evaluate. They can impact other industries as
the 2005 hurricane experiences have shown. Many factors
such as the particular chemical, the number of, capacity
of, location of the manufacturing plants, and the industries
impacted will determine how the economy will be affected.
The accidental and intentional release of chemicals will
continue to be an important issue facing our society. Government agencies and private industry must work together
to share information and provide tools and training to
mitigate chemical releases. Accurate modeling of chemical releases is essential for monitoring and managing the
associated risks. Security measures must be improved to
minimize the theft of chemicals that could be used as terrorist weapons.
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D

riven by agent-based behavioral modeling, the NSRAM tool simulates multiple infrastructure
layers and their interactions. NSRAM is a client/server system consisting of a cross-platform
GUI client (Java) and a native core server (C++) connected by an XML protocol. The client
component provides the end-user a schematic view of an independent network that can be
combined with other elements in and beyond the system of study, while the server handles processing. Modeling
small, manageable systems is an essential part of verifying NSRAM’s logical and computational outputs, similar
to how new software is beta tested in the product development cycle. JMU’s IIIA research and modeling team
developed a Pandemic Influenza modeling scenario using Stella system dynamics modeling software. The
system behaviors and data outputted in Stella will be used to validate trial NSRAM simulations.
Concerns about the impacts and severity have increased dramatically over the past decade as the H5N1 strain
of Avian Influenza has led to a growing number of human fatalities. Researchers predict that a potentially
catastrophic outbreak, possibly similar in magnitude to the 1918 Spanish Flu, is inevitable. IIIA collaborated
with a local Virginia hospital to simulate its response to a patient surge initiated by pandemic influenza.
Utilizing Stella’s unique “Interface” functionality, the IIIA research team created a table-top scenario to aid local
health care officials in planning and preparation for a pandemic influenza outbreak. Ultimately, NSRAM will
be used to imitate this model and add to its complexity by incorporating other levels of infrastructure, such as
area emergency response and transportation systems, through a more navigable GUI that will allow end-users to
manipulate system elements and attributes without XML coding.

Pandemic Influenza Modeling: System Dynamics
Employed as a Planning Tool for a Rural Virginia Hospital
Matthew Harrison, Patsy Salyers, David Martin
James Madison University
Abstract
Hospitals across the United States have been
struggling with preparation for a pandemic flu surge
since the first fatality from H5N1 Avian influenza
in 1997. Spreadsheet models, such as the Center
for Disease Control’s FluSurge, estimate patient
numbers, required ventilators, and beds. While data
from FluSurge and similar pandemic flu planning
programs are useful foundations for planning, the
model described in this article provides hospital
administrators with reliable estimates of resource
availability and patient care thresholds. Factors such
as staffing, hours of care per patient, and staff shift
duration have major impacts on patient capacity.
This model allows officials to examine staffing policies
and evaluate potential changes to hospital standard
of care practices when faced with pandemic influenza
patient surge.
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Introduction
Pandemic influenza has been a primary focal point of
disaster planning and mitigation since the first human
fatality from H5N1 Avian influenza in 1997 (Meltzer,
1999). The public and private sectors have become
actively involved in modeling potential patient surge
from an influenza pandemic based on extrapolations
from historic data. While this data is useful for
estimating patient surge, it does little to help local
officials determine their day-to-day capacity based on
limited hospital resources.
A team of researchers from James Madison
University’s Institute for Infrastructure and
Information Assurance collaborated with medical
professionals at a semi-rural hospital in Virginia to

develop a more inclusive pandemic planning tool.
Susceptible, Exposed, Infected, Recovered
This research was funded in part by the National
(SEIR) models are widely accepted deterministic
Institute of Standards and Technology through
epidemiological models for estimating the spread of
the Critical Infrastructure Protection Program.
Using the system dynamics methodology, the
team developed a comprehensive model to
gauge patient capacity. This model enables the
hospital administrators to adjust variables such
as medication, staff, and patients seeking care
to observe patient thresholds throughout the
duration of an influenza outbreak. The model
can also simulate a reduction in patient surge with
Figure 1: SEIR component
the non-pharmaceutical community intervention
known as social distancing. Social distancing policies
an infectious disease (Chowell, 2005; Mills, 2004).
are either voluntary or mandated reductions in social
John Sterman (2000) reproduces a basic system
gatherings (Bootsma 2007).
dynamics SEIR model derived from research by
Kermack and McKendrick (1927), but similar to
Four scenarios were created to aid the hospital
spreadsheet models, his model only estimates patient
with decision making. Three of the scenarios are
surge and does not address hospital staffing or
grounded in historic data: the 1918 Spanish flu,
alternative standards of care practices.
1957-58 Asian flu, and the seasonal flu. The fourth
scenario is a hypothetical “Category 3” pandemic flu
Wolstenholme (1999) developed a system dynamics
scenario based on the CDC’s “flu severity index” that
model examining alternative standards of care
would manifest as less severe than a 1918 Spanish flu
and the resulting effects on capacity. For example,
scenario, but more severe than a 1957-58 Asian flu
adjusting standard of care practices such as reducing
scenario (Centers for Disease Control, 2007).
patient length-of-stay was shown to significantly
increase hospital capacity (ibid.). Another important
By estimating patient surges from these scenarios,
aspect of standard of care is the hours of nursing care
hospital administrators can examine resource
provided per patient. Streamlining nursing activities
management practices. Understanding how to
to reduce the amount of time required per patient has
manage patient care with reduced staffing and
a major impact on capacity. While this area has been
limited supplies is essential to reducing mortality
studied extensively (Sochalski, 2001; Needleman,
and improving patient outcomes during an influenza
2002), nursing care requirements have not been
pandemic.
included in a pandemic planning tool to date.
Background
Model
Other planning tools exist to aid hospitals
Combining elements of an SEIR model with a
with pandemic influenza surge planning. The Center
patient flow model enables hospital administrators to
for Disease Control has developed two spreadsheetsimulate an array of scenarios affecting standards of
based surge planning tools to assist hospitals:
care. By adding a staffing sub-model to the patient
FluSurge and FluAid, which estimate patient surge
flow component, the hospital can also examine its
from historic pandemic flu scenarios (Ibid. 2007).
standard of care practices when faced with staffing
Based on these scenarios, the tools provide estimates
shortages. Estimating patient surge in tandem with
for the overall number of infections, flu-related
staffing shortages may illustrate the hospital’s true
hospitalizations, beds and ventilators required for
capacity during a pandemic.
patients.
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Figure 2: SEIR model with patients who are not hospitalized
The SEIR component (Figure 1) begins with a
“Susceptible Population” stock, which consists of
the hospital’s service population. “Infection Rate”
is a differential equation that changes over time in
accordance with the number of people who become
infected. The value of the “Infection Rate” at each
time step depends on the interactions between the
“Susceptible Population” “Contagious Population,”
“Net Population,” “Infectivity Rate,” and “Contact
Rate.”
The “Carriers” stock takes into account an infection’s
latency period, or the time an individual is sick
without displaying symptoms. The latency period for
influenza is between 1 and 3 days with 2 being the
average duration (Vynnycky et al, 2007). “Carrying
Rate” is simply the number of people whose two-day
latency period has expired.
One option for reducing patient surge is a nonpharmaceutical community intervention known as
social distancing. Social distancing policies, which
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can be simulated by adjusting the “Contact Rate,”
are either voluntary or mandated reductions in social
gatherings (Bootsma 2007).
The “Sick Population” stock represents the number
of symptomatic people infected with influenza at
a particular time and is emptied by two rates: the
“Hospitalization Rate” and the “Stay at Home Rate.”
An estimated percentage of the population will forego
hospital visits due to the mildness of symptoms.
The “Hospitalization Rate” estimates the number
of patients visiting the hospital, which will then
determine the number of patients entering “Hospital
Admissions” (Figure 2).
Once a patient is admitted to the hospital, (s)he will
be immediately transferred to one of four wards for
treatment. The two wards of primary concern for
hospital administration are given the pseudonyms
“red” and “yellow” (Figure 3). Patients are diverted
to either of these stocks based on the severity of their
symptoms. The red ward is the worst case scenario,
and people treated within are likely to require

Figure 3: Example of patient flow sector of the model
ventilators. Severity is estimated by normalizing
national percentages of high risk individuals with
complications to local demographic data (Hak, 2001).
High risk individuals are considered at greater risk
for flu complications due to conditions like chronic
obstructive pulmonary disease (COPD), diabetes,
heart disease, adult asthma, and congestive heart
failure (Ibid.). Individuals suffering from two or
more high risk qualifiers are assumed to require a

ventilator and are assigned to the red ward. Patients
with high risk conditions that will require extra care
or oxygen are assigned to the yellow ward. The green
and pediatric wards are not pictured, but the model
structure follows similar logic. (See Figure 3.)
Variables such as “Red Bed Overflow” and “Yellow
Bed Overflow” allow hospital administration to
observe spatial limitations amid a variety of pandemic
influenza scenarios. Additionally, the “Red Dead”
Harrison, Salyers and Martin
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Validation

Figure 4: Staffing sub-model
and “Yellow Dead” are matched with historic data
to ensure that the case fatality proportion accurately
accrues an appropriate number of deaths during each
scenario. (See figure 4.)
The most beneficial aspect of this model is its
ability to facilitate accurate staff calculations for
hospital administration. An administrator can set
variables like “Red RN Staff ” and “Red RN hours
per shift.” Administrators can then use the model
outputs to assess the ability of their staff to provide
an appropriate standard of care. Furthermore,
simulating reduction of staff or staff hours provides
a demonstration of the degradation of care. This
allows the hospital to gain insight into the maximum
number of patients the staff can support under
duress.
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This system dynamics model
includes four different control
variables for assessing the model
logic (Table 1). These variables
are common epidemiological
descriptors for the characteristics
of an infectious disease. The first
descriptor is the virus’ reproductivity
value, which is simply a calculation
of the number of subsequent
infections to susceptible hosts by
confirmed contact with a contagious
host (Kermack & McKendrick,
1927). Reproductivity varies
over the course of the pandemic,
and is highest at onset (Ibid).
Attuning the model to historical attack rates and
case fatality proportions are the other germane
validation methods. An attack rate is simply the
overall percentage of the susceptible population
who becomes ill (Chowell, 2006). The case fatality
proportion, or the proportion of death compared to
the total sick population (Mills, 2006), validates the
model logic by ensuring that the correct number of
people dies within each scenario based on historical
data.
Furthermore, each historic outbreak of influenza
infects a population for a specific duration of time.
The resulting length of pandemic provides modelers
with yet another validation tool.

Discussion

Figure 5: Sick Population: 1-Seasonal Flu, 2-Asian Flu, 3-Category 3, 4-Spanish
Flu, no social distancing.

Figure 6: Hospital Admissions: 1-Seasonal Flu, 2-Asian Flu, 3-Category 3,
4-Spanish Flu, no social distancing.

Figure 7: Ward occupation for 1918 pandemic flu scenario (no social
distancing)

Combining the elements
of a SEIR and patient flow
model with the hospital’s
staff allocation and resource
consumption allowed the
researchers to create a
more robust model of the
hospital system. Various
outputs from the model, as
seen in the following figures,
illuminate the problems
the hospital may face in
the event of an influenza
pandemic.
To estimate patient surge
for the hospital, the overall
number of people infected
based on the SEIR model
must be estimated first.
Figure 5 shows estimates
for the number of new
infections over the course of
the pandemic. From here, a
proportion of sick people are
expected to seek care; these
values are used to estimate
daily triage traffic and
overall hospital admissions
for each pandemic scenario.
Hospital admissions
(Figure 6) are derived
from a percent of the
Sick Population. Each
pandemic scenario has a
corresponding admissions
percentage: 1.5 % for a
seasonal flu, 1.1 % for the
1957-58 Asian flu, 6.1 % for
the hypothetical Category
3 scenario, and 11% for
the 1918 Spanish flu (Gani,
2005; Meltzer, 1999;
Simonsen, et. al., 2000;
Thompson, et. al, 2006).
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Using the system dynamics methodology allowed
the researchers to simulate variegated scenarios that
illustrate patient surge. In Figure 7, social distancing
was not implemented, and standard length of stay
is ten days for the “Red Ward,” seven days for the
“Yellow Ward,” and five days for the “Green Ward.”
In a “no social distancing” scenario and a 1918-like
pandemic, the model estimates a peak surge of 892
patients in the hospital for a service area of 100,000
residents. Hospital administrators can use this
information to plan resource and staffing allotments
for a worst-case pandemic flu scenario. The model
can also be used to examine strategies to reduce

patient surge, such as social distancing and reduced
length of stay.
In a social distancing scenario (Figure 8), the numbers
of patients staying in each ward drops dramatically.
The peak day has 360 fewer patients treated the
hospital, much less than the 1918 scenario without
social distancing.
Shortening a patient’s length of stay in the hospital
provides another effective alternative for reducing a
hospital’s patient load. Figure 9 depicts a reduction in
patient stay by two days for each ward, which resulted
in a comparable reduction in the hospital’s patient
load.

Figure 8: Ward occupation with 1918 pandemic flu scenario (social distancing)

Using a system dynamics
approach to modeling
patient surge also allows
hospital administrators
to gain perspective on
limiting resources within the
system. In Figure 10, the
graph depicts an extreme
nursing shortfall (the hours
of patient service unmet
due to staff limitations)
during a 1918-like pandemic
scenario with no social
distancing and a standard
length of stay. The hospital
currently estimates nursing
care requirements of eight
hours of care for red ward
patients per day and five
hours of care for yellow
ward patients per day. Even
a slight decrease in the
amount of care provided can
have severe ramifications for
the patients being treated in
the hospital (Sochalski, 2001;
Needleman, 2002).
Conclusion

Figure 9: Ward occupation for 1918 pandemic scenario with decreased length
of stay, no social distancing
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The imminent threat of
pandemic influenza requires

Figure 10: Staffing shortage for Red and Yellow Wards, 1918 pandemic,
standard length of stay, no social distancing
strategic planning and preparation for hospitals to
effectively mitigate excessive mortality and morbidity.
Estimating patient surge and hospital utilization is
only a small part of the planning picture; examining
the effects of more efficient practices and how to
maximize usage of a reduced staff is essential to
effective surge planning.
Developing an inclusive simulation with system
dynamics provides additional functionality over
existing planning tools. Hospital administrators can
examine patient loads for its service population based
on four pandemic influenza scenarios. In relation
to these estimated patient loads, administrators
can examine several interventions to manage a
severe patient surge. These interventions include
streamlining nursing practices and reducing
length of stay to expand hospital capacity. System
dynamics provides a useful framework for developing
a patient surge planning tool. Additional hospital
resources such as medication, oxygen, food, and
their corresponding supply chains could also be
incorporated into the model to simulate potential
resource shortfalls in long-term disaster planning.
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PSWN Consequence Modeling: A Case Study
Chung-Chu Hsieh, Norfolk State University, Norfolk, VA, ghsieh@nsu.edu
Terry O. Traylor, US Marine Corps, Camp Pendleton, CA
ABSTRACT
Public Safety Wireless Network (PSWN) is a critical
infrastructure relied upon by the public safety and
emergency management personnel for their daily,
special-event, and disaster response operations.
Modeling and simulation are valuable tools for
emergency management, and they can be used for
vulnerability assessment, training, and decision support.
This paper presents our research and a case study whose
main objective was to construct and validate a
conceptual model to characterize the consequences on
PSWN services caused by major changes on the
communication infrastructure and/or user traffic load.
This research has identified some key requirements and
constructed a preliminary model to characterize the
structural, operation, and performance characteristics of
PSWN. The Unified Modeling Language (UML) was
used as the primary model description method,
especially to describe the structural, quality of service,
and fault tolerance aspects of the infrastructure. Call
handling capacity and radio coverage were two critical
characteristics modeled using existing communication
modeling tools. Interoperability was another highpriority area studied.
INTRODUCTION
Communication has been identified by the Department
of Homeland Security (DHS) as a critical infrastructure
for the nation. Emergency response relies on the
communication infrastructure for command, control and
coordination. Unfortunately, past experiences in
emergency response, such as the World Trade Center
rescue operation, have identified communication
systems as a major problem area for emergency response
capability. The lack of interoperability and robustness of
the communication systems is one of the most serious
barriers for the emergency management and response
community. Therefore, several federal government
agencies have launched technology, standardization,
procurement and operations initiatives to address this
critical issue. The key agencies include: SAFECOM and
National Communications System in DHS, National
Institute of Justice Science and Technology Program in
the Department of Justice, and Advanced Network
Technologies Division in National Institute of Standards
and Technology.

Modeling and simulation are valuable tools for
emergency response, and they can be used for
vulnerability assessment, planning, training and decision
support. They are identified as the only feasible
approach when it is difficult to do real-life experiments,
as is the case for homeland security applications.
Research and development in the modeling and
simulation of communication systems for homeland
security applications are critically needed, because
existing tools are not adequate to meet the requirements
for emergency planning, management and response [3].
For example, the network simulation tools available
today can be used to determine network capacity.
However, they are generally too complicated to use.
They are also not adequate for simulating the
communication needs across organizational boundaries,
generating and evaluating emergency management
plans, and analyzing what is needed to support required
communication when infrastructure resources are lost,
etc.
This research was initiated to construct a conceptual
model to characterize the emergency response
communication systems for consequence management
applications. It was envisioned that the conceptual
model could be used to develop simulations to support
the training and decision support needs for emergency
management at the Emergency Operation Center (EOC)
level.
Public Safety Wireless Network (PSWN) was the main
focus of this research because it is the backbone of the
communication infrastructure for public safety and
emergency management operations.
This research involved: 1) analyzing the requirements
for PSWN consequence modeling through literature
research and seeking input from domain experts and
practitioners; 2) analyzing a selected set of
communication systems to characterize their structural,
operational, and performance characteristics for
consequence management purpose; and 3) constructing a
set of UML diagrams and notations to represent the
conceptual model. Working with local domain experts, a
local city was used as a case study.
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This article presents our research results, especially the
lessons learned through this case study. It is intended to
help raise awareness of and interests in emergency
response communication systems modeling and
simulation for emergency management applications. It
does not provide a complete characterization of PSWN
in any jurisdiction, because much more research effort is
still required.
In section 2, the methodology used for this research is
presented. In section 3, key concepts and findings for
PSWN consequence modeling are discussed. In section
4, analysis and characterization of the most critical
PSWN systems used in the case study are described. In
section 5, constructing a conceptual PSWN consequence
model using UML is discussed. Finally in section 6, a
brief summary is presented.
METHODOLOGY
The following principles were used to guide the
planning and development effort:
-Use top-down abstraction to reduce complexity and
focus on consequence modeling.
-Take a general-solution approach by building
foundation
models
and
representing
different
configurations as instances of general models.
-Adopt analytical performance analysis methods if
available, because they can be simpler to implement
algorithmically in simulation engines.
-Use an incremental and iterative approach to build up
the conceptual model.
Development Process
As shown in Figure 1, this research involved work in
three major inter-related areas:

Figure 1. Development process.
The main tasks for systems engineering included:
requirements
analysis
and
conceptual
design.
Performance analysis is shown as a separate functional
block, because UML modelers usually do not include
performance analysis tools. Hence, performance
evaluation is done by tools other than UML modelers.
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This development process is described in more detail
below, using the case study as an example.
CASE STUDY - CONSEQUENCE MANAGEMENT
Consequence management constitutes actions taken in
the aftermath of a disaster, natural or man-made.
Modeling techniques are often used as consequence
assessment methods to assess the impact of fire,
chemical spills, weapons of mass destruction attacks,
etc.
The purpose of PSWN consequence modeling is to
model consequences on PSWN communication services
due to major changes on infrastructure and/or user
traffic load. These changes may be caused by a variety
of incidents. For example, a microwave tower and its
attached antennae could be destroyed by hurricane,
earthquake, or terrorist attack. The destruction of the
microwave tower can be selected as a scenario to model,
and the scenario can be used no matter what caused the
tower’s destruction.
To help understand the requirements for PSWN
consequence modeling, the emergency manager and
radio communication manager involved in the case study
shared
their operational perspective
on
the
communication
aspects
of
domestic
incident
management and on Emergency Operation Center
(EOC) operations:
-Good communication is critical to the operation of the
EOC.
However, the emergency manager is less
concerned with basic communication and much more
concerned with interoperability and the security of
communication. Security has its own interoperability
issues.
-Incident management communication is a system of
systems. There is the basic communication system.
However, the incident management system also has
several geographically dispersed “sub-centers” to the
EOC, such as police, fire, utilities, etc. Each of these
sub-centers may have their own communication system
with their own base stations (but which, perhaps, use the
backbone). The status of each sub-center system affects
the ability of the overall system to communicate.
Further, there are additional back-up systems that are a
standard part of the overall communication system.
Examples of back-ups include civilian ham radio
operators and standing agreements with local
civilian/business organizations for the provision of
resources in an emergency, such as pagers and radios.
-State or Federal governments can deploy reinforcing
communication packages into the incident area. These
packages would support load and interoperability needs

versus extending communication coverage. They would
remain under the control of the deploying agency and
the emergency manager would have to coordinate
support.
-During an incident, the communication manager
monitors communication status for the emergency
manager.
The communication manager relays
communication status to the emergency manager by
exception, i.e. when there is a problem.
-Exercising communication degradation is important but
not to the extent that it disrupts training in the rest of the
exercise. It’s desirable to have an exercise-generated
degradation, e.g. loss of a tower or a base station.
However, this degradation needs to be obvious to the
training audience so work-around could be started. That
is, responding to degradation is more important than
recognizing one.
From response management and decision making
perspectives, the communication manager and the
emergency manager need to continuously assess: 1) How
does an event impact the system (loss of services, etc.); 2)
How long will it take to recover from a possible loss of
services associated with the event; and 3) What is the best
course of action to maintain or restore critical and
demand-based communication services. A PSWN
consequence model should address these types of
assessment needs.
CASE STUDY - ANALYSIS OF PSWN SYSTEMS
The backbone of the PSWN infrastructure for the case
study is a Motorola SMARTNET! 800 MHz analog
simulcast trunked Land Mobile Radio (LMR) system [1]
[5] with a three-site, and 17-channel configuration. As
shown in Figure 2, Central is the prime site, and South
and North are the two remote sites. There is a
microwave link between each remote site and the prime
site. For emergency backup, there is an independent
standalone,
single-site,
9-channel
Motorola
SMARTNET 800 MHz analog system running in the
standby mode at the Backup site.

North

Central

South

Backup
Dispatch

Figure 2. Case study PSWN infrastructure.
System Characteristics
The PSWN infrastructure described in the case study is
for an urban city government in Virginia, US. The
system serves an area of 68 square miles and a
population of 185,000. It responded to 250,000
emergency calls for service (e.g., report of fire, medical
emergency, hazardous materials incident, breaking and
entering, workplace violence) in 2003.
The system has 172 talk groups, and 3,100 radio
subscribers. About 1,250 radio subscribers are first
responders (e.g., police, sheriff, park rangers, fire, and
emergency medical services).
Working with local domain experts, four areas were
identified as high priority issues for PSWN consequence
modeling: 1) call handling capacity; 2) radio signal
coverage; 3) operational grade of service and fault
tolerance; and 4) interoperability. These four areas were
investigated and the lessons learned through the case
study are discussed below.
Call Handling Capacity
Call handling capacity is an important system
performance characteristic. PSWN must provide
sufficient capacity to support the required traffic load
without noticeable delay to users when they need the
communication services. Planning, engineering, and
monitoring system capacity is one of the most critical
tasks for PSWN managers. Traffic engineering of
trunked LMR systems has been studied [2], [7]. This
case study focused on traffic engineering for the primary
and backup SMARTNET systems, and the operational
policies designed to help prevent system overload
situation.
Voice traffic on a LMR system is usually comprised of
short transmissions. Each transmission, or a call,
consists of a Push-to-Talk (PTT) event to activate the
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radio transmitter, followed by a period of voice talking
during which a traffic-bearing channel must be allocated
for this call. If there is no channel available, the PTT
request will be placed in a queue, waiting until a channel
has become available for this request. A call ends with
release of the PTT key which results in the system’s
releasing the channel as well.
The Erlang-C formula (M/M/s queues) has been
advocated by many authors for computing the mean
waiting time of a trunked LMR system with s channels.
It is also used by the radio system managers for the
agency in the case study. Analysis of traffic peaks was
done using the data collected from the primary system
during Hurricane Isabel in 2003, which generated the
highest level of busy hour traffic on record for the
system: average call duration = 6.04 seconds, and total
number of calls for the peak busy hour = 4791. This
translates to a load of 8.05 erlangs.
Using the Erlang-C formula, the 16-bearer-channel
primary system can handle this peak load with less than
0.3% of all calls being queued for longer than one
second. That is, 99.7% of all calls can be set up within
one second, which is considered the upper limit of call
setup delay for the grade of service desired for public
safety communication systems. In addition, priority
levels are established such that emergency calls receive
the highest level of priority, followed by fire station
alerting, fire dispatch, police dispatch, and fire and
police general talkgroups. All other city government
talkgroups (such as transportation, public works) are
assigned lower priority.
If the 8-bearer-channel backup system was to be used to
handle the same peak load, the Erlang-C calculation
would estimate that only 0.86% of all calls can be set up
within the one-second bound. This grade of service
certainly would not be satisfactory. To help prevent this
type of system overload situation, certain operational
policies have been implemented. For instance, only first
responders and their talkgroups can continue to operate
on the backup system. All other city government
talkgroups will be denied services on the backup system.
In addition, the Public Switched Telephone Network
(PSTN) Connect feature, that enables a radio subscriber
to be connected to a PSTN subscriber, will be disabled
on the backup system. A PSTN connect call can be very
resource consumptive, because it can last minutes and a
channel will be occupied during the call.
For traffic engineering of a conventional LMR system
(or a trunked LMR system operating in failsoft mode),
the Erlang-B formula has been suggested for calculating
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the probability that a user’s call setup request can be
blocked (denied) if the channel is already busy in
serving another subscriber who shares the same channel
(frequency) with the caller.
In summary, the Erlang-C formula is used by the radio
system managers for the agency in the case study to do
traffic engineering at the system aggregate level, without
treating different talkgroups as separate user
populations. This might be sufficient for a high-level
consequence model, especially if additional overload
protection or prevention mechanisms have been
established. On the other hand, this approach may not be
sufficient for a high-fidelity consequence model. For
example, the backup system may have enough capacity
for the first responders; however, it does not provide any
capacity for other lower-priority city government
agencies. So, when an event caused the city to switch
from the primary to the backup system, different user
populations can experience different levels of impact on
their abilities to communicate. If the consequence model
requires a high degree of fidelity, then the user
population may need to be segmented based on
talkgroups, priorities, and relevant operational policies.
Radio Signal Coverage
Predicting radio signal coverage is an important aspect
in the design of a LMR system and proper placement of
the base stations [4]. Radio propagation is often the
dominant factor determining whether a mobile user can
communicate through the LMR system at a particular
location. Poor coverage is often one of the major
complaints by users, because it is not unusual to have
gaps in radio coverage in a fully functional system due
to technical, environmental, or cost factors.
When the LMR system for the city in the case study was
designed, the vendor performed radio coverage analysis.
As the system went into service, radio signal strength
measurements were taken and analyzed to verify that the
radio coverage performance of the system met the
design specification.
The radio system managers of the city in the case study
were very interested in having an ability, which they
don’t currently have at their disposal, for estimating the
impact on radio coverage when certain major
components fail during emergency. As illustrated in
Figure 1, the antenna and transmitters at the Central site
provide coverage for most of the area in the city which
roughly shapes like an oval. The North and South sites
provide coverage for the rest of the service area with
some overlapping with that of the Central site. If the
North site is taken out of service (e.g., the antenna

damaged by hurricane), a gap in radio coverage around
the northern end of the city will occur.
There are a number of radio propagation models
available for various types of frequency spectra and
terrain [6]. These models have been used by the mobile
communication industry for planning and design
purpose. For this case study, we selected the LongleyRice propagation model which is used by FCC for
licensing of radio spectrum. Members of the Association
of Public Safety Communications Officials International
(APCO) often use a commercial software tool, which is
also based on the Longley-Rice model, for frequency
coordination.
To experiment with radio coverage for consequence
modeling, we used a freeware package, Radio Mobile
Deluxe, which uses the Longley-Rice propagation model
as well. The Radio Mobile Deluxe package provides an
excellent Windows-based interface for the Longley-Rice
propagation model. When used with terrain elevation
data and other parameters (e.g., antenna height and
transmit power) appropriate for the city, the Radio
Mobile Deluxe package produced a color map (with
different colors representing different levels of signal
strength) to show the combined Cartesian radio coverage
for a specified system configuration. For example, two
maps were produced for comparison, one for the normal
operation scenario, and the other for the scenario if the
North site was out of service. Radio system managers
can use these maps to help identify major problems with
radio coverage under various scenarios, and take
appropriate actions accordingly.
Our experiment with this type of propagation model and
tool was very positive. Although the results produced by
the model were deemed more “generous” than what
were actually measured in the field, the local radio
system managers emphasized the need for and benefit of
this type of tool to assist them in decision making when
responding to major system outages during emergency
events. We believe it should be a part of the toolkit for
consequence assessment and management.
Operational Status and Fault Tolerance
For public safety radio communication systems, an
extremely high level of reliability and fault-tolerance is
required. This factor is one of the most important
requirements during the system planning and acquisition
phase.
For emergency management and consequence modeling,
it is necessary to take into consideration the operational
status of the system, and what options are available to

rectify or improve the current situation. The grades of
service that can be provided by the system under various
outage scenarios are influenced by the fault-tolerance
design from both technical and operational (e.g.,
policies, procedures) perspectives. The fault-tolerance
design also influences what options are available for
fault mitigation or recovery.
Working with the local radio system managers, the case
study undertook an effort to devise a standardized
categorization of operational status. As shown in Figure
3, five levels of Grade of Service (GoS) are defined. The
number of levels and the color scheme to represent these
levels are similar to the DHS Terrorist Threat Advisory.

Figure 3. Operational grades of service.
Degradation of service capabilities can be manifested in
a loss of coverage, loss of capacity, or loss of users’
ability to communicate with other subscribers. The
system is considered fully functional, if it is providing
the grade of service as designed, even if there is some
minor equipment outage that does not result in
noticeable service impact.
A second part of the effort was to analyze the major
outage scenarios and characterize their impact on
operational grade of service, taking into consideration
the fault-tolerance features of the system.
A loss of coverage is considered minor, if it affects only
a small segment of the targeted coverage area, e.g.,
when in-building coverage is affected. A loss of capacity
is considered minor, if it affects a small percentage of
the system capacity, e.g., when one out of sixteen
channels is out of service. A loss of users’ ability to
communicate with other subscribers is considered
minor, if there is no significant impact on users’ ability
to talk with other subscribers. For example, when the
system goes into the failsoft or conventional mode, it
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may be less efficient and less convenient to use.
However, there is no significant impact on users’ ability
to communicate with other subscribers.
On the other hand, when the service is switched from the
primary to the backup system, there is severe impact on
the coverage area, capacity, and users’ ability to
communicate with other subscribers (especially those
who are not first responders). Therefore, the degradation
of service is considered severe. One cause for switching
to the backup system is when the prime site has
experienced major outage. If both the primary and
backup systems failed, then all services to be provided
by the infrastructure are no longer provided.
A loss of a remote site is considered to cause a major
degradation of service capabilities. In this case, no
service is available to users in the zone covered only by
the failed site without overlapping coverage by other
sites. A mobile user in this zone cannot communicate
with other users in this zone or in other zones.
Another example of a major degradation of service is
when the microwave links (connecting the remote sites
to the prime site and used for simulcast) failed. In this
case, the system will operate without simulcast, i.e., the
three repeater sites will operate independently. A mobile
user in a zone can still communicate with those
subscribers located in the same zone. However, the user
cannot talk with other subscribers in other zones.
Table 1 illustrates several examples of major outage
scenarios investigated, and their impact on the grade of
service.
Table 1. Example outage scenarios
Outage
Service Impact
Operational
GoS
Central
Minor
No trunking "
Controller
degradation
conventional mode
One
One less channel capacity
Minor
Repeater
degradation
Microwave No simulcast " repeater
Major
Links
sites operate independently degradation
Remote
No service in the dead
Major
Site
zone
degradation
Prime Site Switch to Backup System
Severe
degradation
" 5 minute service
disruption, reduced
coverage and capacity,
disabled talkgroups and
PSTN connect feature
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This methodology provided a systematic approach for
analyzing, determining, and communicating the system’s
operational status, and the impact on system
performance and user services, given various outage
scenarios. Prior to this case study, a very ad hoc and
informal approach was the norm. The practitioners
clearly recognized the benefit of the systematic approach
to help their preparedness, response, and training effort.
Interoperability
To support interoperability, a Raytheon JPS ACU-1000
Interconnect System operates at another location very
close to the Central site. In addition, the radio
communications infrastructure supports a number of
VHF and UHF base stations and patch stations for
communications with city or state agencies who use
other than 800 MHz frequency bands radios.
The ACU-1000 system is installed as a fixed-site
permanent communications gateway, thereby providing
interoperability as a part of the daily operations of the
participating agencies. The ACU-1000 gateway includes
11 pre-configured VHF/UHF/800 MHz radios used for
interconnection.
A wide variety of technical and operational solutions are
available for interoperability, ranging from basic manual
operation to more automated performance solutions. For
redundancy consideration, multiple solutions are usually
implemented.
A major challenge for this case study is how to model
interoperability, especially in a way that is suitable for
simulation applications. There are currently no good
metrics defined for measuring or comparing radio
communications interoperability. There are some
national and state radio communications interoperability
indices; however, they are derived from surveys based
on subjective assessments that are not usually supported
by measurements.
It is very desirable to have interoperability metrics based
on objective measurements that can be automatically
calculated when conditions change. Such metrics can be
very useful for consequence analysis and decision
support.
CASE STUDY - PSWN MODELING USING UML
Unified Modeling Language (UML) [8] is a semi formal
language for specifying, visualizing and documenting
software artifacts. It can also be applied to non-software
systems such as business process, and communication
systems.

UML is a graphical notation. Its most current version,
UML 2.0, defines six structure diagrams, three behavior
diagrams, four interaction diagrams, and the elements
that comprise them. Each diagram can represent a
different view of the same system. Structure (Class,
Composite Structure, Component, Deployment, Object,
and Package) diagrams show the static structure of the
objects in a system. They do not show the details of
dynamic behavior.

In addition, performance-related properties of the system
were added mainly to the class diagrams, employing
notations and techniques specified by the two
aforementioned UML profiles.
For illustration purpose, Figure 4 shows a high-level
abstraction of the single-site backup LMR system. This
UML class diagram was created using IBM Rational
Rose# modeler.

Behavior diagrams, on the other hand, show the dynamic
behavior of the objects in a system, including their
methods, collaborations, activities and state histories.
Behavior diagrams include Activity, Use Case and State
Machine diagrams as well as the interaction (Sequence,
Communication, Interaction Overview, and Timing)
diagrams.
UML has also defined a profile mechanism for
providing a light-weight extension mechanism to the
UML standard. UML profiles can be defined and used to
tailor the language to specific areas – some for business
modeling, others for particular technologies. There are a
number of standard UML profiles defined. Two are most
relevant to PSWN consequence modeling. The first one,
UML Profile for Schedulability, Performance, and Time
Specification [10] defines standard paradigms of use for
modeling of time-, schedulability-, and performancerelated aspects of real-time systems that enable the
construction of models that can be used to make
quantitative predictions regarding these characteristics.
The second, UML Profile for Modeling Quality of
Service and Fault Tolerance Characteristics and
Mechanisms [9] defines a set of UML extensions to
represent Quality of Service and Fault-Tolerance
properties.
Applying UML for PSWN Consequence Modeling
For the case study, a number of UML diagrams were
created to model the SMARTNET trunked LMR system:
-Use case diagrams to model subscribers and other
external systems (e.g., ACU-1000, patch stations) and
how they interact with the LMR system.
-Class diagrams to model the communication subnets,
nodes, and links, and their relationships.
-Object diagrams to show the logical structure of the
multi-site system with objects showing the sites,
controllers, links, etc.
-Sequence diagrams to show key system behavior such
as call setup and voice communication.
-Deployment diagrams to show the physical locations of
subnets, nodes, and links.

Figure 4. Example UML class diagram.
UML 2.0 and the two profiles, based on our experience
and assessment, are very powerful and appropriate for
consequence modeling of communication systems. The
profile for modeling QoS and fault tolerance are
especially relevant for this purpose.
CONCLUSIONS
This article presented the preliminary results and a case
study from our initial research in building a conceptual
consequence model for PSWN systems that can be used
for implementation in simulations to support emergency
management training, analysis and decision making.
The results presented here are certainly limited in scope,
due to the short project interval, and given the diversity
of systems, configurations, and operational policies
across various jurisdictions. However, we believe there
is a strong need for and benefits from a useful PWSN
consequence model. This case study has identified some
of the key requirements for such a model. We also

Hsieh and Traylor

171

believe an incremental and iterative approach can be
used to effectively and continuously expand such a
model; e.g., to represent regional or national networks,
and to represent more types of systems that are
commonly
used
for
public
safety
wireless
communication.
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ABSTRACT
The U.S. is faced with maintaining the health and welfare
of interconnected and interactive infrastructures during
natural disasters and terrorist attacks. Robust tools to meet
these challenges are required. One of the most important
tools is quantifying the resilience of our interacting
infrastructure components and sensor networks in both
the ambient (normal) and perturbed states. Under stressed
conditions it is absolutely essential to dynamically assess
the situation and provide the allocation of resources to
optimize the response. Detailed modeling of the
components of the infrastructure is out of the question.
The first order of business is determining the condition
when an infrastructure or sensor system breaks down—it
no longer can meet its functional requirements. In this
paper we assume that an infrastructure can be modeled as
a network, and that under attack the network be analyzed
as a random graph. We propose that connectedness—the
ability to support a network spanning cluster, be a
measure of its ability to resist insult. The new feature of
this work is to illustrate how to apply percolation theory
to assess the connectedness of coupled infrastructures.
INTRODUCTION
Consider for example the potential use of area-wide
mobile ad-hoc communications networks (MANETs) in
civilian applications—search and rescue, natural disasters,
transportation systems, etc. In the event of a major insult
these communication networks may become nonfunctional when they cannot support communication over
the entire region. This occurs when a large number of
nodes are caused to malfunction from natural causes or
terrorist jamming. The mathematical and physical theories
that enable us to predict the critical level of node
survivability is found from the statistical theory of
networks and percolation theory. Another example might
be the automobile highway system—at what level of
traffic will total regional gridlock occur during a
hurricane?
These theories predict the percolation threshold, p c , of
large networks—the level of operation that can support a
network-wide cluster. Above p c the network ceases to
operate—it will break into distinct small clusters, and its

ability to manage the resources of that infrastructure will
disappear. The core of our methodology lies in its ability
to assess the percolation threshold of an infrastructure.
The key parameters are the connectivity of the assets. By
identifying suitable infrastructure connectivity assets we
develop dynamic interdependencies between percolation
thresholds. This provides us with improved methods for
managing major natural and man-made disasters that
involve coupled infrastructures.
PERCOLATION THEORY FOR SINGLE
INFRASTRUCTURE
Figure 1 depicts an infrastructure modeled in the normal
state. The black dots are nodes (e.g., communication
centers, power generating stations, people, vehicles, etc.)
and the dotted lines are links—connections between the
nodes (e.g., radio links, verbal communications,
membership affiliations, power lines, hardwire telephone
lines, etc.). Within the past decade there’s been a greater
awareness that diverse networks share common
mathematical and physical attributes [1]. There are two
ways that major insults can prevent a network from
meeting its functional requirements: destroy the nodes
and/or links. But what do we mean when we say “not
meeting its functional requirements”? The answer is not
unambiguous.
To start with let’s consider the cases for which only the
nodes are affected. If just some of the nodes are
destroyed, small clusters of nodes will be created that
communicate with each other, while individual nodes will
be totally isolated. Depending on the purpose of the
network this situation could be non-essential and/or not
time critical. Despite the wide range of networks that have
been considered, there has been found a universal metric
that defines whether a network is suitably connected in
the face of insult—does the network support a Network
Spanning Cluster? If the nodes have many
interconnections we can knock out most of them and still
have the network function from one end to the other. For
example, Figure 2 shows a network spanning cluster
formed from Figure 1. Note that most of the nodes are not
part of the network spanning cluster.

Kohlberg

173

throughput, but rather the ability of the network to
function at a minimum level over a significant extent—a
connected cluster of sites that spans the entire network.
Determining under what conditions a network can
withstand a random attack on its nodes is found from
percolation theory [1, 2]. The basic block for this
calculation is g k , the fraction of nodes having k nodes
connected to it. The normalizing condition is
k =M

! gk = 1

(1)

k =2

Figure 1. Fully Connected Network

The lower limit, k = 2 , is a requirement that for a node to
contribute to connectivity it must have as a minimum 2
links. Nodes with only one link are end points. M is the
maximum number of links connected to a node. The
parameter that defines whether or not a particular network
can support a network spanning cluster is the percolation
threshold, p c [1, 2].
It can be shown that the percolation threshold is given by

pc ( g k ) =

1
K(gk ) ! 1

(2)

k2
K=

k

(3)

k =M

k 2 = ! k 2 gk

(4)

k =2

k =M

k = ! kg k

(5)

k =2

The fraction of nodes that need to be destroyed is

f c = 1 ! pc

(6)

We see from equations (2) to (6) that 0 ! pc ! 1 , as

Figure 2. Network Spanning Cluster

expected. For survivability we would like to have pc as
close to zero as possible. Conversely, the worst situation
occurs when pc = 1. Consider for example, a network
where k = 2 for all nodes. This is the case of string of
nodes sequentially connected. From equations (5) and (6)
we get: k = 2 , k 2 = 4 , K = 2 , and pc = 1. What this

We now address the question—“How does network
connectedness affect its resilience to random attack on the
nodes?” What is of interest here is not the issue of

means physically is that all the nodes need to be
connected in order to maintain a network scanning
cluster; conversely the network has zero tolerance for
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node failure. This trivial example, although rigorously
correct, is not a good example of what happens in a
network; things are not that bad. A more realistic
illustrative example for a mesh type network might
be: k = 4 ,

k 2 = 16 , K = 4 , and

p c = 0.33 . This

means that the insult needs to take out f = 1 ! p c = 0.67
fraction of the nodes to cause the network to fall apart—a
large network spanning cluster is not formed.
PERCOLATION THEORY FOR COUPLED
INFRASTRUCTURES
The previous section showed that a network can be made
to fail by taking out more nodes than is permitted by its
connectedness, the percolation threshold. This can be
done by altering K in equation (3), which in turn is
accomplished by changing the degree distribution from
g k to some new distribution g' k . For brevity let us
consider two infrastructures, each characterized by its
unique g k . Without coupling for networks “a” and “b” we
have
1
1
p ca ( g ka ) =
, p cb ( g kb ) =
(7)
K b ( g kb ) ! 1
K a ( g ka ) ! 1
When the statement is made that the infrastructures are
coupled together we really mean that the connectedness of
one is influenced by the other. Thus, instead of equation
(7), we now have

p ca ( g ka , g kb ) =

1
K a ( g ka , g kb ) ! 1

p cb ( g kb , g ka ) =

1
K b ( g kb , g ka ) ! 1

(8a)

(8b)

Equation (8) is readily generalized to interdependencies
for more than two. Even though it is easy to set up the
formalism for interconnected infrastructures, the
implementation of equation (8) for just two infrastructures
is difficult; we must know how the node-link connections
of one influences the other. Since the number of ways an
infrastructure can be dismembered by taking out nodes is
enormous, it is necessary to make a statement on a
statistically basis about the resilience of coupled
infrastructures. We now provide an example of this
works.
Consider the total number of possible links (connections)
in a network consisting of N nodes:

NL =

1
N ( N ! 1)
2

Notice that the total number of connections to the nodes is
2 N L since each link connects two nodes. Following the
method in random graph theory [1], assume that for every
link there is an independent probability, p, for that
connection to actually exist. The average number of links,
n, in the network is

n = pN L

(10)

The number of distinguishable configurations is

C=

N L!
n! ( N L ! n )!

(11)

If p is constant the average number of links, n, increases
as N 2 . In the limit as N " ! , all the nodes will be
connected to each other through a series of connections.
We will indeed have a network spanning cluster in which
no node is left out. In the more general case we let p be a
function of N. This is both interesting from mathematical
and physical viewpoints. We let p = p(N ) , and consider
three cases [1]:
1
a. p <
N
A network spanning cluster will not form. .
1
b. p =
N
A network spanning cluster appears that includes N 2 / 3
nodes.
1
c. p >
N
A network spanning cluster grows dramatically.
For infrastructures of interest, we operate in the sparse
connectivity regime: pN ! 1 , and where pN is a constant.
In this regime the degree number, k, of edges connected to
a node for large N is given by the Poisson probability
density function

P( k ) = exp( ! pN )

( pN ) k
k!

(12)

The average number of edges is
#

k " ! kP ( k ) = pN ,

(13)

0

and

(9)
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K=

k2
k

= pN + 1

(14)

Substituting equation (14) into equation (2) gives the
percolation threshold

1
pc =
pN

The elegant result of equation (15) is a unique feature of
the Poisson discrete probability density function. In fact
there is great interest today in Scale-Free Networks [1]
that yield different expressions for the percolation
threshold. However, for the purposes of this paper—
stressing the conceptual foundations for infrastructure
interdependence, equation (15) is adequate.
Even though we derived a result by considering a
particular network we have placed no restriction on p. For
an uncoupled system p is a function of a set of parameters
unique to that network, while for a coupled network it is a
function of sets of parameters for combined networks.
Using the symbols “a” and “b” to distinguish the
networks we have

p ca =

1
p a (! a , ! ba ) N a

(16)

p cb =

1
p b (! b , ! ba ) N b

(17)

In the foregoing equations ! a is the set of parameters
unique to network “a”, ! b is the set of parameters unique
to network “b”, ! ba is the set of parameters in network
“b” that influences the connectedness of network “a”, and
! ba is the set of parameters in network “a” that influences
the connectedness of network “b”.
For an uncoupled network we assume at the outset that its
resilience would depend only on the number of nodes in
that network; this means that ! a and ! b are not affected
by the insult. For a coupled network we can still retain
this idea (although it is not sacrosanct), but must
recognize that p will depend on the nodes in the network

2007 Symposium Proceedings

" ba = ! ba ( N b / N b0 )

(18a)

" ba = ! ba ( N a / N a0 )

(18b)

(15)

If we operate above or at the threshold for the existence of
network spanning cluster: pN ! 1 , it is immediately
evident that reductions of either p or N will make the
network more susceptible to failure.

176

to which it is coupled. If N a0 and N b0 are the initial
numbers of nodes in networks “a” and “b” before the
insult we assume that ! ba and ! ba can be written in the
form

The functions ! ba and ! ba are functions of the arguments

N b / N b0 and N a / N a0 respectively. Since ( N b / N b0 ) ! 1
and ( N a / N a0 ) ! 1 as a result of the insult, the maximum
values

of

! ba

! ba occur

and

0
b

at

the

values

0
a

( N b / N ) = 1 and ( N a / N ) = 1 . We then have
" ba = ! ba ( N b / N b0 ) = ! ba (1)Gab ( nb )
Gab ( nb ) =

nb =

! ba ( nb )
! ba (1)

Nb
N b0

" ba = ! ba ( N a / N a0 ) = ! ba (1)Gba ( na )
Gba ( na ) =

na =

! ba ( na )
! ba (1)

Na
N a0

(19a)

(19b)

(19c)

(20a)

(20b)

(20c)

What we have accomplished in equations (18) to (20) is to
express the connectedness terms in dimensionless Gfunctions and the normalized number of nodes. We now
use these results to obtain the dimensionless form of the
joint percolation thresholds.

pca =

0
pca
=

0
pca
!a ( nb )na

1
pa (" a , ! ba (1))

(21a)

(21b)

4

#a ( nb ) =

pa (" a , ! ba (1)Gab ( nb )
pa (" a , ! ba (1))

pcb =

0
pcb
=

#b ( na ) =

0
pcb
!b ( na )nb

REFERENCES
(21c)

(22a)

1
pb (" b , ! ba (1))

(22b)

pb (" b , ! ba (1)Gba ( na )
pb (" b , ! ba (1))

(22c)

0
0
In the foregoing equations pca
and pca
are the initial
percolation thresholds. Since the effect of an insult will be
to reduce the number of nodes, na , nb , !a , !b will all be
less 1, and from equations (21a) and (22a) we see that
there will be an increase in both percolation thresholds.
The tolerance of these combined networks, as measured
by their ability to have the number of nodes reduced and
still support a network spanning cluster is determined
from the joint inequality equations:

pca =

0
pca
<1
!a ( nb )na

(23a)

pcb =

0
pcb
<1
!b ( na )nb

(23b)
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We have examined the solution of equation (23) for a
variety of assumed analytic coupling relationships. The
bottom line is that except for specifically contrived cases,
there is not a unique solution. There is a domain of na , nb
that will support joint network spanning clusters.
Collectively, coupled networks are less tolerant than
uncoupled network from this viewpooint.
DISCUSSION
We propose that in the event of a natural disaster or major
attack the first order of business for an infrastructure is to
determine if it can meet its functional requirements. In
this paper we assume that an infrastructure can be
modeled as a network, and that under attack the network
be analyzed as a random graph. We propose that
connectedness—the ability to support a network spanning
cluster, be a measure of its ability to resist insult and meet
its functional requiremnts. The new feature of this work is
to illustrate how to apply percolation theory to assess the
connectedness of coupled infrastructures.
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ABSTRACT
A web-based system that provides emergency
first-responders and response planners with
preparation and training for emergencies at critical
infrastructure and facilities as well as support
during actual emergencies is presented. The
system enables interactive 3D and 2D
visualization of critical facilities. The system is
fully integrated with a Geographical Information
System and chemical plume simulation capability.
Intelligent agents enable effective knowledge
capture, dissemination, and renewal and provide
guidance to the user in the context of emergency
situation at hand. The system addresses
emergency responders' needs with an easy to
deploy, scaleable, seamlessly integrated and fully
interactive intelligent and visually compelling
solution.

facility manager and studying engineering
drawings or browsing through large volume of
information about
the layout of the facility and systems and
functions of each area in the facility. This is an
especially time consuming task, especially if the
information is not easily accessible or is in paper
form. It is often the case that such information has
to be procured manually from the owner of the
facility and this can take valuable time in
emergency situations where every second counts.
Moreover, even when this information is
procured, it is often outdated and doesn't reflect
the present layout of the facility as recent
upgrades and modifications may be done without
updating the architectural plans. Thus, for
example, emergency responders may actually find
a wall where they expected to find an exit route.

Introduction
Emergency responders and planners often have to
respond to man-made or natural emergencies at
critical infrastructure and facilities that they are
not thoroughly familiar with. Examples of such
facilities include utilities installations, bridges,
tunnels, ports, military facilities, schools,
universities, commercial centers, government
buildings, etc. When an emergency occurs,
emergency responders and planners need to
quickly
locate special areas of concern in critical
infrastructure and facilities, for example, areas
where hazardous materials are stored or the
existence, whereabouts and the fastest route to
reach an onsite daycare facility. Currently,
emergency first responders often have to spend a
lot of time getting the information from the

In addition to the above issues, emergency
responders may need to operate special equipment
or emergency systems in critical buildings and
facilities. For example, they may need to operate
an emergency generator or HVAC system that
they are not familiar with.
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There is a need for an emergency responders
training and support system that is highly
accessible and realistically represents critical
facilities. The system must be easy to use and
must enable emergency responders to rapidly gain
knowledge about the facility, locate key areas and
systems, provide instructions on how to operate
key systems, and point out locations of potential
problems.

In this paper, a web-based Emergency Responders
Virtual Environment (ERVE) is presented. The
system seamlessly integrates the following major
features:
(1) An intelligent agent facility.
(2) 3D models and 2D floor plans of the facility.
(3) Navigable panoramic digital images.
(4) Response information folders that capture key
information about the facility.
(5) Live camera and sensors feeds.
(6) Geographical Information Systems (GIS).
(7) Chemical plume modeling and simulation.
Intelligent Agent Facility
The ERVE intelligent agent provides naturallanguage instruction with naturally sounding textto-speech and synchronized animated 2D and 3D
graphics. A near-photorealistic animated
humanoid provides natural interaction with the
user. The intelligent agent can provide real-time
debriefing about the emergency event and the
facility as well as instructions on key elements or
areas of the facility. For example, in figure 1 the
agent provides information about a chemical
HAZMAT incident event. In figure 2, the agent
provides a debriefing to quickly familiarize
emergency responders with a critical facility that
is impacted by the event.

Figure 2. Intelligent agent providing facility
debriefing

Figure 3. ERVE instructing user in FACP
operations

The intelligent agent also provides instructions on
how to operate critical systems such as the
emergency generator, HVAC system or the Fire
Alarm Control Panel. Figure 3 shows the
intelligent agent providing detailed instructions on
how to operate the Fire Alarm Control Panel
(FACP).

Figure 1. Intelligent agent providing event
debriefing

The key elements of the intelligent agent are:
(1) An XML-driven modular knowledge-base in
which knowledge is stored as “knowledge
objects” that
have embedded synchronization with multimedia
content;
(2) Natural-language text-to-speech;
(3) Animated human-like virtual humanoids;
(4) An integrated web-based framework.
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XML-driven modular knowledge-base
The knowledge base contains knowledge objects.
The knowledge objects have information items
about a particular element of the facility and the
linked multimedia synchronization data as well as
intelligent agent gestures and emotions associated
with the specific knowledge item. The knowledge
is in XML format and thus can be easily updated
using XML-enabled real-time or asynchronous
messaging services. A knowledge
dissemination engine passes the text of the
knowledge item to the speech synthesis engine to
produce the natural language speech and
automatically synchronizes the multimedia with
its corresponding knowledge item. In addition, the
knowledge engine passes to the virtual humanoid
any gestures and/or emotions scripts that are
associated with the knowledge item and these
scripts animate the humanoid accordingly.
Natural-language text-to-speech
The ERVE intelligent agent facility uses a speech
synthesis engine to provide natural-language textto speech. Speech synthesis is done using any
SAPI 5.1 compatible text-to-speech voice library
to synthesize the agent voice. The use of text-tospeech rather than pre-recorded speech makes
updating the content of the speech extremely
efficient as it is simply a matter of typing the new
information in the knowledge base.
Moreover, the multimedia animation is
automatically re-synchronized with the speech by
the knowledge engine at any speech or animation
speed and no additional effort is required to resynchronize the animations.
Virtual humanoids
The ERVE intelligent agent is visually
represented using photorealistic animated virtual
humanoids. The appearance of the humanoids can
be customized based on the application. For
example, a humanoid can be given the appearance
of an emergency first responder such as a
policeman or a fireman. The humanoids are able
to gesture and display emotions. The humanoids
present the knowledge about the facility with
synchronized gestures and emotions and lipsynching and enable the intelligent agent
interaction with the user to be exceptionally
natural and compelling.
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Integrated web-based framework
ERVE is fully web-enabled so it can be easily
added to any web page. The web-based
framework seamlessly integrates the ERVE
intelligent agent facility with multimedia
presentations, natural text-tospeech, photorealistic animated humanoids, 3D models and 2D
graphical content.
Response Information Folders
Key information about individual critical facilities
is collected and organized in a Response
Information Folder. The folder allows emergency
responders, managers, and planners to quickly get
the information they need about the specific
facility. The folder is organized in 24 standard
categories.
3D Models and 2D Floor Plans of the Facility
The system integrates critical information about
the facility with 2D and 3D visualization of the
building interiors as well as the terrain around the
facility. This allows the user to interactively
explore the facility and get a highly realistic and
accurate view. For example, the user can navigate
to a specific area of the facility,
such as the location of a critical system. The
intelligent agent can then point the attention of the
user to the system and offers to provide
instructions on how to operate it. Figure 4 shows
the user navigating to the location of the Fire
Alarm Control Panel (FACP). The intelligent
agent is pointing the attention of the user to the
FACP and offers to provide instructions on how to
operate it.

Figure 4. 3D and 2D visualization and
panoramas

Navigable Panoramic Digital Images
Interactive panoramic digital images (for example,
figure 4) greatly reduce the effort required to
model the facility since it makes it unnecessary to
build 3D models of rooms' interiors, furniture, etc.
Specialized digital photography equipment and
software that process and produce the panoramic
images allows each room to be captured in one
shot that can be quickly set up.

Figure 5. ALOHA integration

Live Camera and Sensors Feeds
The system provides the capability to display live
feeds from cameras and sensors. This allows the
user toget, for example, real-time video of the
actual situation developing in the facility or
around the perimeter of the facility.
Geographical Information Systems (GIS)
Geographic Information Systems (GIS) allow
capturing, storing, managing, visualizing, and
analyzing data and associated attributes which are
spatially referenced to the earth. ERVE is
seamlessly integrated with the Google Earth Pro
GIS. Thus, in the GIS, the user can manage
various critical sites in a geographic area and
associated geospatial information and
visualizations. For example, multiple users can
collaborate and use the GIS to display critical sites
and overlay the emergency event(s). The users can
then locate the critical facilities that would
potentially be affected by the emergency event(s)
and interface to ERVE to get comprehensive
information about those facilities.
Chemical plume modeling and simulation
ERVE is integrated with ALOHA, which is an
atmospheric dispersion model. It is the primary
software used by emergency responders for
simulating releases of hazardous chemical vapors.
Figure 5 shows a program developed in Java
which provides the integration with ALOHA.
Figure 6 shows the visualization of a mock
chemical Hazmat incident plume model in a semitransparent layer overlaying the geographic area
in the vicinity of a critical facility. Seeing that this
event affects the facility, the user can then
click on the facility pushpin and select from a
menu to quickly pull detailed information about
the facility as seen in figure 6.

Figure 6. GIS and plume modeling integration
Conclusion
In the present paper, a web-based Emergency
Responders Virtual Environment (ERVE) was
presented. The system allows the user to
walkthrough a virtual model of the critical facility,
familiarize him/her with the layout and with key
areas, and plan evacuations. It guides the
emergency responders to key areas in the facility
such as locations of hazardous chemicals, water
and gas shut-off valves, fire suppressant
equipment, and electrical panels. It provides 3D
and 2D visualization of up-to-date building
layout, floor plans, exterior, aerial and
surrounding structures. Human-like interactive
and emoting intelligent agents provide debriefing
and guidance to the user as well as training on
how to perform complex tasks such as starting up
a generator or
the use of the fire control panel. ERVE is also
seamlessly integrated with a Geographic
Information System.
The system has a wide range of applications for
critical facilities such as schools, ports, military
facilities, commercial centers, government
buildings, utilities installations, bridges, tunnels,
etc. The solution provides renewable on-demand
facility knowledge and can be deployed across PC
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or portable devices via the Internet. The seamless
integration of modeling and simulation, virtual
reality, knowledge management, GIS,
and intelligent agent technologies have the
potential to dramatically improve how emergency
responders and planners prepare for and respond
to disaster across federal, state, and local lines.
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ABSTRACT
The feasibility of using the heat released or absorbed
when airborne pollutants react with chemical compounds
applied to the surface of a very sensitive thermopile
temperature sensor is being investigated. A 36-junction
bismuth – antimony thermopile was designed and
fabricated on polyimide membranes (! 50 µm in
thickness) that were supported by an aluminum substrate
using thermal evaporation to deposit both metals and
conventional photolithographic techniques to produce the
patterning. The overall chip size was 9 mm by "12 mm and
approximately 2 mm thick, and the device had a mass less
than 0.5 gram. The feasibility of using this system was
tested using the reaction between copper oxalate and
ammonia. A copper oxalate coated sensor was able to
detect a pulse containing a few parts per million ammonia
vapor added to the test chamber.
INTRODUCTION
An important aspect of infrastructure security is the
protection of air quality in buildings.
This creates a
challenge since several hundred chemical compounds can
be found in indoor air including the products of
combustion (NO2, SO2, CO, etc.), cigarette smoke,
particulate matter, mineral fibers, and volatile organic
compounds (VOCs) [1]. Chemical contaminants can be
produced in the building from human activity and from
compounds vaporizing from the materials contained in the
building. They can also be brought into the building
through the ventilation system. Since September 11,
2001, there has been the additional concern that the
building air could be contaminated by a deliberate
planned attack. Substances of concern range from the
release of stored compounds like industrial solvents and
cleaners by vandals to sophisticated terrorist attacks using
chemical agents such as sarin gas or pathogenic biological
agents such as anthrax or smallpox [2].
Since maintaining the air quality in a building is
important for maintaining the health of the occupants,
there has been considerable interest in developing lowcost, reliable instruments for monitoring both indoor and

outdoor air quality (IAQ and OAQ) [2]. The ideal IAQ
sensor would be inexpensive, portable, easy to operate,
able to detect and identify very small changes in the
composition of the building air, and able to sound an
alarm when the air quality falls outside of the acceptable
range.
Sensors, ranging from complex analytical
instruments to colorimetric test paper, have been
developed. Although each method has advantages, each
also has drawbacks and limitations.
Analytical
instruments have excellent sensitivities and can be used to
identify and quantify most chemical compounds, but they
are slow, relatively expensive, and require skilled
operators to analyze the data.
Techniques like
colorimetric detector papers are fast, inexpensive, very
portable, and require little skill to use, but they have low
sensitivity limits and many also have poor selectivity [3].
Active automatic sensors that can rapidly notify the
occupants of the building to take appropriate action
(evacuate the building, don gas masks, etc.) without the
assistance of a human operator such as the widely used
smoke detector would be a valuable first-line monitoring
system for toxic compounds. While sensors built around
changes in electrical properties such as resistance or
capacitance [3-14] and changes in mass using quartz
crystal microbalances [14-18] are the most common
devices under investigation for the production of
automatic sensors, devices employing the thermoelectric
effect [19-23], tuning fork frequencies, [24] or color
changes [25-27] have also been designed and partially
tested. We are investigating the possibility of using the
heat change when airborne pollutants react with a surface
coated with chemical or biological compounds as a
possible approach for detecting airborne pollutants. We
have been exploring possible designs for thermopile
temperature sensors that have the sensitivity to detect
-5
temperature changes as small as 10 °C and investigating
acid-base type chemical reactions between common air
pollutants and transition metal complexes to determine if
this approach could be used as part of an automated IAQ
sensor system. A model system made by depositing
copper oxalate on a very sensitive thermopile heat sensor
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has been tested for its response to ammonia. The results
of this testing are presented below.

THERMOPILE SENSOR DEVELOPMENT
The geometry of the 36-junction thermopiles used in this
investigation is shown in Figure 1. The devices were
fabricated on polyimide membranes (! 50 µm in
thickness) that were supported by an aluminum substrate.
The overall chip size was 9 mm !" 12 mm and
approximately 2 mm thick, and a device had a mass less
than 0.5 gram.
Devices using bismuth-antimony
junctions were produced by depositing and patterning
each of the metal layers on supported polyimide
membranes. Thermal evaporation was used to deposit
both metals on the polyimide film. Patterning was
accomplished using conventional photolithographic
techniques. The heat sensing capability of the device was
determined to be better than 10-4 W from the evaporation
of hexane, ethanol, and water from the surface.

Figure 1. Schematic diagram of a 36-junction thermopile
sensor. The overall device size is 9 mm x "12 mm.
As shown in figure 2, the sensor was found to be very
responsive to small changes in air temperature, which
complicated the testing of the device. Uncoated sensors
will have to be included in an array along with the coated
sensors, to distinguish air temperature fluctuations from
reacting pollutants in an actual application.

Figure 2. Thermopile sensor response to
air temperature fluctuations of less than 1
degree Celsius in the laboratory
CHEMICAL COATING TESTING
Ammonia was chosen as the test reagent because it is
readily available, inexpensive, and fairly easy to handle.
Several compounds were tested for reactivity with
ammonia vapor by exposing the sample to the vapor
above an ammonia/water solution in a covered beaker
(see Figure 3).
IR spectroscopy was then used to
determine if a new chemical compound had formed. The
IR spectra were taken from 4000 to 400 cm-1 at 1 cm-1
resolution using a Thermo Nicholet Avatar 370 FT-IR
As shown in Figure 4, the changes in the IR spectrum
observed in the N-H stretching region (~ 3300 cm-1) and
in the region where the oxalate bands absorb (1200 –
1800 cm-1) after copper oxalate was exposed to the
ammonia vapor clearly showed that ammonia had been
added to this compound. Additional testing was done by
measuring the sample mass at carefully measured time
intervals after exposing the sample to ammonia vapor and
using this data to calculate the rate of mass change. As
shown in Figure 5, the rate of mass change was found to
be a linear function of both the copper oxalate mass and
the ammonia vapor pressure estimated from the solution
concentration when the other reagent was in excess.
Cover

Sample

Ammonia
solution

Figure 3. The apparatus used to determine if ammonia
vapor would react with a possible chemical coating agent.
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While neither quantity was known exactly, the estimated
reaction rate using the data in Figure 5 and the enthalpy of
reaction estimated from the DSC data indicated that this
reaction would release enough heat to be detected by the
thermopile. The estimated heat release is:

" = (0.042 gNH3 gCuOX-1 atmNH3-1 min-1)* mCuOX * PNH3
#H = 3400 J/gNH3
q (J) = 140 * massCuOX (g) * PNH3 (atm) * t (min)
Figure 4: The observed IR spectrum for copper oxalate
before and after exposure to ammonia. The new IR bands
near 3300 cm-1 indicate that ammonia has added to this
molecule.
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Figures 5a, b: The observed initial rate of mass change
(dm/dt) as the ammonia vapor pressure was increased and
as the mass of copper oxalate was increased. The linear
relationships indicate that the compound may be able to
quantitatively measure the amount of ammonia present.
Since these measurements indicated that this compound
had the potential for use in the quantitative detection of
ammonia, further testing using EGA-FTIR and DSC was
done to determine if the reaction would release enough
heat to be detected by the thermopile. The EGA-FTIR
was obtained using the apparatus that has been described
in detail previously [28-30]. The DSC was obtained using
a Perkin-Elmer DSC 7. Heating rates of 10 K/ min in
flowing nitrogen and sample masses of 10 mg were used
for most experiments. The EGA-FTIR curve shown in
Figure 6 indicated that ammonia was lost as the
compound was heated before the copper oxalate
decomposed confirming that the first peak in the DSC
was from loss of the ammonia (see figure 7). The rate of
heat released (q) during a chemical reaction can be
calculated if the rate of reaction and the enthalpy change
(#H) are known from Equation 1:
q = joules/unit time =
(J/mass)

" [reaction rate (mass/time)] * #H
(1)

Figure 6: The EGA desorption profiles observed as the
copper oxalate amine complex was heated. The profiles
indicate that ammonia was lost before the oxalate
thermally decomposed. The heating rate was 8 K/minute.

Figure 7:
the DSC observed for the thermal
decomposition of the copper oxalate amine complex.

SENSOR TESTING
A thermopile was coated with copper oxalate by using a
disposable pipette to deposit several drops of a suspension
made by mixing finely powdered copper oxalate with
isopropanol on the sensing junctions of the thermopile. A
coated sensor is shown in Figure 8. The coated sensor
was then placed in the flow tube apparatus (see figure 9)
and the assembly was placed in an insulated oven to
minimize the effects of fluctuations in the room
temperature. Dried air is drawn through the inlet at the
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12/1/05 Ammonia Test 30ppm
Output Voltage (x100) (V)

top, passes down the flow tube, and floods the surface of
the array, shown mounted (sensor leads are not shown in
this figure). Air flow is drawn by a sampling pump
through the bottom outlet. Injections of ammonia vapor
into the inlet air stream create pulses of ammonia at
known concentrations. The arrays have one coated and
two uncoated sensors. Air temperature variability is
sensed by all three sensors; the ammonia pulse is detected
by the difference in signals from the coated and uncoated
sensors. As shown in Figure 10, excellent signal to noise
ratios are obtained for vapor concentrations less than 30
parts per million. More quantitative testing is needed to
determine the effective detection limit for this system.
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Figure 10: Response of a copper oxalate-coated sensor to
a short-term exposure of about 30 ppm of ammonia vapor.

CONCLUSIONS
Our results with ammonia vapor detection have been
sufficiently encouraging to warrant further research on
both chemical and biological coatings. As found for most
chemical coatings, the copper oxalate system will react
with other amines and is not specific to ammonia. Future
research will investigate the possibility of using thermal
detection of reactions of a biological nature, such as wellcharacterized ligand-protein interactions (e.g., biotinavidin) as well as binding of antigens to sensor-attached
antibodies specific to those antigens.
Figure 8. An array of three sensors. The sensor on the
right is coated with copper oxalate. The diameter of the
coating is approximately 2 mm.
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Controlling Cascading Failure: Understanding the
Vulnerabilities of Interconnected Infrastructures*
Richard G. Little
Civil infrastructures are vital public artifacts
that support a nation’s economy and quality
of life. They represent a massive capital
investment, and, at the same time, constitute
an economic engine of enormous power.
Modern economies rely on the ability to
move goods, people, and information safely
and reliably. Consequently, it is of the
utmost importance to government, business,
and the public at-large that the flow of
services provided by a nation’s infrastructure
continues unimpeded in the face of a broad
range of natural and man-made hazards.
This linkage between systems and services
is critical to any discussion of infrastructure.
Although it may be the hardware (i.e.,
the highways, pipes, transmission lines,
communication satellites, and network
servers) that is the initial focus of discussions
of infrastructure, it is actually the services
that these systems provide that are of real
value to the public. Therefore, high among
the concerns in protecting these systems from
harm is ensuring the continuity (or at least
the rapid restoration) of service.

Causes and Consequences of
Infrastructure Failure
The built environment must be designed to
resist a formidable array of natural and man-

made hazards over its lifetime. In the natural
realm, earthquakes, extreme winds, floods,
snow and ice, volcanic activity, landslides,
tsunamis, and wildfires all pose some degree
of risk to infrastructure systems. To this list
of natural hazards, we can add terrorist
acts, design faults, excessively prolonged
service lives, aging materials, and inadequate
maintenance. Although analysis of past
events, improved prediction and forecasting
methods, and engineering approaches to
design and construction have improved the
ability of infrastructure systems to withstand
natural hazards, crippling failures continue to
occur.
The consequences of infrastructure
failure can range from the benign to the
catastrophic. For example, whereas a power
outage or water main break may cause
only minor annoyance, a street closure due
to the formation of a sinkhole may cause
major disruption. If the same sinkhole
were to cause simultaneous failures in the
water and natural gas systems, and resultant
fires could not be fought effectively due to
inadequate water supply or pressure, possible
loss of life an property damage could far
exceed expectations from the initial cause.
Obvious examples of how a single hazard
event can have consequences far beyond
the initial damage are the fires that followed

*A version of this paper was originally published in the Journal of Urban Technology, Vol. 9,
Nubmer 1, pages 109-123. 2002. Used by permission of the author.
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the earthquakes in San Francisco, U.S. in
1906 and in Kobe, Japan in 1995. Although
hazard mitigation has moved beyond purely
lifesafety issues, the protection of lifeline
infrastructures has generally focused on firstorder effects—designing systems to resist the
loads imparted by extreme natural events,
and more recently, malevolent acts such as
sabotage and terrorism. However, as these
systems become increasingly complex and
interdependent, hazard mitigation must also
be concerned with secondary and tertiary
effects.

Interdependent Infrastructures
Mitigating damage to infrastructure
and ensuring continuity of service is
complicated by the interdependent nature
of these systems. For example, although
the interdependence of many systems is
straightforward (e.g., the role played by
electric power in providing other services
is obvious), the interdependencies of other
systems are no less real if not as visible.
Interdependent effects occur when an
infrastructure disruption spreads beyond
itself to cause appreciable impact on other
infrastructures, which in turn cause more
effects on still other infrastructures. When
an infrastructure system suffers an outage,
it is often possible to estimate the impact of
that outage on service delivery. These are the
“directly dependent effects” of the outage.
However, that outage may also diminish
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the ability of other infrastructures, through
no malfunction of their own, to deliver the
level of services that they normally provide.
These indirect effects make up a first-order
interdependent effect.
The impact of the outage may not stop
at these first-order effects. They may go
on to adversely affect still other critical
infrastructure components, including even
the infrastructure that was the original source
of the problem, further aggravating the
situation. These effects become second-order
effects, which can propagate still further,
causing yet another round of effects. How
far these effects propagate, and how serious
they become, depends on how tightly coupled
the infrastructure components are, how
potent the effects are, and whether or not
countermeasures such as redundant capacity
are in place. Either the outage effects will
die out as they move further away from the
base outage, limiting overall damage, or
they will gather force in successively stronger
waves of cascading effects until part, or all,
of the infrastructure network breaks down.
In the latter case, losing a key component
creates a much broader failure that is out of
proportion to the original failure. Given the
linkages among infrastructures, a cascading
failure could well cross infrastructure
boundaries, as demonstrated by the 1998
Galaxy IV satellite failure.
When the PanAmSat Galaxy IV
communication satellite rotated out of its
orbital position in May 1998, over 80 per

cent of the digital pagers in the United
States went off-line. Cable and broadcast
transmissions were affected, as were credit
card authorizations and ATM transactions.
This event could have had serious human
effects as many hospitals and health care
providers in the United States faced a crisis
in emergency communications when they
could not page doctors and other care givers.
This was particularly critical in a health
care system that, in the quest for increased
efficiency and productivity like much of
the economy, relies on just-in-time service
delivery.
The Galaxy IV failure was not unique in
either cause or consequence. Solar flares play
havoc with satellite systems as do spikes in
the Van Allen radiation belts. Since 1971,
over 4,500 incidents of satellite malfunction
have been traced to the natural radiation
environment. Other satellite failures have
been ascribed to mechanical or other
equipment breakdown.
The interdependency problem is further
compounded by the extensive linkage of
physical infrastructure with information
technology systems. Communication
and information technologies (ICT) are
already affecting infrastructure system
design, construction, maintenance,
operations, and control, and more change
appears inevitable. Potential applications
include coupled sensing, monitoring, and
management systems, distributed and remote
wireless control devices, Internet-based

data systems, and multimedia information
systems. Although the coupling of physical
infrastructure with information technology
promises improved reliability and efficiency at
reduced cost, there is surprisingly little known
about the behavior of these coupled systems,
and thus, their potential for cataclysmic
failure is high. Experience has shown that
software is fragile by nature, and the software
element of control and data acquisition
systems is usually the least robust part of an
integrated system.
Although recognized as a serious concern,
the issue of infrastructure interdependency
has received little or no attention. The
potential for failures in one infrastructure
system to cause disruptions in others that
could ultimately cascade to still other systems
with unanticipated consequences is very
real. In truth, beyond a certain rudimentary
level, the linkages between infrastructures,
their interdependencies, and possible failure
mechanisms are not well understood.

Understanding Interdependency
As a first approach, the multi-ordered
implications of infrastructure failure can
be generalized using a probabilistic model
similar to that developed by Baisuck and
Wallace to analyze marine accidents. As
depicted in Figure 1, the first stage, or
CAUSE, could be a natural hazard such as
an earthquake or a technological hazard
such as equipment or material failure. This is

Figure 1: A Model for Depicting the Linked Relationships Between
Hazards and Their Ultimate Outcomes

Source: Baisuck and Wallace

followed by the INCIDENT, in the examples
above, the actual failure of the infrastructure
with loss of water pressure and venting of
natural gas. Stage 3, the EVENT, would
be the resultant fires leading to Stage 4
PHENOMENON with property damage
and loss of life. Each stage in the process link
is connected to the preceding and following
stages by a probabilistic function based on the
frequency of occurrence for any two linked
stages. Thus, gas line ruptures in certain
soil types (INCIDENT) can be linked to
earthquakes of a certain magnitude (CAUSE)
by obtaining the frequency with which gas
line ruptures occurred as a result of an
earthquake. If sufficient data exist, similar
probabilistic analyses can be carried through
the entire chain of events. Although this
type of model can be useful for predicting
outcomes when there is much historical
data or when frequency relationships can be
developed by other means, it is of lesser value

when attempting to understand the extreme
events that occur at the tails of probability
functions.

Closely Coupled Complex Systems
In his book, Normal Accidents, Charles
Perrow described numerous failures of
tightly coupled, complex systems.* In the
search for speed, volume, efficiency, and the
ability to operate in hostile environments,
he maintains, we have neglected the kind
of system designs that provide reliability
and security. A particularly troubling
characteristic of these tightly coupled,
complex systems is that they predictably fail
but in unpredictable ways. Similar chains
of events do not always produce the same
phenomena, but system-level or “normal”
accidents of major consequence continuously
recur.

*These occur where the systems involved are sufficiently complex to allow unexpected interactions of failures to occur such that safety
systems are defeated, and sufficiently tightly coupled to allow a cascade of increasingly serious failures ending in disaster.
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Bak developed the concept of selforganized criticality to explain how large
dynamic systems can self-organize into a
highly interactive critical state where even
minor perturbations can lead to events,
or “avalanches” of all sizes. His work
is particularly valuable to the study of
interdependent infrastructures and extreme
events because the tails of the relevant
frequency distributions behave in accordance
with power laws that relate the number
of events of different sizes by a constant
proportion or, in other words, “…large
catastrophic events occur as a consequence
of the same dynamics that produce small,
ordinary events” (6690). On this basis, the
catastrophic system failures that Perrow calls
normal accidents cannot be dismissed as
statistical anomalies—unique intersections of
random events—but rather as the expected
behavior of closely coupled, complex systems.
Taken together, the work of Perrow and
Bak supports a discomforting premise that
although it may not be possible to predict
the precise nature of the next Chernobyl
or Bhopal, a cascading failure of a similar
magnitude is destined to occur if we continue
to rely on the types of critical-state systems
underlying these disasters.
Complex Adaptive Systems
Understanding how complex, interconnected
infrastructure systems behave when subjected
to the external stresses of natural and
technological hazards presents enormous
challenges. Managing such systems under

these circumstances is even more difficult.
This is a world at the edge of stability, where
the environment is constantly changing,
and systems are continuously adapting to
the situation and each other. To provide a
framework for understanding and acting on
these types of events, Axelrod and Cohen
developed a theory of Complex Adaptive
Systems. Their premise is that complex
systems exist at the edge of chaos, which is
disordered and unmanageable. Although
their behavior is hard to predict because of
the many interacting agents, these systems
can be understood, improved, and exploited.
The work of Axelrod and Cohen provides
a useful structure for understanding how
systems might be designed to lessen the
frequency and impact of cascading failures,
and Three Mile Island and Chernobyl
provide useful case studies. In both cases, it
was the intersection of concurrent failures in
technology and human performance that was
the key factor because neither failure alone
would have produced the ultimate disastrous
outcome. Perrow believes that such failures
are the inevitable consequence of closelycoupled complex systems and, as previously
noted, this premise is supported by Bak’s
self-ordered criticality. There are aspects of
Complex Adaptive Systems that can aid in
understanding these and similar disasters.
In Complex Adaptive Systems there are
many participants, often many kinds of
participants, who interact in complicated
ways that continuously reshape the future.

The three key processes are Variation,
Interaction, and Selection. Variation in
an interactive system, as in a biological
community, reduces the vulnerability to
single-point failures. The reduced efficiency
brought about by independent elements (or
evolutionary paths) is balanced by increased
robustness of the system. By studying how
interactive communities adapt, thrive, or
perish, we can learn much about what types
of systems are inherently safer in practice.
Similarly, interactions between members
of the same group or social framework,
while enhancing communication and
simplifying information transfer, can have
disastrous consequences when the jointly
held information is wrong. At both Three
Mile Island and Chernobyl, commonly
held views of the situation were uniformly
wrong and ultimately contributed to the
system breakdowns. Fortunately, in the case
of Three Mile Island, an outside agent
who had not been influenced by observing
the emerging events, was able to intervene
before the system failed totally. Finally,
selection deals with choosing successful
strategies and rejecting those that lead to
failure. The key here is learned behavior
that will enable participants to survive in
a complex, evolving environment. In the
absence of actual conditions in which to
learn adaptive behavior (such as warfare
for the military) there is a need to train the
participants by other means, e.g., gaming or
simulation. None of the workers at Three
Mile Island had been trained to expect
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anything resembling the types of problems
that they actually had to confront. They had
no successful patterns or strategies to call
upon and were unable to adapt to the rapidly
changing conditions.

Other Infrastructure Failures
Disastrous infrastructure failures with similar
but subtler links between technology and
human performance abound in the literature.
The collapse of the Mianus River, Schoharie
Creek, and Hatchie River Bridges and the
Hyatt Regency Skywalk are illustrative in
this regard. The Mianus River Bridge in the
State of Connecticut carried Interstate 95.
In 1983, a rusted hanger pin and hanger
failed and caused a two-lane section of the
roadway to fall into the river below, resulting
in the loss of three lives. Excessive rust had
developed due to paved-over road drains and
went unobserved because of poor inspection
practices. The Schoharie Creek Bridge,
which carried the New York State Thruway,
failed in 1987 after a pier was undercut by
scour and fell into the creek. The bridge
girders slipped off their supports and caused
a section of the roadway to fall into the creek,
killing ten people. Despite a report almost
ten years earlier calling for replacement
of missing riprap around the failed pier,
the work was deleted from a maintenance
contract. In 1989, an 85-foot section of
the bridge carrying U.S. Route 51 over the
Hatchie River in Tennessee fell into the river
after two columns supporting three bridge

spans collapsed. Eight people were killed in
an accident whose primary causes were a lack
of redundancy in design and poor inspection
and maintenance practices that failed to
detect a developing problem.
In 1981 a failure occurred that was described
at that time as “the worst structural disaster in
the United States.” The Skywalk at the Hyatt
Regency Hotel in Kansas City, Missouri
collapsed, killing 114 people and injuring
more than 200. Through an unfortunate
and bizarre sequence of events, a design that
did not meet the applicable building code
was produced by the structural engineer
and was subsequently modified and made
weaker by the contractor. The contractor’s
shop drawings were later approved by the
structural engineer, and the effects of the
change were never noticed (although it
was never clear whether they were actually
reviewed). The walkway was opened for use
despite several instances during construction
of the hotel when deficiencies were noted but
were not acted upon. Although not on the
scale of a Three Mile Island or Chernobyl,
what arguably places these four examples in
the same context is the recurring intersection
of technical faults and human performance
failure. The critical role played by the human
component of technological systems needs
to be far better understood in the context of
managing interdependent infrastructures in
times of stress or crises.

Learning from Failure
Some form of structural failure analysis
has probably existed since the time of
Hammurabi, if not before. Contract
disputes over shoddy work or construction
failures required that someone conduct an
investigation and determine, as best they
were able, the cause of failure and who
was at fault. Forensic engineering is now
a healthy, mature discipline, and much
knowledge has been gained, and advances
made, from the study of engineering failures.
Engineering approaches to hazard-resistant
design for structures and lifeline systems
have improved continuously from the
observation of past failures, assessment of
their causes, and improvements in techniques
and materials. However, despite the value
of forensic engineering to the advancement
of engineering practice, the system is far
from ideal. Much work of value exists
only in court records, sealed by litigation
settlements. Nothing analogous to the Air
Safety Reporting System (ASRS)* exists for
engineering practice although the NearMiss Project at the Wharton School of the
University of Pennsylvania is an attempt to
develop a similar reporting framework for
other industries.
There are also conceptual concerns with
commonly used forensic techniques. In its
study of errors in the health care industry,

*The ASRS is a voluntary program administered by NASA, wherein air safety-related incidents and near accidents can be reported
without fear of self-incrimination. The program is credited with facilitating beneficial change throughout the airline industry. (Perrow
Normal Accidents)
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To Err Is Human, the Institute of Medicine
noted that:
The complex coincidences that cause
systems to fail could rarely have been
foreseen by the people involved. As a
result, they are reviewed only in hindsight;
however, knowing the outcome of an
event influences how we assess past
events. Hindsight bias means that things
that were not seen or understood at the
time of the accident seem obvious in
retrospect. Hindsight bias also misleads
a reviewer into simplifying the causes of
an accident, highlighting a single element
as the cause and overlooking its multiple
contributing factors. Given that the
information about an accident is spread
over many participants, none of whom
may have had complete information,
hindsight bias makes it easy to arrive at a
simple solution or to blame an individual,
but difficult to determine what really went
wrong (53).
In light of this, care needs to be taken so
that “lessons learned” programs (or other
forms of adaptive learning for understanding
the failure mechanisms of interdependent
infrastructures) are designed to capture the
influence of all contributing factors, not
merely the obvious or easy.

Assessing and Managing
Infrastructure Risk
Risk gives meaning to things, forces, or
circumstances that pose danger to people
or what they value. Descriptions of risk are
typically stated in terms of the likelihood
of harm or loss from a hazard and usually
include an identification of what is “at risk”
and may be harmed or lost; the hazard
that may occasion this loss; and a judgment
about the likelihood that harm will occur.
In the context of physical infrastructure,
risk connotes the likelihood and level of
failure of a critical physical or operational
system that would prevent an infrastructure
element from fulfilling its primary mission,
i.e., providing services. To assess these risks,
systemic quantitative risk assessment and
management is necessary. Risk assessment is
commonly distinguished from, but is part of,
the overall process of risk management. In
risk assessment for infrastructure systems, the
analyst attempts to answer three questions:
•

What can go wrong due to the
interdependency and interconnectedness
among critical infrastructures?

•

What is the likelihood that the
interdependency and interconnectedness
among critical infrastructures will cause
major unacceptable consequences?

•

What might these consequences be?

Risk management builds on the riskassessment process by seeking answers to a
second set of questions:
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•

What can be done to better
understand the interdependency and
interconnectedness among critical
infrastructures and to manage the
adverse consequences from a threat?

•

What organizational, institutional,
and research and development
options (among others) are available
to add more surety and security to
interdependent and interconnected
critical infrastructures?

•

What are the impacts of current
decisions made on the interdependency
and interconnectedness among critical
infrastructures on future options?

Any actions taken to develop and implement
comprehensive hazard mitigation strategies
for infrastructure must be based on a
balanced assessment of all risks confronting
the systems and the possible consequences of
their failure, either singly or in combination
with other, interconnected systems. These
strategies must be informed by the best
available information and carried out by
people knowledgeable about the systems,
their possible failure modes, the implications
of concurrent system failures, and possible
interventions that would allow systems to
degrade gracefully and avoid catastrophic,
multi-system failure.

Conclusion
Although recent events have focused on
malevolent acts and how to prevent them,

infrastructure faces other equally serious
threats. In addition to natural hazards, the
literature demonstrates that excessively
prolonged service lives, aging materials, and
inadequate maintenance all negatively affect
infrastructure. Despite this formidable array
of threats confronting our infrastructures,
many problems will occur simply due to
the complexity of these systems. Potential
failure nodes are repeatedly created at the
intersections of tightly coupled, highly
sophisticated transportation, electric power,
and telecommunications systems and are
compounded by their reliance on information
systems and software. As a first step in
protecting these systems, the “vulnerability of
complexity” must be resolved.
Beyond generic complexity issues, there
are specific emerging threats that are not
well understood. For example, commercial
satellites are playing an increasingly
important role in earth observation,
communication, and geospatial positioning—
activities that are central to the control of
many key civilian and military systems. This
orbital infrastructure is vulnerable to natural
events such as solar flares and radiation
spikes as well as to man-made threats such
as electromagnetic pulses. Its ground-based
elements are vulnerable to physical threats
and terrestrial natural hazards. Although the
hazard community knows how to identify
and assess these vulnerabilities, it must also
understand that vulnerability assessments
represent only part of a total systems
solution.
Little
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Infrastructure protection is not seen as a
purely developmental problem but one in
which basic research is necessary and, to
date, insufficient. Research needs range
from a better understanding of networks
and interconnections, to the impacts of
deregulation, privatization, and globalization,
to better software and system designs. Some
of this needed work is underway, but there
is still much to be done. A valuable first
step would be a comprehensive review and
assessment of ongoing research with the goal
of identifying gaps in the knowledge base and
establishing research priorities.

and functioning of economies from an
interdependent perspective is key if we are to
understand how infrastructures will behave in
the face of failure from a variety of causes—
from physical or cyber attack, to a major
earthquake, to failure of the network or its
components.

Opportunities for Collaboration

Mitigation, Response, and Recovery. In the
event of a major infrastructure failure,
isolating the affected portions of the system
and preventing cascading failure will be
important. Any mitigation actions will require
accurate accounting of linkages among the
infrastructures and the behaviors arising from
such interdependencies. Appropriate and safe
steps must also be identified for bringing the
systems back on line.

The issues outlined in this paper suggest a
need for collaboration between the social
and physical sciences and engineering. Some
approaches may be straightforward such
as those that call for reinstituting “shock
absorbers and circuit breakers” in both a
physical and operational sense to increase
the resilience and reliability of infrastructure
systems. Others will be more esoteric and call
for the application of sophisticated analytical,
modeling, and forecasting tools to improve
understanding of the systems and the modes
and consequences of failure. There are many
potential topics for research and they include
such areas as:
Theoretical Foundations. Research into
the complex and adaptive behaviors of
infrastructures and the overall behavior
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Modeling and Simulation. Modeling and
simulation of interconnected complex
infrastructures is rudimentary today. More
advanced models, using actual regional
or national infrastructure data, network
layouts, and operating conditions are needed
to uncover critical nodes, behaviors, and
vulnerabilities.

Policy Research. Policies affecting one
infrastructure may have unintended
consequences in others, due to the
linkages involved. Little is known of
how this happens and how to reduce the
likelihood of its occurring. Likewise, in
some cases appropriate policy decisions can
probably forestall the need to make costly
infrastructure expenditures.

The Human/Technological Interface. Human
error has played a major role in some of the
most significant technological disasters of
the past century. A better understanding of
how systems can be designed to take human
factors into account, as well as decision
tools that enable people to structure rational
choices for technological interaction, is
needed.

A Closing Caution
In Betrayal of Trust, Laurie Garrett paints
a grim picture of how, in the twentieth
century, the public health infrastructure
in the United States deteriorated from a
formidable first-line defense against infectious
disease to a struggling, under-funded, and
under-appreciated appendage. Today’s
concerns with bio-terrorism have the public
and policy makers alike wondering if the
United States is capable of dealing with
deliberately induced outbreaks of infectious
disease. However, terrorism may not be the
real threat. The global economy and the
worldwide air transportation network have
created a closely coupled system that makes it
possible, and even likely, that people infected
with highly contagious diseases unwittingly
will spread the infection far beyond
national borders. In the absence of a global
public health infrastructure, the potential
consequences are grim. As Garrett points out:

in the water supply are a technological
solution to a public health threat. Were a
biological attack to occur, or a naturally
arising epidemic, the public would have
only one viable direction in which to place
its trust: with its local, national, and global
public health infrastructure. If such an
interlaced system did not exist at a time
of grave need, it would constitute an
egregious betrayal of trust (585).
Hopefully, no bio-disasters will come to
pass. But those concerned with physical
infrastructure should take careful note of
the warning implied. Our basic systems are
at risk from threats we may not yet foresee.
We need to anticipate these threats to our
physical infrastructures, design systems that
are inherently safer and more robust, and be
prepared to restore them when they fail. In
this regard, we should take counsel from this
historical anecdote:
In 1346 a particular set of circumstances
occurred, in a particular sequence,
resulting in what may have been the first
truly global epidemic. Perhaps only the
Americas and Antarctica were spared
humanity’s globalized Black Death. With
epidemics, timing is everything (545).

High-tech solutions, devices to “sniff out”
nasty microbes in the air or detect them

Little
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Should These People Die?
A Justification for Disaster Planning and Standardized Emergency
Sheltering Strategies in Homeless Shelters of Richmond, VA
M.L. Harrison, Graduate Assistant,
Institute for Infrastructure & Information Assurance, James Madison University
Introduction
Maintaining national infrastructure has become a
prominent focus of media coverage and public policy
in the wake of the September 11, 2001 terrorist attacks
in New York City and Hurricane Katrina. Concern
has shifted to include human survivability in addition
to infrastructure survivability of physical systems
necessary for the United States’ economic and social
survival. The National Strategy for the Physical
Protection of Critical Infrastructures and Key Assets
(National Strategy) states that the primary functions of
the policy include protecting national security missions,
as well as public health and safety. Additionally, the
National Strategy recommends reinforcing state and
local governments’ capacities to deliver minimal public
services, protect the private sector, and to improve public
confidence and morale.1 This paper will make the case
for the importance of emergency preparedness, disaster
mitigation, and casualty prevention in urban homeless
shelters. This case will be illuminated by assessing the
comparative merits and feasibility of shelter in place
versus evacuation strategies in a variety of terrorist and
weather-related incidents in the context of national
infrastructure protection and National Response Plan
tactics.
Homeless shelters form a subset the public health
element of U.S. infrastructure. The public health
sector is “vast and diverse. It consists of state and
local health departments, hospitals, health clinics,
[and] mental health facilities,”2 to name a few.
Urban homeless shelters typically have staff trained
to accommodate people with mental illnesses. Day
shelters, like the Daily Planet of Richmond, Virginia
also offer a variety of health services and a free clinic to
people without homes and in financial distress. Such
facilities become epicenters of civic involvement for
homeless and economically disadvantaged people, and
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thus frequently serve as their only means of receiving
communication and shelter during hazardous incidents
or dangerous weather conditions.
A recent example occurred during Hurricane Katrina.
A survey led by Mollyann Brodie of the Henry J.
Kaiser Family Foundation sampled the experiences of
evacuees:
Many evacuees suffered physical and emotional stress
during the storm and its aftermath, including going
without adequate food and water. In comparison
with New Orleans and Louisiana residents overall,
disproportionate numbers of this group were African
American, had low incomes, and had no health
insurance coverage. Many had chronic health problems
and relied heavily on the New Orleans public hospital
system, which was destroyed in the storm.3
Not only did the lack of a public health contingency
plan prove problematic in terms of maintaining the
actual health of the public, the highly publicized
drama received national recognition and had a
deflating effect on community morale. Furthermore,
the public health failure in New Orleans also illustrates
the lack of organizational surety and interoperability
of various levels of government during unanticipated
situations requiring collaboration. Thus, private, nongovernment institutions have plenty to gain by enacting
disaster management policies possibly derived from but
independent of governmental emergency preparedness
contingency plans.
Another reason to focus on emergency preparedness for
the homeless is because both homeless people, and low
income people may have at least some knowledge of
community-based institutions that serve the homeless.
Extrapolating lessons learned from Hurricane Katrina
disaster, the majority of victims in an urban disaster
will be those without physical or economic means for

escape. Cynthia Bascetta highlighted how income
levels can affect evacuation scenarios before the Senate
Subcommittee on Aging:
In preparing for and carrying out the evacuation
of transportation-disadvantaged populations due
to a disaster, states and localities face challenges in
identifying these populations, determining their
needs, and providing for and coordinating their
transportation. Identifying these populations and
determining their needs present challenges because
their overall size, location, and composition can be
difficult to determine in advance of an emergency. For
example, while these populations include the elderly,
low-income individuals, and persons with disabilities,
during
disasters
transportation-disadvantaged
populations can also include people who either by
choice or circumstance do not own or have access to
cars. They can also include…the homeless.4
Any urban area is vulnerable to disaster management
issues similar to those posed by the Katrina disaster.
Examining the situation of homelessness in Richmond,
VA will expose how inadequate shelter can harm a
sizable homeless or low-income population. Richmond
is the state capital, with approximately 197,790 people
living directly within the city limits.5 Within this mostly
urbanized and densely populated part of the metro
Richmond area, nearly 1 out of every 200 persons is
homeless on any given night.6 This statistic includes,
men, women, and even families who lack adequate
economic means to shelter themselves. According to
a January 2006 point-in-time survey, 40% of these
people have mental health problems and 21% have
some sort of long term disability. Also, 48% are long
term residents who have lived in Richmond for at least
20 years as long-term members of the community.
On a marginally brighter note, 39% of these people
are gainfully employed full or part time.7 While many
homeless people do fit into the category of special
needs, just as many contribute to the economic fluidity
of the city by working. Nonetheless, homeless people
arguably represent the most vulnerable population in
a disaster scenario. Reducing losses to the homeless
population not only has ethical merit, but it may also
improve public perception and confidence in political

institutions responsible for disaster management.
In some cases, the urban homeless population can be
described as persons with special needs, especially in
the case of homeless individuals with mental illnesses.
Hurricane Elena, a Category 3 that struck the Florida
coastline in 1987, illustrated some of the problems
with the evacuation of special needs populations.
Even though only five percent of the Hillsborough
County evacuees could not obtain medical assistance,8
medical professionals were confronted with facilities
that could not accommodate the disabled, insufficient
prescriptions on hand for people with illnesses like
diabetes, and an overall lack of medical supplies. The
moderate percentage of homeless people with mental
illnesses suggests that a correlative percentage may be
on prescription medication. As a result, Hillsborough
County and bordering Pinellas County agreed to
designate special needs shelters to provide assistance to
people with mobility deficits and store insulin stockpiles
to improve the shelter environment for people unable
to self administer medications and elderly people with
psychosocial needs. Research also indicates that an
individual’s physical and mental health will deteriorate
during a disaster scenario,9 so mitigating potential
detriments to any aspect of an individual’s overall
health may improve their ability to survive and return
to a functional role within society.
Governmental Responsibilities
Understand the responsibilities of the organizations
invested in disaster planning and emergency
preparedness is pivotal to illustrating how homeless
shelters and the homeless population can benefit from
participation in the entire disaster mitigation process.
At the top of nationwide disaster management rests
the federal government’s Department of Homeland
Security (DHS). From a hierarchical standpoint, DHS
always has jurisdiction. The Secretary of Homeland
Security is responsible for coordinating DHS resources
in response to terrorist or manmade crises only on
the basis of four conditions as outlined by the DHS
National Response Plan pursuant to HSPD-5:
(1) a Federal department or agency acting under its
own authority has requested DHS assistance;
(2) the resources of State and local authorities are
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overwhelmed and Federal assistance has been
requested;
(3) more than one Federal department or agency has
become substantially involved in responding to the
incident; or
(4) the Secretary has been directed to assume incident
management responsibilities by the President.10
In a disaster scenario, a representative from other federal
agencies shares some of the burden of responsibility
by participating as a partner coordinating agency or a
supplementary cooperating agency. Furthermore, the
NRP also recommends that federal agencies cooperate
with each other to participate in the Emergency
Support Function (ESF) structure “as coordinators,
primary agencies, and/or support agencies and/or as
required to support incident management activities.”11
Additionally, ESFs direct federal agencies with private
sector entities to provide “support, resources, and
services.”12 The NRP’s ESF #6: Mass Care, Housing,
and Human Services Annex and ESF #8: Public
Health and Medical Services Annex are especially
important in terms of managing survivors after a
disaster scenario. ESF #6 is concerned with “sheltering
of victims, organizing feeding operations, collecting
and providing information to family members… [and]
involves the short- and long-term housing needs of
victims”.13 The scope of ESF #8 includes assessment
of public health, medical needs, behavioral health,
public health surveillance, medical personnel, and
medical supplies procurement.14 Also, the American
Red Cross serves as cooperating agency to facilitate
ESF #6, as well as several other ESFs not represented
in this paper.
State and local governments form the next two levels
of disaster preparedness. The Virginia Department of
Emergency Management (VDEM) is the primary entity
for disaster preparedness and response in the state of
Virginia. Included in its list of responsibilities according
to Commonwealth of Virginia Emergency Services
and Disaster Law of 2000 are “to provide for rendering
of mutual aid among the political subdivisions of the
Commonwealth and with other states and to cooperate
with the federal government with respect to the carrying
out of emergency service functions.”15 This entitles
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VDEM to direct mandatory evacuations, control and
regulate resources, declare a state of emergency, and
to improve public safety. VDEM does not ignore the
special needs populations as a pertinent part of their
disaster management planning. However, the VDEM
website confines its attention primarily on special needs
individuals with mobility issues. While the VDEM
website does emphasize the importance of creating
personal disaster preparedness plans, it assumes that
members of the special needs population could put a
copy in their “wheelchair pack.”16 In keeping with the
theme of VDEM’s mission, it is worthwhile for both
the public and the agency to broaden the special needs
disaster preparedness to the mental health population,
as well as the entire spectrum of homeless persons.
The Virginia Department of Health (VDH) also takes
part in the creation and implementation of statewide
disaster preparedness plans, focusing more on the
biological repercussions of natural or intentional
crises.17 For instance, VDH proposes countermeasures
to protect the public from pandemic influenza and
bioterrorism, but the department also considers the
potential health problems associated with long-term
sheltering in cases of severe weather. VDH is also
responsible for addressing health concerns like mold,
dehydration, and access to medical care during long
term disaster sheltering.
Another state agency intimately connected with the
sheltering of homeless people in any circumstance is
that of the Virginia Department of Mental Health.
Mental Retardation, and Substance Abuse Services
(VDMH). The primary goal of VDHM is to provide
service and leadership to improve Virginia’s capacity
to assist those with mental health or substance abuse
problems: “We seek to promote dignity, choice, recovery,
and the highest possible level of participation in work,
relationships, and all aspects of community life for
these individuals.”18 In light of the devastation caused
by recent intentional and national disasters, VDEM
has created a template on caring for mental health
populations during disaster scenarios. Furthermore,
VDEM collaborated with the community Resilience
Project of Northern Virginia on a project entitled
“Helping to Heal: A Training on Mental Health

Response to Terrorism,” which outlines procedures
for protecting the mental health population during a
disaster. The entire manual is applicable to homeless
persons, but the text does provide standardized protocol
for site and staff preparedness of mental health
facilities. However, there are no equivalent protocols
available through VDEM on appropriate sheltering
measures for homeless populations.
The next level of government held accountable for
its citizenry is that of the local government, or in this
case, the City of Richmond. Similar to the federal
government’s DHS and to Virginia’s Department of
Emergency Management, Richmond has a nascent
Department of Emergency Management (RDEM).
RDEM responsibilities are derived from the NRP.
The core philosophy is to collaborate with city-wide
emergency support functions to maximize survival
of people, to prevent and/or minimize injuries, and
to preserve property and resources in the City of
Richmond by making use of all available manpower,
equipment, and other resources in the event of a
natural, manmade, or national security emergency/
disaster.19 RDEM is also charged with generating an
emergency operations plan in an effort to increase
citizen survivability.
Accordingly, RDEM must
also define the roles and responsibilities of the local
government, while simultaneously supplementing the
adequacy of “private agencies for the preparation and
conduct of emergency operations prior to, during, or
after a disaster.”20
The most germane advice afforded by the City
of Richmond to private agencies is the Citizens’
Emergency Preparedness Guide (CEPG). Again,
the majority of focus is bestowed upon businesses
and families, both of which are more competent
and more capable to shelter and prepare themselves
appropriately for intentional or natural disasters than
the homeless population. The evacuation segment
of the guide assumes that the intended audience has
both a means of receiving evacuation advisories (radio,
television, etc.) and a means of transportation.21 Both
assumptions are improbable with urban homeless
populations. On the other hand, the guide suggests
that businesses should develop disaster preparedness

plans specifically to protect both the customers and
the resilience of the business.22 Disaster preparedness
and mitigation strategies are quite dissimilar between
for-profit businesses and non-profit community-based
organizations such as homeless shelters. For instance,
the CEPG recommends an evacuation plan for
employees and patrons.23 However, a homeless shelter
is where homeless people would evacuate in the first
place, which could catalyze two equally unpleasant
scenarios. A small scale incident such as a localized
chemical spill may result in the spontaneous closure
of a homeless shelter facility but not necessitate the
opening of a city-wide shelter, thus leaving the homeless
patrons unsheltered for the duration. Secondly,
homeless shelters relying on the city to provide large
scale shelters may not have enough provisions on hand
to keep several hundred people alive during a shelter in
place order from authorities. While there exists copious
information on disaster preparedness and response
strategies at all levels of the public and private sectors,
homeless shelters are consistently omitted.
Sheltering, Evacuating, and Case Studies
The complexity of national infrastructure has made
responding to intentional and natural disasters more
difficult in recent years. Consequently, deciding how
to shelter people and when to evacuate them requires
official notification from a higher authority.24 Issuing an
evacuation order does not always provide the requisite
impetus for people to leave their places of perceived
safety, though. A case study of evacuations due to an
Ephrata, Pennsylvania hazardous materials fire found
that roughly one-third (31%) or respondents did not
evacuate even though they were directly ordered to do
so.25 Human reasoning can be brash, if not illogical,
thus making dangerous situations even more chaotic.
Furthermore, the study concluded that people are
more likely to evacuate if they are ordered to do so
via person-to-person contact, if they are directly
contacted frequently by an authoritative agency, and if
past warnings proved to be accurate.26 Other research
indicates that solitary individuals are less likely to
evacuate than families27 and that urban populations
are less likely to evacuate than rural populations.28
Such information raises interesting questions as to how
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a homeless population might respond to an evacuation
order. If the homeless people are outside of the
shelter there is no guarantee that they will receive the
evacuation or know where to go. Conversely, there
is no guarantee that homeless shelters have access to
reliable transportation to evacuate large numbers of
people if an evacuation were ordered.
There are a variety of different events for which
one might either evacuate or shelter in place. The
feasibility of either option is important information
for homeless shelters, as they should be prepared to
do either depending on what the situation demands.
Evacuations or sheltering in place may be recommended
by a local, state, or federal authority depending on the
type of incident. Biological, chemical, radiological,
and catastrophic natural incidents require different
protocol depending on the magnitude and location
of the event. Furthermore, distinguishing between
appropriate responses may become a life or death
decision for homeless shelter administrators, and time
is often of the essence.
Sheltering in place has become a more salient feature in
disaster management jargon because of how biological,
chemical, radiological, and natural incidents affects not
only the safety of an individual, but of the community
as a whole. As Greg Saathoff of the University of
Virginia explained in a 2003 presentation to the Gilmore
Commission to Assess the Capabilities for Domestic
Response to Terrorist Acts Involving Weapons of Mass
Destruction, evacuations are not always the best course
of action for increasing the survivability of a specific
urban population: “Attempting to flee [the community]
is exactly what the terrorist wants. Rather than running
from the problem, you are really creating the problem,
and then you are putting yourself into a situation
where you are less able to deal with the crisis from a
psychological standpoint.”29 Researchers also point to
traffic congestion as another problem associated with
prematurely authorizing evacuations.
Shelter in place strategies are not always as
straightforward as the wording implies. As research
in the field of disaster management grows parallel to
governmental and private interest, so do the prescribed
methods for protecting the public. Rogers et al defines
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five methods of sheltering in place. Of the methods
outlined, normal sheltering, expedient sheltering, and
enhanced sheltering are the most practical methods
that would be used by a homeless shelter because
of their affordability. Normal sheltering consists
of simply taking refuge in an unmodified building,
closing windows, and switching off ventilation units.30
Enhanced sheltering requires the use of plastic
sheeting and duct tape to prevent hazardous chemicals
from entering the building, and enhanced sheltering
means weatherizing a facility with caulking and
weatherstripping, thus providing an even more secure
barrier between the inside and outside of the facility.
The other two methods, specialized and pressurized
sheltering, require the use of tents and filtration systems
specifically designed for hazardous materials/chemical
incidents.31 Not all of these sheltering strategies are
applicable for the immediate and expedient sheltering
of an urban population, but the National Institute of
Chemical Studies “concluded that sheltering in place
is a good way to protect the public during chemical
emergencies.”32
In addition to the various ways one can devise a
sheltering method within a building, researchers are
also weighing the benefits and detriments of sheltering
timeframes.
Quarantelli suggests that disaster
planning incorporate two models for sheltering
time frames: emergency sheltering and temporary
sheltering.33 Emergency sheltering accommodates
individuals seeking refuge for a few hours, or overnight
at most, and temporary sheltering implies temporary
displacement and an expected short stay to last a few
days.34 Not only does the expected duration of stay
affect the behavior of individuals being sheltered, it
may also prove cumbersome for a homeless shelter
with inadequate supplies to accommodate a largerthan-anticipated shelter population.
The NRP identifies seven incident annexes to handle
situations requiring specialized, incident-specific
implementation of federal recommendations. Of the
seven, our focus will remain primarily on biological,
hazardous materials/chemical, and radiological
incidents. Depending on the magnitude of the event,
any or all of these may be upgraded to a catastrophic

incident, as would natural disasters of Hurricane
Katrina scope. Creating a feasible disaster management
strategy for each of these incidents requires us to
analyze each of type of incident independently. While
there may exist some overlap in response strategies,
each type of incident will require a unique disaster
response plan, and thus a relative sheltering strategy.
Biological incidents accounted for by the NRP include
biological terrorist events, pandemic influenza,
emerging infectious diseases, and novel pathogen
outbreaks.35 In order to maximize citizen survivability,
the NRP focuses specifically on mitigating human losses
by rapid detection of the outbreak, identifying the
population at risk, defining public health and medical
implications, disseminating appropriate information
to the public, and tracking and preventing secondary
outbreaks.36 However, it is likely that many people will
become infected by a biological threat37 several days
before federal authorities at the Department of Health
and Human Services are notified. Currently, there are
no methods for verifiable on-site testing of biological
agents, and samples must be sent to laboratories for
analysis and threat confirmation.38 It is then up to the
Department of Health and Human Services (DHHS)
to “evaluate the incident with its partner organizations
and make recommendations to the appropriate public
health and medical authorities regarding the need for
quarantine, shelter in place, or isolation to prevent the
disease.”39 Once the decision has been made to order
an evacuation, there is no guarantee that citizens will
actually leave because “victims and survivors are likely
to act in ways that many in the media and emergency
organizations will not expect…many will hesitate, or
even fail, to evacuate after being told to do so. Some
will resist attempts to enforce quarantine.”40 Fischer
suggests that disaster mitigation strategies are tethered
to public education. Not only must the public be
informed of individual protection strategies, but also,
the citizenry must understand the medical ramifications
of a biological attack and the limitations biological
attack might impose on aspects of day-to-day life such
as transportation.41
Naturally occurring infectious disease are another
source of biological incidents. Pandemic influenza, for

instance, has become a threat to because of a sharp
increase in globalization in recent years.42 Pandemic
influenza is likely to have the most drastic effect on
dense, urban populations.43 It is also important to note
that adherence to public health recommendations
is predicted to be low during any type of biological
event. For example, only 44% of highly at risk
individuals completed their recommended course
of antibiotic during the 2001 anthrax attacks in the
United Stated.44 The surreptitious nature of naturally
occurring biological threats also increases the needs
for heightened vigilance at all levels of governmental,
private, and citizen preparedness.
In the case of chemical spills or attacks, the NRP
defines policies to mitigate human losses based on
recommendations from the National Oil and Hazardous
Substances Pollution Contingency Plan. The NRP
groups response management for hazardous materials
released by weapon of mass destruction in biological,
chemical, or radiological attacks into the same category
as that of the Oil and Hazardous Materials Incident
Annex.45 Depending on the scale and magnitude of
the event, the Environmental Protection Agency (EPA),
DHS, or U.S. Coast Guard will act as the coordinating
agency. The DHS retains the capacity at any time to
proclaim an Incident of National Significance, while
the EPA and U.S. Coast Guard define large oil spills
as Spills of National Significance.46 The NRP also
emphasizes the importance of local, state, and regional
contingency planning as a means for complementing
community resilience as integral parts of the National
Response System.47
Accidental chemical spills can be just as deadly as
weapons of mass destruction, especially if a community
does not know how to adequately implement prescribed
sheltering strategies. For instance, a January 6, 2005
chlorine spill from a tanker train car led to 511
emergency room visits, 69 hospitalizations, and 5
deaths.48 The incident occurred at approximately 2:30
a.m., and a shelter in place order was issued for a one
mile radius around the spill, effective until 4:30 p.m.
The decision was made at noon to change the order to
a full scale, mandatory evacuation of 5,453 residents
after South Carolina issued a state of emergency.49 In

Harrison

209

this instance, the inability to effectively and expediently
decide whether or not to shelter adversely affected the
community. In 2004, a similar accident occurred,
whereby a derailment caused the release of 90,000 lbs.
of chlorine gas into the atmosphere.50 In this situation,
44 people were hospitalized and three died. Again,
a shelter in place order was initially mandated during
an assessment of the site, which ultimately led to the
mandatory evacuations of 45 residents for nearly two
weeks.51 While it is unclear exactly why the shelter
in place order failed to prevent the deaths of local
residents in both of these cases, it is quite possible the
public was misinformed as to how to properly shelter
in place, or they may not have heeded the seriousness
of the chemical spills.
Another pertinent example that illustrates the
potential benefits of sheltering in place is chemical fire
that recently took place at a plastics manufacturing plant
in a heavily urbanized sector of southwest England.
As opposed to the aforementioned examples in the
United States, evacuations were ordered first. After a
more thorough evaluation of the situation, authorities
remanded the order and instead recommended that
the public shelter in place. Based on the review of
1096 completed
surveys,
the
researchers
found that out
approximately
1750 exposed
residents, 472
evacuated,
while another
1278 sheltered
in place.52 54
individuals
were
treated
for symptoms
associated with
Figure 1:58
the
chemical
release (sore throat, burning eyes, etc.) and 2 people
were hospitalized. Researchers conclude “in two
groups of residents similarly exposed to smoke plume
from a chemical incident, evacuation did not confer
any additional benefit over sheltering. If anything,
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evacuated residents seemed to have more ill health
affects soon after the incident rather than sheltered
residents.53 Again, we see how detrimental it is for
authorities to delay choosing between evacuating and
sheltering in place. Those ultimately affected by this
indecisiveness are citizens, and the harm expressed in
these examples would only be amplified in situations
where people have limited access to shelter.
Exposure to radiation could cause acute
radiation sickness and/or long-term increased cancer
fatality risk.54 The NRP’s incident annex also provides
a response strategy for radiological dispersal devices
(RDDs). In addition to the DHS, the Department
of Defense, Department of Energy, EPA, Nuclear
Regulatory Committee (NRC), and the National
Aeronautics and Space Administration (NASA) are
all considered coordinating agencies. However, DHS
would still assume authority during an Incident of
National Significance, which will likely necessitate
classification as a Catastrophic Incident.55 Since the
two active nuclear power plants in Virginia are based at
the Surry and North Anna power stations, it is unlikely
that an incident at either location would severely
impact Richmond, if at all. Thus, RDDs pose the most
immediate and
plausible threat
for the City of
Richmond.
In the event
of an urban
radiological
event, research
suggests
the
general public
would benefit
more
from
evacuating,
as opposed to
sheltering
in
place. Dombroski and Fischbeck studied the effects
of radiation dispersal on the downtown populace of
Pittsburg, Pennsylvania by considering three exposure
pathways: external exposure from rays radiating
from deposited material, external exposure from beta

particles deposited on the skin and clothing by people
moving through affected areas, and internal exposure
from resuspended radioactive particles inhaled by
inhabitants.56 By analyzing likely exposure to strong
CS-137 with radioactivity of 87,000 curies over a twelve
hour period, the researchers concluded that people
outside are nearly six times more likely to develop
cancer as people who evacuate (Fig 1). Furthermore,
people sheltered in masonry buildings are two to three
times more likely to develop cancer than those who
evacuate. People sheltered in office buildings faired
incrementally better than individuals who choose to
evacuate (ibid.).57

experienced Hurricane Isabel in 2003 and Tropical
Storm Gaston in 2004. Currently, the City of
Richmond has in place an inclement weather overflow
shelter program designed specifically for such occasions.
The most recent example was when the Richmond
Department of Social Service opened a school to the
homeless on the night of November 20th, 2006, when
temperatures were expected to be below freezing.59
However, only one overflow shelter was made available
for the entire city. A prolonged natural disaster lasting
for several days, would inevitably tax available resources
by necessitating temporary sheltering as opposed to
emergency sheltering.

Although this model is dependent on the structural
integrity of buildings in an urbanized area, it still
illustrates how relative the notion of evacuation and
shelter in place really is in the context of radiation.
Even more is dependent on the actual population
inside each type of building at a given time of day. For
instance, perhaps sheltering in place would be more
practical during the day when most of the downtown
population is at work in office buildings, while
authorities might order evacuations during night-time
incidents.

Discussion and Recommendations

Another consideration for RDDs is that the initial
radiological explosion is typically accompanied by an
explosion from an ordnance device. This also poses
a threat in terms of emergency response because it
is unlikely that first responders will have the proper
equipment to detect radioactive substances, nor might
a locality have an emergency response plan that
accounts for RDDs. It is possible that in the confusion
associated with a bomb blast, even more members of
the general population would be exposed to radiation
unnecessarily. Furthermore, it is during the initial
response phase that decisions regarding whether to
evacuate or shelter in place are made by authorities.
But having disaster preparedness plans that address the
potential threat of RDDs may reduce the amount of
unnecessary exposure to the public.
Natural disasters, regardless of whether or not they
are considered catastrophic incidents, also affect the
homeless population. This is especially important
for a hurricane-prone city like Richmond, which has

It is paramount that service providers such as homeless
shelters become involved in the disaster planning
and preparedness process. The relative, case-by-case
analysis of whether to shelter in place or evacuate
is a time-consuming process, and homeless shelters
need to know how to respond appropriately to protect
the people they serve. Furthermore, each level of
government needs to devote resources to protecting this
extremely vulnerable population. As Greg Saatoff ’s
address to the Gilmore Commission aptly describes
the importance of a bottom up approach to disaster
mitigation:
“I think one of the things I would like to emphasize is
that communities are part of the process in terms of
the solution. What do you need as a community? Let’s
accept the premise that it is important, but then move
on to how the government can get what needs to be
given to the communities. It is proactive. I don’t think
it is merely education. We need to look at our resources
and how they can be mobilized in certain ways. It does
mean that we will have to look at our resources and
figure out how to be able to better deploy them.”60
By taking a community-based approach, localities
can focus more on individualized approaches to
disaster preparedness based on what each city actually
needs, independent of other localities or government
agencies.
It is clear that the fundamental top-down approach
recommended by the NRP still needs further analyses
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and correction. In a presentation to the U.S. Senate
Homeland Security and Governmental Affairs
Committee, Herman Leonard and Arnold Howitt
from the John F. Kennedy School of Government at
Harvard University explained the circumstances of the
NRP’s perceived failure in during Hurricane Katrina:
“The National Response Plan, promulgated officially
by FEMA in December 2004, embodies many useful

uncomfortably unresolved “real” structure through
which FEMA would (and, in the case of Katrina,
did) organize its actual efforts. Empirically, the ESF
form of organization seemed to dominate (at least in
the Louisiana response, though apparently to a lesser
degree in the Mississippi response). In any case, full
implementation of the NRP will require much more
work in developing regional structures and practicing

Figure 2:62
and appropriate systems and procedures for organizing
emergency response (on a wide range of scales).
Promulgating the plan, however, does not create a
functioning, smoothly operating system. To become
a system in practice (rather than on paper and on the
shelf), the NRP needs years of training, practice, drill,
and exercises by all of the agencies and people that
it contemplates might be assembled in an emergency
– which is a wide range indeed. Moreover, while it
embraces the concepts and structure of incident
management (in the form of the National Incident
Management System), it overlays this structure on the
pre-existing Emergency Support Function (ESF) system
of organization – and the result is an incomplete and
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how agencies will actually coordinate than had even
begun to be contemplated before Katrina struck.”61
(5)
Furthermore, the NRP’s reliance on collaborating
agencies without the inclusion of definitive guidelines
for them creates the potential for chaos at the federal
level. When taking into account the suggested chain
of command, hours, if not days, could pass before
pertinent information on the extent of the situation
reaches DHS, or whichever coordinating agency
assumes control. Unless state, local, and private
entities have an opportunity to understand their roles
and responsibilities through practice and training, they
will inevitably falter during an Incident of National

Significance. Allowing homeless shelters to address
disaster preparedness beforehand would help to
curtail the unforeseen consequences of bureaucracy
by establishing a system of disaster preparedness
intentionally catered to their unique role as members
of local public health elements.
An analysis of the National Response System for oil and
hazardous materials (Fig. 2) suggests that the federal
government’s primary emphasis is on managing other
state, local, and private entities, as opposed to helping
them prepare.
In this instance, it appears that the NRP is restricted to
maintaining the NCP and Regional Contingency Plans
(RCPs). Even though oil spills and homeless shelters
populations are two distant concerns, the problem is
still the same: ensuring that entities on the lower half
of the diagram, beyond the NRP’s scope can cope with
disaster, especially during a time-sensitive scenario.
By applying for funds through programs like the PreDisaster Mitigation Grant Program 2007, communitybased organizations and private homeless shelters can
collaborate to create dynamic disaster preparedness
plans. Standardized disaster preparedness plans should
be developed based on input from federal, state, and
local authorities, as well as administrative experts
familiar with Richmond’s homeless population. Each
facility’s disaster preparedness plan should provide
information including but not limited to the following:
•

Appropriate application and methods of
various shelter-in-place strategies

•

Identify and store foodstuffs, drinking water,
and supplies to last at least three days for the
facility’s full capacity

•

Invest in emergency preparedness/first aid
kits

•

Identify evacuation routes and means of
securing transportation if an evacuation is
ordered

•

Develop staff training programs and reinforce
with live exercises

•

Establish city-wide continuity between facility
plans to familiarize the homeless population

with the plans
•

Designate a liaison for developing facility plans
in conjunction with city, state, and federal
plans

•

Make available copies of the City of Richmond
Citizens’ Emergency Preparedness Guides

These recommendations merely outline basic strategies
for developing an overall disaster preparedness strategy,
and this should by no means be considered the final
product.
There are two other issues that need to be addressed
as considerations for further policy research: special
needs populations and human rights issues. The
special needs population needs to be defined more
precisely in the context of homelessness. It is clear
that part of Richmond’s special needs population is
homeless, but the entire homeless population does not
meet the criteria used for special needs designations.
Furthermore, there also needs to be a dialogue
concerning individual rights/civil liberties of homeless
people. For instance, should homeless people be
required to sign disaster waivers when sheltered that
cede authority to administrators? Informal contracts
outline regulations and behavioral expectations for
homeless shelters, but how would a deviant be punished
during a shelter-in-place order? These are just a few
of the possible concerns that may need more thorough
examination before and during the implementation of
homeless shelter disaster preparedness policies.
The traditional risk assessment equation (R=V*P,
or Risk=Value*Probability) is morally and ethically
difficult to use in terms of human capital, especially
when broaching the delicate topic of homelessness.
Eventually, a consensus must be reached on how to
analyze the quantifiable value of human life beyond
the realm of insurance calculations and personal
assets. It may be necessary to the value variable in
terms of medical disbursements to homeless people
who may need medical attention because of ineffective
sheltering strategies, or even in terms of potential for
economic growth of homeless people who eventually
regain the economic stability to support themselves.
Even as policymakers invest in protecting the lives of
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their constituents, it must be understood that there is
no perfect method for eradicating casualties during
intentional or natural disasters. The potential death
toll of will be drastically reduced by taking a proactive
stance on disaster preparedness and the incorporation
of evacuation and shelter in place strategies. Fostering
an atmosphere of awareness, planning, and training
within homeless shelters can transform this goal into
a reality.
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ABSTRACT
Industrial facilities such as petrochemical plants and
power plants are critical parts of the US economy.
Facility managers are continuously involved in
managing safety, uptime and security of these facilities.
Any deliberate or accidental breach of security/safety at
these facilities could have a catastrophic impact on life,
environment, and the economy. This paper discusses
some of the security and safety vulnerabilities at
industrial facilities, and state-of-the-art automation
systems to alleviate those risks.
INTRODUCTION
The Merriam Webster dictionary defines “Security” as
“the measures taken to guard against espionage,
sabotage, crime, attack”, and “Safety” as “the condition
of being safe from undergoing or causing hurt, injury or
loss, or as a device designed to prevent inadvertent or
hazardous operation.” Both these definitions are relevant
in the context of mission critical industrial operations.
The next two cases illustrate the risks of a security lapse
and a safety failure respectively. In February 2006,
terrorists tried to explode a major Aramco refinery in
Saudi Arabia, targeting to damage the US economy [1].
Thankfully, good security measures at Aramco averted a
disaster. In March 2005, portions of an oil refinery in
Texas City exploded, killing 15 workers and injuring
170, considered the worst industrial accident in the
United States since 1989 [2]. This was a case of safety
failure.
Although it is impossible to guarantee 100% protection
against security and safety failures, safeguards can be
built to reduce the probability of occurrence. Facility
managers should continuously learn and adopt new tools
and techniques to reduce risks. This paper describes
some of the techniques used in the industry.
ORGANIZATION OF THE PAPER
In this paper, the Oil & Gas industry is used as an
example to illustrate the concepts presented. This is an
excellent example because of the hazardous nature of the
processes involved and the impact it could have in case of
failure due to security or safety. Issues and solutions
discussed in this particular industry’s context are also
relevant to other mission critical industries.

In this paper, first an example of risk associated with each
major link in the Oil & Gas industry supply chain is
described. Following this, five topics on current industry
practices to address the risks are discussed. The final
section describes four sample emerging technologies that
have potential to further enhance security and safety at
industrial facilities.
ILLUSTRATION – OIL and GAS INDUSTRY
The Oil & Gas industry is a mega industry with far
reaching economic, geographic and political influence. In
the 2006 Fortune-500 list, three out of the top ten US
corporations were Oil & Gas companies; with
ExxonMobil topping the list with $340 billion in annual
revenues. The Oil & Gas Journal estimated that the
industry’s total U.S. spending in 2005 alone was $85.7
billion. These statistics illustrate this industry’s
importance to our economy and the need to ensure its
uninterrupted operation.
The Oil & Gas industry is sub-segmented into three major
sectors (supply chain links) - upstream, midstream and
downstream. The upstream segment does exploration and
production. The current trend is to extract Oil & Gas from
ocean floors using floating structures called offshore
platforms. An offshore platform could support hundreds
of wells over a region of several square miles on the sea
bed. In the Gulf of Mexico alone there are over 3000
offshore platforms [3] with their vast array of associated
sub-sea structures of wells and pipelines. Offshore
platforms have a very high operational risk. In March
2001, the largest production platform in the world, owned
by Petrobras sank, killing 11 members of the crew. In
addition it spilled 80,000 gallons of oil to the ocean
surface and an estimated 317,000 gallons of crude to
bottom of the ocean [4].
The Midstream segment is mainly comprised of interstate
pipelines, pumping stations and receiving stations. There
are 200,000 miles of liquid pipelines and 300,000 miles of
gas pipelines in the US [5]. Pipelines are a critical part of
the supply chain. In August 2006, a corroded pipeline
ruptured in Alaska disrupting 8% of the US oil supply [6].
Downstream industry mainly consists of refineries and
storage terminals. The US has about 150 refineries
processing about 17 million barrels of crude per day. In
August 2005, when hurricane Katrina hit the Gulf Coast,
about 20 refineries were affected to varying degrees,
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resulting in an 8% loss of the US supply and sent gasoline
prices soaring [7].
These cases highlight the need to address security and
safety concerns across the entire supply chain to avoid
economic, environmental and loss of life impacts. Solely
focusing efforts on a single link in the supply chain is not
sufficient; the entire supply chain should be secured. This
is true for other critical industries such as Power Industry
with similar extended supply chains.
SECURITY & SAFETY IN THE OIL & GAS
INDUSTRY
The following section describes sample security and
safety risks facility managers in the Oil & Gas industry
are concerned about, and the strategies they follow to
mitigate them.
Security Risks
Physical security breaches could be caused by terrorists as
illustrated in Saudi Aramco case, or by thieves piercing
pipelines to siphon out products. Equally dangerous are
white-collar crimes, where either a disgruntled employee
deliberately overrides the control setting to disrupt the
plant operation, or hackers either for fun or with
malicious intent break into the IT networks of the plant.
As more and more plants interconnect their process
control systems with business systems and the Internet,
the threat of hackers gaining access to critical plant
systems will increase. Also, the increasing use of wireless
devices in industrial networks is providing more doors for
hackers to explore. On a grander scale, enemy countries
could stage a cyber-war to disrupt the economy of another
country. Unlike physical attacks, cyber attacks can be
difficult to detect to take immediate corrective actions.
Safety Risks
Safety risks could be caused by operator error, equipment
failure, accidents or natural calamities. Lack of training,
fatigue, neglected maintenance procedures, lack of
funding to keep equipment in good working conditions, or
the general hazardous nature of the operations could
trigger safety failures. Unlike security risks, facility
managers have better ability to foresee safety risks and
implement mitigation plans.
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button on a machine. In the event of an abnormal or runaway condition, the safety system will immediately but
gracefully shut-down the process. To ensure reliability of
a safety system, facility managers demand third-party
certification from system vendors. Safety systems are
covered in detail in the next section.
2) In spite of all precautions, a Process Control System
(PCS) could fail causing process disruption and economic
loss. To avoid this situation, mission critical industrial
processes deploy fault-tolerant systems. A fault-tolerant
system enhances security of a plant. But, its main value is
in increasing the plant’s availability. The high-availability
concept is briefly explained in the next section.
3) Finally, to address cyber security concerns, facility
managers are increasingly collaborating with IT managers
of the company. The IT department has the know-how,
tools and responsibility to ensure IT security across the
company. However, when it involves a PCS or SCADA
(Supervisory Control and Data Acquisition) system, IT
departments are still in the learning mode to enhance the
security of networks associated with these systems. This
is discussed in more detail under the SCADA Security
section below.
CURRENT SOLUTIONS
This section describes some of the main solutions being
practiced by the industry (again using the Oil & Gas
industry as an example) to address safety and security
concerns. These solutions are:
•
•
•
•
•

High-Availability and High-Reliability Systems
Safety Systems
Fault Tolerant Networks
SCADA Security
Disaster Recovery

High-Availability and High-Reliability Systems
Suitability of a PCS for critical processes is quantified by
two metrics: Availability and Reliability. Both these
measures are calculated using statistical techniques.

Mitigation Strategies
Listed below are three strategies facility managers
practice to address security and safety risks in their
facilities.

Availability is defined as the probability that the system is
operating properly when it is requested for use. In other
words, availability is the probability that a system is not
failed or undergoing repair when it is needed [8].
Availability is expressed as a ratio of the expected value
of the uptime of a system to the total of the expected
values of up and down-times [9].

1) In critical and potentially hazardous areas they deploy
certified safety systems. A safety system is a computer
controlled system that is analogous to an emergency

Reliability represents the probability of components, parts
and systems to perform their required functions for a
desired period of time, without failure under specified
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operating conditions, with a desired level of confidence.
Reliability is represented by MTBF (Mean Time between
Failures) for repairable systems and MTTF (Mean Time
to Failure) for non-repairable systems.
Critical process applications mandate a PCS with very
high availability and reliability numbers to reduce the risk
of equipment failure, and to improve safety and uptime.
Safety Systems
A safety system acts like an emergency stop of a safety
critical process. As the name implies, a safety system
improves the safety of the operation through risk
reduction technologies. Though it works in conjunction
with the PCS, it is independent of the PCS. It
continuously monitors critical and dangerous areas of the
process and immediately shuts down a process when it
detects a critical fault. Its response time is in the order of
milliseconds. Safety systems are governed by
international safety standards.
Safety Standards
The international standard for specifying functional safety
for industrial applications is IEC 61508 [10]. This is an
umbrella standard for all industrial safety systems. IEC
61511 is an application of IEC 61508 to process industry
applications (Oil & Gas, Power Plants, Nuclear Plants,
etc). IEC 61511 is based on the ANSI/ISA-84 standard,
which is an OSHA recognized standard in the US. IEC
61508 specifies four levels of safety performance for a
safety function. These are designated SIL1 through SIL4,
each corresponding to a range of target likelihood of
failures of a safety function. Table 1 shows the
relationship between a SIL level and the likelihood of
failure [11].

found to be between 100 and 1,000 a SIL 2 system is
specified. If the RRF is around 10,000 it means that the
overall design of the plant is not safe and the whole plant
design is revisited to reduce RRF before choosing a safety
system. There are several tools and techniques available
to conduct PHA [12]. Some of them are listed below.
•
•
•
•
•

What-If Analysis
Checklist
Hazard and Operability Study (HAZOP)
Failure Mode and Effects Analysis (FMEA)
Fault Tree Analysis (FTA)

Safety Systems Technology
There are only a handful of vendors supplying SIL
certified safety systems. For safety systems, certification
is important to ensure that the components and
architectures meet IEC 61508/11 standards. One of the
vendors, GE Fanuc Automation (a business unit of the
General Electric Company) supplies a safety system
called GMR [13]. Figure 2 shows the schematic diagram
of a GMR system.

Figure 2. GMR Schematic Diagram
Table 1. Definition of SIL
SIL Number
Risk Reduction
Factor
SIL 4
100000 to 10000
SIL 3
10000 to 1000
SIL 2
1000 to 100
SIL 1
100 to 10

Probability
of
failure on demand
10-5 to 10-4
10-4 to 10-3
10-3 to 10-2
10-2 to 10-1

Historically, facility managers were content using noncertified systems for PCS. But, increasingly they are
demanding at least SIL 2 certification for PCS and SIL 3
certification for safety systems.
Safety Systems Analysis
The first step in defining the SIL level for a critical
application is to conduct a Process Hazard Analysis
(PHA) for the operation. The output of PHA analysis is
Risk Reduction Factor (RRF). If for example, RRF is

GMR can comply up through the SIL 3 level which is
required for critical applications such as Emergency ShutDown (ESD), Fire & Gas Detection (F&G), Boiler/Burner
Management System (BMS), Rotating Machinery
protection. GMR achieves SIL 3 compliance by using
redundant input sensor modules, output actuator modules,
triplicate controllers and triple-redundant networks. GMR
determines plant’s operating conditions using a 2-out-of-3
voting mechanism. If it detects anomalous process
conditions, it immediately shuts down the process. The
voting mechanism avoids unwanted shutdowns due to
false alarms.
Fault Tolerant Networks
Communication networks are used to interconnect process
monitoring and control systems in the plant. In a large
facility like a refinery, networks could be several hundred
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miles long. Disruption of the network could affect the
safety of the operation. Unlike office networks, industrial
networks carry high-volume, high-speed, real time data
24x7. They are also characterized by their deterministic
response and ruggedness. Network components such as
cables, hubs, switches, routers used in industrial
applications are hardened to withstand harsh environment
(extreme temperature, humidity, corrosive atmosphere,
shock, vibration, and electromagnetic interference).
Networks are architected to have redundant paths to avoid
risks of cable breaks.
Because of safety, performance and security reasons plant
networks are mostly separated from office networks.
Because of their critical nature, industrial networks are
designed to be fault tolerant. Fault-tolerant networks
provide multiple communication links in the form of dualcabling or self-healing ring topologies [14]. Secondly, the
PCS is architected as a distributed system. In the event of
communication disruption, the use of distributed
architecture limits the problem to a smaller area of the
process without affecting the whole plant. Thirdly,
actuators such as valves, motor drives are made
intelligent, so that in case of a network failure, the
actuator puts the equipment in a safe state.
SCADA Security
The current trend is to use the industry standard TCP/IP
Ethernet for process control system communications.
Seeking to improve productivity, some plants are merging
plant networks with office networks. Typically, office
networks are already connected to the outside world via
the Internet. This new integration of plant and office
networks could make mission critical control systems
accessible to outsiders and make them vulnerable to
security risks. If not properly secured, hackers, computer
viruses, and/or unmanaged network traffic could bring
down the PCS. The majority of off-the-shelf control
systems and SCADA systems were not designed with
strong built-in security features. They require external
mechanisms to enhance security.
Network security risk is further increased by recent trends
in the use of wireless devices in industrial control
applications. To analyze such risks, recently one oil
company hired a team of hackers to test the security of a
test bed representing their PCS. Hackers were able to
penetrate the network within a few hours and shut down
the test bed. The security threat to industrial facilities is
real and current.
Increasing risk perceptions and the need to address them
effectively are becoming major focus areas for facility
managers and IT managers. There are several industry
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initiatives being started in this area, including research
and development work at national laboratories [15, 16].
One such initiative, ISA-SP99 is the first in a series of
ANSI/ISA standards aimed at addressing manufacturing
and control systems security in industrial facilities [17].
Some plants are organizing security audits using
consultants to test vulnerabilities in their networks.
SCADA software vendors are beginning to incorporate
additional security features into their products. Several
new companies are entering the market with SCADA
security products that specifically claim to address
SCADA security issues.
Disaster Recovery
Strategies and techniques explained above still have one
weak spot; they are still vulnerable in case of destruction
of the premises that houses the control system. To
mitigate this risk, it is possible to architect a highavailability control system with its secondary half located
in a different location; if necessary several miles apart.
With this approach, in case the primary system is
destroyed, the secondary system could still remotely
operate and shut-down the plant safely [18].
EMERGING TECHNOLOGIES
The following section lists four sample emerging
technologies that could be of value to further enhance
security and safety of critical industrial assets.
Urban Search & Rescue Robots
In spite of thorough risk management plans, catastrophes
could happen; trapping humans inside dangerous zones or
releasing toxic substances. Under such circumstances,
when conditions have still not stabilized enough for
human rescuers to enter a site, robots can be deployed to
assist in search and rescue missions. In industrial disasters
involving nuclear radiation especially, using robots could
be the only option.
Envisioning such scenarios, the Department of Homeland
Security (DHS) Science and Technology (S&T)
Directorate has initiated an effort with the National
Institute of Standards and Technology (NIST) to develop
comprehensive standards related to the development,
testing, and certification of effective technologies for
Urban Search and Rescue (US&R) robotics. US&R
robotic performance standards are being developed to
cover sensing, mobility, navigation, visual acuity,
integration, and remote operation in order to ensure that
the robots can meet operational requirements under the
extremely challenging conditions that rescuers are faced
with, including long endurance missions [19].

In order to gather data in support of standards
development, NIST has been conducting a series of field
tests to quantify the functionality and performance of
various candidate robots. For example, in mid 2006
members of the Intelligent Systems Division and
Electromagnetics Division of NIST developed and carried
out field tests at the Montgomery County Fire Academy
in Maryland [20, 21]. When the work is complete,
standards for Urban Search & Rescue Robots will be
published as ASTM E54.08.01, Homeland Security
Standards.
Distributed Temperature Sensing
Distributed Temperature Sensing (DTS) can be used to
detect leakages in Oil & Gas pipelines, extreme
temperature zones, or hot spots in power transmission
lines.
DTS uses the Raman Effect to measure temperature
changes, in a continuous way, using a single sensor – a
fiber optic cable. A DTS system can measure temperature
gradients as far as 5 miles, with spatial resolution of 1
meter [22]. An illustration of the DTS concept is shown
in Figure 2. The DTS sends an optical laser pulse
propagating through the fiber from one end, receives
scattered light back to the transmitting end, and analyzes
it. The intensity of the Raman scattering is a measure of
the temperature along the fiber. The position of the
temperature reading is determined by measuring the
arrival timing of the returning light pulse similar to a
radar echo.

Figure 2. DTS Concept (Source: Agilent Technologies)
Pipeline Impact Detection
There are over 500,000 miles of major pipelines carrying
oil and gas through the US. Additionally, there are several
thousand miles of pipelines within various petrochemical
processing facilities. Most of these pipelines are
unguarded, and are vulnerable to malicious attacks or
accidental damage. Damage to the pipeline can lead to
either immediate or a delayed rupture resulting in safety
hazards, environmental damage and disruption of supply.
To address this issue, General Electric’s Oil & Gas
business has developed a solution called ThreatScan™
[23]. ThreatScan™ provides pipeline operators the means
to reliably determine when and where their pipeline has
been impacted.

Figure
3.
ThreatScan™
(Source: General Electric)

Concept

Diagram

ThreatScan™ involves an array of hydrophone sensors
deployed along the pipeline at regular intervals. They
listen 24x7 for any anomalous impacts on or around the
pipeline and report data to a central Remote Monitoring
Center (RMC) via satellite link. The RMC analyzes data
from sensors and immediately alerts pipeline operators
about suspicious activities, along with location
information. ThreatScan™ enables pipeline owners to
generate ongoing incident trending and risk assessment to
establish mitigation strategies to limit the likelihood of reoccurrence and put a stop to repeat offenders.
Prognostics and CBM
Barring security breaches and accidents, safety at
industrial facilities are most often jeopardized by failure
of equipment due to improper maintenance. Good
preventive maintenance procedures can avoid this
situation. Preventive maintenance also helps to improve
productivity of the plant by reducing unscheduled
downtimes.
New technologies are being deployed that can
continuously monitor the health of a machine, or monitor
an entire facility to warn about impending failures. These
technologies are referred to as Prognostics or Condition
Based Maintenance (CBM). Typically, these technologies
use statistical analysis techniques to identify patterns and
forecast impending failures. Our company, “OPEX
Solutions” is a solutions provider with expertise in this
area. We use statistical software for systems level analysis
and modeling, and Six Sigma methodology for
performance improvement projects. Using these tools and
techniques we help industrial users to identify patterns in
systems [24] and enable them to proactively maintain
their critical assets.
CONCLUSIONS
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Improving safety and enhancing security of critical
industrial facilities is of paramount importance; especially
due to the scale of destruction that could occur in the
event of a catastrophic failure. Considering the
importance of developing security and safety protocols,
several companies have created a C-level position called
“Chief Security Officer”, who reports to the CEO of the
company.
At industrial facilities, improving security and safety
should be undertaken as a Continuous Improvement (CI)
discipline. Enhancing security and safety is a dynamic
activity for facility managers. As they are improving
protection against known risks, new risks surface; due to
increasing complexity of operations and due to enemies
becoming more sophisticated in their approach.
Increasing vulnerabilities due to potential network
intrusion (hacking) is a good example. Today hacker risks
have vastly increased compared to ten years ago due to
the level of sophistication of hackers. Smart facility
managers must continuously evaluate their situation and
adopt best practices to strengthen their operations to keep
the risk level within acceptable limits.
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ABSTRACT

capability. Failure of a 30 year old bulkhead gate on a

The out of sight - out of mind mentality contributes to

dam intake conduit, Figure 1, demonstrates this cascading

cascading infrastructure failures. For example new

influence

developments in underwater technology make it possible

underwater inspection and maintenance on the upstream

to improve industrial plant safety through remote

side of the gate led to the failure of the bulkhead gate. The

on

underwater

infrastructure.

Lack

of

underwater inspection. Areas once thought to be inaccessible by underwater diving techniques are now
accessible by new Remotely Operated Vehicles (ROVs).
In 100% turbidity and significant depth, structures have
been located and entered to perform inspections for
structural integrity. Special cameras show small features
such as separations or joints. Unique facilities such as
rock traps for hydro-electric plants have been inspected
and measured for fill level after 1000 ft penetrations into

Figure 1 – Dam bulkhead gate intake conduit

penstock intake tunnels.
lack of inexpensive underwater inspection capability led
New developments currently underway to support

to deferral of necessary inspections and maintenance.

increased accessibility for security and inspections have

New emergent seismic inspection requirements led to the

led to new ROV systems. Some of these systems are

final resolution and demonstration of new underwater

currently used for remote underwater nuclear reactor

inspection capability that stopped this cascade of events.

vessel inspections. These systems are being designed to
change their orientation remotely from horizontal to
vertical to gain access in piping and conduit systems.
These newer developments with smaller ROV systems
would offer the opportunity to perform inspection
activities with minimum shutdown in operations.

An example of cascading infrastructure issues led to the
on site demonstration of new remote underwater access
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INTRODUCTION

increased accessibility for security and inspection reasons
have led to new ROV systems. Some of these systems are
currently used for remote underwater inspection of
nuclear reactors, Figure 2. New systems are being
designed to change their orientation remotely from
horizontal to vertical to gain increased access in piping
and conduit systems, Figure 3. These developments with
smaller ROV systems offer opportunities to perform
inspections with minimal shutdown in plant operations. A
demonstration of some of this capability was performed at
a Dam that had to meet new inspection requirements in
response to new seismic requirements. Following a

Figure 2 – ROV over nuclear reactor core.

simulated seismic event an ROV team demonstrated

New developments in underwater technology make it

capability to locate and enter the intake conduit system of

possible to improve critical infrastructure such as dams

a dam and performed the necessary inspections. The

and power plants avoiding a cascade of failures in

intake entrance was at a depth of 220 ft in 100% turbidity.

underwater infrastructure. As an example, improvements

Entry was achieved and a 600 ft penetration was

in the capability to perform remote underwater inspection

demonstrated to show complete access to the intake

of dam intake structures led to the demonstration of cost

conduit system. Features as small as flat head screws were

effective and timely response to operational needs. Areas

identified and inspected.

once thought to be in-accessible by diving techniques are
now accessible by new Remotely Operated Vehicles
(ROV). Even in 100% turbidity dam intake structures
have been located and entered to perform routine as well
as emergency inspections for structural integrity. With
special video cameras features as small as 1/8”
separations or joints can be located and visually
inspected. Rock traps have been inspected for fill level
after 1000 ft penetrations into intake tunnels. Access
points such as surge tanks and emergency gate slots as
well as the standard penetrations through log rack
structures have been successfully used to gain entry into
the waterborne areas of a dam.

Figure 3 – Design of orientation changing ROV.
These technologies can be used to meet the increased
demands on critical infrastructure inspections, security

New developments currently underway to support
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and safety.

BACKGROUND

several times during that timeframe. To help get this point

Underwater systems and structures are out of sight and

across it is best to use examples of inspections that were

sometimes out of mind. This mental attitude aquired

successful and some that did not fulfill the requirements

around underwater structures contributes to a lack of

in order to avoid cascading failures.

awareness of the importance to execute a facility
inspection plan. Everyone probably has an example of a

The intake structure at a Dam was a 10’ dia. U.S. cut &

system failure underwater that could have been avoided if

cover conduit, 220 ft. deep, and 600 ft long from log rack

a routine inspection plan was executed. In the current

to service gate. Figure 4 shows a cross-sectional diagram

atmoshere of critical infrastucture safety these plans

of the conduit. At the time it was designed, it was

would include security as well as safety inspection

basically inaccessible for inspection from the water side

features.

other than by using costly deep diving techniques. The
facility was designed to be inspected from inside the

The Inspection Plan is the key to properly anticipating

conduit. Normal inspection process was to close the

maintenance needs for underwater systems. The plan

bulkhead gate at the entrance to the intake conduit, drain

would spreadout the inspection work load over several

the conduit and walk the length of the intake performing

years and be coordinated to provide general coverage of

direct visual inspection of the “as drained” conduit

critical systems on a more frequent basis. Over a period of

surface. The surfaces of the conduit were not cleaned for

ten years 100% of the general inspection areas would be

inspection. The inspection was a confined space challenge

covered while the key critical areas may be covered

and personnel safety issues

were involved. This

Figure 4 – General configuration of the intake conduit.
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inspection was contingent on the operation of the

originally performed. The original direct visual inspection

bulkhead gate system which was underwater and never

criterion was the only basis for comparison. Acceptance

inspected due to the cost of underwater diving inspection.

criterion was engineering judgement, the engineer was
performing the inspection. No acceptance criterion was

After many years of operation the bulkhead gate system

ever established such as industry code criterions.

malfunctioned and had to be removed by expensive mixed
gas diving techniques. At that time is was decided not to

Only one of these original contractors was able to actually

repair the bulkhead gate but only to remove the gate from

find the log rack entrance and make entry into the

the gate slot so the operation of the dam would not be

conduit. Once inside the conduit the quality of inspection

impacted.

was not considered sufficient to substitute for the original
direct visual inspection due to the turbidity of the water.

Once the bulkhead gate was removed the challenge for
inspecting the intake conduit was to justify a high cost
repair and installation of a new bulkhead gate or use other
techniques for inspecting the conduit. If waterborne
inspection was possible at a reasonable cost then it could
be used instead of the high cost of a new bulkhead gate
and the expense of deep diving techniques to install the
gate.

Another reason for inspection was the need to inspect the
intake conduit immediately following a seismic event.
This inspection was for safety reasons to determine the
structural condition of the conduit. This inspection needed

Figure 5 – Sample of Emergency Gate slot

to determine if the dam could continue safe operation

Other conduit entrance modes were tried. One attempt

after the seismic event. The risk and cost of using diving

was made via the emergency gate slot. Figure 5 is an

techniques for this inspection were considered to be high.

example of an emergency gate slot. Even though as-built

The response time for mobilizing a deep diving team was

dimensions indicated that the ROV should have been able

beyond the acceptable limit for response to immediately

to enter the conduit from this point the ROV got stuck

determine structural integrity following a seismic event.

half way down the gate slot. This is another example of
cascading infrastucture failure. It was determined later

Three contractors with ROV capability were contracted to

that the emergency gates had never been functionally

demonstrate the capabilities of ROVs to perform

fitup into the gate slots. This was an additional area that

inspection of the conduit. This inspection was to be

needed to be added to an inspection plan to make sure this

equivalent to the direct visual inspection that was

emergency gate system would function.

226

2007 Symposium Proceedings

These major features included log racks, gate slots,
These initial results were communicated to several people

articulated joints, conduit section numbers, etc. On the

in the ROV community. A meeting was held to discuss

previous attempts the conduit section numbers could not

the inspection requirements and the results of the previous

be located. Locating the conduit section numbers was a

attempts to perform this inspection waterborne with ROV

major requirement for success. The water condition of

and diving techniques. It was decided to pursue a fourth

100% turbidity was the major reason for the inability to

demonstration of capability incorporating some changes

locate the section numbers.

from this meeting.
EQUIPMENT
One of the outcomes of the meeting was to establish an

The equipment systems used for this fourth demonstration

acceptance criteria for detection of features in the surface

were all readily available in the existing ROV market.

of the conduit to be inspected. No acceptance criteria had

None of the equipment systems used on the demonstration

been established in the past. It was left to the onsite

were developmental. The original contractor that was

judgement of the responsible engineer in charge of the

successful in locating and entering the conduit provided

inspection to determine what conduit features would be

the same original equipment used. This equipment consist

recorded during the inspection. No visual calibration

of an ROV system called the HD2+2. This system is

techniques or standards were applied to these previous

shown in Figure 6. This picture also shows the additional

examinations.

equipment that was used to make sure this demo was
successful and fully demonstrated the current capability

For this fourth capability demonstration an acceptance

of remote underwater visual inspection.

criteria of 1/8” minimum feature size was imposed. This
required that a feature no larger than 1/8” in size must be
detected by the ROV system and located in the conduit. It
was also required that the same feature to be relocated
upon exit from the conduit to verify locational capabilities
of the ROV system. This detection criteria was based on
the as is surface of the conduit with no cleaning of the
surface.

To

“immediately

meet

the

following”

timeliness
a

for

seismic

inspection
event

the

demonstration was staged to simulate emergency response
timing.
Figure 6 – ROV with special sonars & cameras
To demonstrate successfully the ability to locate features
in the conduit the requirement was imposed to reference

The original ROV equipment consisted of the vehicle

ROV location relative to major features of the conduit.

with it’s standard color video camera. This camera was a
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charged coupled device (CCD) camera. The video camera
is the only standard sensor equipment that comes with

The other optical item used was a clear water box for the

ROV systems. To perform the dam intake inspection in

color CCD camera not shown in Figure 6. Once the SIT

100% turbidity additional video and sonar equipment

camera found a feature to interrogate the Color CCD

systems were required.

camera in the clear water box could be used to identify
additional features or color related properties such as

Optical clarity sufficient to resolve the minimum size

running rust issues or abnormal oxide coatings or galvanic

feature or size of minimum acceptance criterion was

reaction.

required in order to perform the inspection. To address the
turbidity issue two optical items were added to the ROV

The original horizontal or forward facing sonar was

system. One was a Silicone Intensified Target (SIT)

required to locate the entrance to the conduit. This

camera. The SIT camera was mounted directly under the

forward facing sonar could image the intake structure

color camera in Figure 6. The SIT camera was so

hundreds of feet away from the structure. In high turbidity

sensitive that it could not be turned on while the ROV

water the video camera would have to be within inches of

was out of water otherwise it would burn out it’s image in

the structure to see it. The use of the forward facing sonar

sun light. To calibrate the SIT camera resolution

was the reason the operator was able to locate and

capability a special camera calibration box was used to

navigate through the log rack structure at the entrance to

seal out the sunlight from the camera. Using the SIT

the intake conduit. Figure 7 shows the sonar images of the

camera calibration box it was confirmed that the SIT

log rack from outside and inside the intake conduit. This

camera could see the minimum size feature required in

forward facing sonar also detected the other navigation

order to perform the inspection. The SIT camera was able

features such as the gate slot, articulated joint and the

to resolve much smaller features than the 1/8” acceptance

service gate. This sonar was mounted on the ROV on the

criteria such as a steel wire 0.020” in dia.

left upper front as shown in Figure 6.

Figure 7. Sonar images of the Log Rack outside, drawing and inside.
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Figure 8. Sonar calibration blocks and corresponding image (upper right quadrant image).
blocks stand off of the similar material background board
In addition to the forward facing sonar a transverse fast

a known distance. The height of these blocks were, 7 ! ”

scan sonar was added to the system. The transverse

and 1 !” inch. The sonar was calibrated by scanning

direction is the area around the sides of the ROV. This

over the cal blocks while suspended under the support

additional sonar allowed acoustic imaging of the conduit

vessel. The calibration verified that the sonar could see

surface. This was used for transverse navigation, locating

the difference between all three blocks and actually

features, damage accessment and feature measurement.

measure the height of

To perform measurement with this sonar a sonar

measurement on the sonar was compared and recorded

calibration process was followed. This calibration process

against the range indicator on the sonar and a calibration

confirmed the scale of measurement that could be

offset was established. As seen in the sonar image, the

accurately

system. This

calibration board and blocks are shown in the upper right

determine the

corner at a slight angle. Using this calibration, any

minimum size feature that would be detectable on the

measurements made with the sonar during the inspection,

sonar system. This calibration process determined the

such as the depth of a missing section of concrete, can be

overall resolution capability of the sonar measurement.

calibrated to a true measurement for that feature.

performed

by

the sonar

calibration process was also used to

the smaller 1 !” blocks. The

Figure 8 shows the sonar calibration blocks and the
cooresponding image on sonar.

The key advantages in the use of remote visual and sonar
inspection are:

The sonar calibration blocks are of known thickness and

1.

Sonar images can see through surface dirt or

height. The calibration blocks and background are of

minor growth on the surface whereas visual

similar material to the “Cut and Cover” concrete intake

inspection without cleaning can easily miss

conduit to be inspected. As shown in the picture these

defects in the surface being inspected.
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2.

Sonar images calibrated to a known standard can

be taken to prevent fouling of the ROV umbilical around

measure the size or characteristics of a defective

the marker buoy line while manuevering to locate the

feature whereas direct inspection by an engineer

intake.

in a confined space taller than the engineer can’t

3.

be measured properly.

Setup of the ROV system involved integration of the new

Visual inspection in reduced visibility with the

systems onto the existing ROV system. This integration

appropriate equipment to illuminate the surface

required specific wiring of the subsea connections to

and detect the minimum size feature is a

utilize existing conductors in the umbilical cable. The SIT

successful inspection. Whereas, engineering

camera required a special calibration box to hold the

inspection with a flashlight in a confined space

visual calibration gage since the camera could not be

and an uncleaned surface with no acceptance

powered up in daylight without blanking out the picture.

criteria is not a successful inspection.
Both the SIT camera and the color camera were operated
to verify that they could resolve the minimum size

OPERATIONS
The

operations

involved

setup,

calibration

and

features on the visual calibration standard. The visual

deployment of the ROV system. Figure 9 shows the

calibration standard had several black lines on a neutral

overall picture of the dam and the control structure in the

grey background along with 2 wires over the black lines.

background. 600 ft out into the lake and 220 ft down was

The wires were 0.008” and 0.020” dia and the black lines

the location of the intake structure. A marker buoy was

were 1/64”, 1/32” and 1/16” wide. The camara setup

anchored in the lake to give a relative reference to the

required that the cameras be adjusted to be able to see all

approximate location of the intake structure. Care had to

of these features. Once the camera setup was complete the

Figure 9. Overall picture of the dam & control structure.
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visual resolution gage was attached to the ROV frame

the ROV dove and started looking for the intake structure.

within tilt range of the camera in order to verify resolution

Approximately 40 minutes into the first dive the structure

during the inspection.

was located and navigation through the log rack was
successful. Throughout the inspection sonar and video

Setup of the sonar units involved the same type of

images were recorded to document the inspection results.

electrical integration. The forward facing sonar was not
calibrated topside before the operations were started. The

Once in the conduit a log was taken to keep track of the

plan for the forward facing sonar was to confirm it’s

location of the ROV relative to key features in the

range scale once waterborne with known features in the

conduit. Forward sonar was able to pickup the articulated

conduit such as the articulated join and the service gate.

joint cover plates and the service gate. With this input the
longitudinal location of the ROV was known. In addition

The transverse sonar did require calibration in order to

to this longitudinal information visual features such as the

verify it’s resolution and measurement accuracy. The

articulated joint and conduit joints and conduit section

calibration blocks shown in Figure 8 consist of blocks of

numbers were recorded.

material similar to the “cut and cover conduit wall
material. These blocks were cinder blocks, stepping

While performing the general area examinations a small

stones and a background base of ceramic tile board. This

feature less than 1/8” in size was needed to validate the

would be used to validate the depth of features in the

resolution capability of this ROV inspection technique.

walls of the conduit or any possible damaged areas where

This feature was identified as one of the slots in the flat

the liner may have spalled off of the wall.

head screws used to hold down the joint cover on the
articulated joint. One of these screws was identified and

Once the setup and calibration was complete the ROV

located by using the position of the ROV along the length

system deployed to the dam site and loaded out onto the

of the conduit in addition to locating it’s azimuth around

support vessel used during the inspection. Once the

the circumference of the conduit using the transverse

system was setup on the support vessel the dam was

sonar and the position of the ROV.

notified to shut the service gate and secure the water flow
in the intake conduit. While the flow was being secured

The ROV continued inspecting the length of the conduit

the support vessel made the transit to the buoy location on

to verify location of the conduit section numbers. Once

the lake and the ROV system was deployed in the water.

the ROV reached the end of it’s umbilical cable it

Once the ROV was waterborne all systems were verified

returned to the same flat head screw to verify the ability

operational and the system was ready to start the

to relocate the small 1/8” feature.

inspection. It took approximately 4 hrs to load out the
ROV system and deploy it in the lake.

Inspection operations were secured approximately 4 hours
after they had started. Total time from arrival to

Once the flow in the intake was confirmed to be stopped

completion of inspection was approximately 9 hours.
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RESULTS

The fourth demonstration of ROV inspection capability
was sucessful. A small feature no larger that 1/8” in size
was located and relocated. The conduit section numbers
were located and recorded. Response time for the
inspection was consistent with that required in simulating
a response to a seismic event. The following pictures
show the results of the inspection.
Figure 10. Flat head screw slot 1/8” wide found and
Figure 10 shows the 9/16” dia flat head screw with a

relocated. (Articulated Joint cover plate screw).

standard screwdriver slot that is 0.118” wide. Figure 11
shows a couple of the conduit section numbers, # 5 & # 8
as examples.

Several entries were made into the intake conduit via the
log rake structure. Transverse sonar scans recorded the

The video recording of the inspection shows many other

transition of the conduit from a rectangular intake

examples of small features such as section joints, isolated

structure to round intake conduit. Forward sonar images

locations of unique man-made features and some minor

painted pictures of both the articulated joint metal cover

normal spalling of concrete at edges. All of these features

plates and the metal service gate at the end of the intake

or indications of wear or growth were identified with the

conduit. These sonar images and measurements when

ROV system and it’s additional equipment. Several of

compared with the construction drawing dimensions

these features would not have been recorded if the

allow for measurement of other longitudinal locations of

original direct inspection method had been used.

the ROV and features along the length of the conduit.

Figure 11. Conduit section numbers 5 & 8 on the top of the intake conduit sections.
. Conduit Section Numbers # 5 and #8.

232

2007 Symposium Proceedings

CONCLUSIONS

the inspection requirements

for internal structural

inspection of waterborne industrial systems.
-

Improved remote underwater inspection can identify
a cascade of failing infrastructure and significantly

Laser Line inspection

assist in stopping the ultimate failure through

-

-

-

progressive inspection planning and documentation.

Remote non-contact measurement is needed to perform

Improved remote underwater inspection can provide

engineering

access to areas previously thought to be inaccessible.

measurement of flaw sizes or damage are required to

ROV systems can meet the routine and emergent

adequately perform engineering evaluation and damage

needs of underwater facility inspections in a cost

assessment. Laser line measurement is an existing non-

effective and timely manner.

contact measurement technique that can be directly

Remote underwater inspection can provide unique

applied to remote underwater inspection. Figure 12 shows

level

inspection

activities.

Accurate

capability to the security and safety functions in the
operation of facilities with large or small water
inventories.
-

Proper contractor/vendor qualification and training
can support all existing needs in conducting
underwater inspections.

With knowledge and proper planning underwater
remote inspection methods can meet requirements in
a cost effective manner and provide increased safety
and security.

FUTURE DEVELOPMENT
Figure 12. Laser Line measurement of a gap.
Sonar Calibration
a laser line system inspecting and characterizing the
Continued development in the area of sonar calibration is

contour and gap on a core spray nozzle in a nuclear

needed to fully integrate this unique capability into any

reactor vessel. By use of a calibration block the offset of

inspection program. Current sonar applications that drive

the laser line from right to left indicates the distance from

development are focused primarily on open water

the camera. The difference in those distances shows the

situations. Sonar development and specifically sonar

depth of features such as the pipe joint in Figure 12. Any

calibration will need to be enhanced to properly support

feature with the laser line on it can be measured.

Vickerman
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BIOGRAPHY

David C. Vickerman is a Principal Engineer responsible
for Business Development within the Technology
Division of Raytheon UTD. His 36 years of experience as
a registered Professional Engineer encompasses marine
salvage, nuclear service and equipment design, including
five patents, and remote underwater inspection.
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Service Medal (three Oak Leaf Clusters), the Army
Commendation Medal (three Oak Leaf Clusters),
the Army Achievement Medal, the National Defense
Service Medal (two Bronze Service Stars), Armed
Forces Expeditionary Medal, Southwest Asia Service
Medal (one Bronze Service Star) the Global War on
Terror Service Medal, the Korean Defense Service
Medal, Armed Forces Service Medal, Humanitarian
Service Medal, Army Service Ribbon, the Overseas
Service Ribbon (4), Kuwait Liberation Medal (Saudi),
the Kuwait Liberation Medal (Kuwait) and the Joint
Meritorious Unit Award. Qualification badges include
the Expert Infantry Badge, the Parachutist Badge,
and the Joint Staff Identification Badge.
John B. Noftsinger, Jr., Associate Vice
President for Research & Public Service,
James Madison University, and Executive
Director, IIIA
Dr. Noftsinger serves as Associate Vice President of
Academic Affairs for Research and Public Service,
Executive Director of the Institute for Infrastructure
and Information Assurance, and Associate Professor
of Integrated Science and Technology and
Education at James Madison University. He has
primary responsibility for facilitating external grant
and contract funding, homeland security research
programs, economic development, technology
transfer, and academic public relations and service
programs for JMU. He has led the development of
an innovative bachelor’s program in Information
Analysis at JMU and is actively engaged in developing
economic acceleration policy and programs within
the mid-Atlantic region through the Accelerating
Innovation Foundation, Virginia Technology Alliance,
and the Shenandoah Valley Technology Council, all
of which he co-founded. He is a founding member
of the Executive Committee of the Virginia Institute
for Defense and Homeland Security and Deputy
Chairman of the University of Virginia’s Critical
Incident Analysis Group (CIAG) Steering Committee.
Dr. Noftsinger is also a member of the Critical
Infrastructure Roundtable at the National Academy
of Sciences. He serves as a Senior Fellow at the
George Washington University Homeland Security

Policy Institute (HSPI). In 2002, Dr. Noftsinger’s
statewide leadership was recognized when he was
appointed by Governor Mark R. Warner as co-chair
of the Virginia Research and Technology Advisory
Commission (VRTAC), which advises the Governor
and General Assembly of Virginia on appropriate
research and technology strategies. He was also
appointed by Governor L. Douglas Wilder as Deputy
Secretary of Education for the Commonwealth
for 1993-1994. He holds a Bachelor of Science in
Political Science and Public Administration from
James Madison University, a Master of Arts in Higher
Education Administration and Student Affairs from
The Ohio State University, and a Doctorate in
Higher Education Administration from the University
of Virginia.
A. Jerry Benson, Dean, College of Integrated
Science and Technology (CISAT), James
Madison University
The College is comprised of nine academic units
(Communication Sciences and Disorders; Computer
Science; Health Sciences; Integrated Science and
Technology; Kinesiology & Recreation Studies;
Nursing; Psychology; Graduate Psychology; Social
Work) and various centers and support units (e.g.,
Institute for Innovation in Health and Human
Services, Institute for Infrastructure and Information
Assurance, Mine Action Information Center, Lifelong
Learning Institute, and others). The College offers
17 undergraduate programs, 22 graduate programs
(15 masters, 3 EdS and 4 doctoral) and serves
approximately 4000 majors.
Prior to assuming the Deanship of the College of
Integrated Science and Technology in July, 1999,
Dr. Benson had served as Dean of the College
of Education and Psychology at James Madison
University for seven years. He has been a faculty
member and served in administrative positions at
JMU since 1980.
Dr. Benson has a Ph.D. in Transactional Ecological
Psychology, is a licensed Clinical Psychologist in
Virginia, and is a Professor of Psychology at JMU.
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Dr. Benson’s principal areas of expertise and research
include systems intervention; statistical analyses/
program evaluation; and consultation.

Panel One: Cascading Failure
Examples and Case Studies
Moderator: Harvey Ryland (CEO, Institute
for Business and Home Safety)
Mr. Ryland is the President and Chief Executive
Officer of the Institute for Business & Home Safety
(IBHS). IBHS is a national, not-for-profit corporation
dedicated to reducing injuries, deaths, property
damage, economic losses and human suffering caused
by natural disasters. The Institute is supported by
the insurance industry and others committed to
accomplishing this mission.
He was nominated by President Clinton, and
confirmed by the U.S. Senate as Deputy Director
of the Federal Emergency Management Agency
(FEMA). He worked closely with James Lee Witt,
the Director of FEMA, to develop a new strategy
for emergency management in the United States,
emphasizing loss reduction through property
protection.
From 1989 to 1993, Mr. Ryland was Executive
Director of the Central United States Earthquake
Consortium (CUSEC), whose mission is earthquake
property protection and preparedness in the New
Madrid Seismic Zone. Previously, he was the project
engineer for the development of the Incident
Command System (ICS), the Uniform Fire Incident
Reporting System (UFIRS), the Community Fire
Protection Master Planning manuals, and numerous
fire, law enforcement, and emergency management
communications-dispatch systems.
He has been in the field of Emergency Management
for over thirty years. He holds Bachelor and Master
of Science degrees in Engineering Science.
Brenton Greene (Northrop Grumman)
Mr. Greene joined Northrop Grumman Information
Technologies in February 2007 to coordinate their
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wireless communications initiatives. Previously,
he served as Vice President, Strategic Initiatives at
Lucent Technologies, shaping their public safety
communications initiatives, as well as Lucent’s
engagement with the President’s NSTAC.
As a senior government executive from 2001-2004,
he directed the National Communications System
(DHS/NCS), responsible for federal national security
and emergency preparedness communications.
During 9/11, his agency coordinated many aspects
of the restoration of key New York City telecom
infrastructures.
Mr. Greene is a member of the Federal Government
Leadership Forum and a member of the Board of
Directors for Reliability First Corporation, one of
the major regional reliability councils of NERC,
overseeing electric grid reliability for vital regions
of the nation. In other leadership roles, he served
as the government Chair, and later, industry ViceChair of the President’s NSTAC Industry Executives
Subcommittee.
Mr. Greene served as a Commissioner on the
President’s Commission on Critical Infrastructure
Protection (PCCIP), developing national policy and
strategy recommendations for the President and
leading to a wide range of national CIP initiatives.
As a graduate of the U.S. Naval Academy, he
completed nuclear propulsion training and served a
career in submarines, including tours as commanding
officer of the nuclear attack submarines USS Skipjack
and USS Hyman G. Rickover, retiring as a Navy
Captain in 1995 to lead federal critical infrastructure
protection initiatives within DOD.
John G. Kappenman (Director, Applied Power
Division, Metatech Corp.)
Mr. Kappenman serves as Division Manager of
the Applied Power Division of Metatech Corp. He
directs the development of products, services, and
consulting that are provided to clientele world-wide
and primarily focusing on Geomagnetic Disturbances
& Space Weather, Lightning, and substation and
power system engineering and related specialty

products. Prior to this he was with Minnesota Power
for over 20 years.
In March 1997, Mr. Kappenman was invited by the
President’s Commission on Critical Infrastructure
Protection to brief the Commission on the “The
Impact of Space Weather on Power Systems and
their Operation”. Mr. Kappenman has also served
as a member of the Science Advisory Panel in July
2000 to the NOAA Space Environment Center. Mr.
Kappenman has presented testimony before the U.S.
House Science Committee in October 2003 on the
importance of geomagnetic storm forecasting for the
electric power industry.
Mr. Kappenman is one of the principal investigators
under contract with the Commission to Assess the
Threat to the United States from Electromagnetic
Pulse (EMP Commission). The EMP Commission
was chartered to conduct a study of the potential
consequences of a high altitude nuclear detonation on
the domestic and military infrastructure and to issue
a report containing its findings and recommendations
to the Congress, the Secretary of Defense, and the
Director of FEMA.
Mr. Kappenman is a member of the Editorial
Advisory Committee to the AGU International
Journal of Space Weather. He is one of the founders
and serves as the Chairperson of the Commercial
Space Weather Interest Group. He is a Senior
Member of the Institute of Electrical and Electronics
Engineers and the Power Engineering Society, and
has served as the Chairman of the Transmission and
Distribution Committee (1994-1996).
Laura Steinberg (Professor of Environmental
and Civil Engineering, Southern Methodist
University)
Dr. Steinberg is Professor of Environmental and Civil
Engineering at Southern Methodist University in
Dallas. Her research focuses on disaster management,
infrastructure planning and protection, and
environmental modeling. She has also intensively
studied the 1999 earthquake in Turkey, investigating
its impacts on industrial infrastructure and the
environment, and evaluating the effectiveness of risk

management procedures. In 2005, Dr. Steinberg took
a leave of absence from her academic responsibilities,
and held joint appointments as a Faculty Scholar in
the Critical Infrastructure Protection Group of the
Department of Homeland Security, and as a Visiting
Scientist at George Washington University in the
Institute of Crisis, Disaster, and Risk Management.
In her role at DHS, Dr. Steinberg collaborated on
the writing of the 2005 Update of the National
Critical Infrastructure Research & Development Plan
and provided expert assistance in the definition of
R&D projects for DHS affiliates. Since Hurricane
Katrina devastated the Gulf Coast, she has given
over a dozen invited talks on the hurricane’s impacts
and after-effects, including talks sponsored by the
National Academies and conference plenary sessions
for groups such as the Society for Risk Analysis and
the International Society for Probabilistic Safety
Assessment and Management.
Dr. Steinberg is an Associate Editor of the Natural
Hazards Review and a member of the Editorial
Board of the Journal of Homeland Security and
Emergency Management. She also sits on the EPA’s
Science Advisory Board (Drinking Water Committee)
and has consulted to the Board on environmental
technology diffusion, and to the Department
of Energy on risk assessment. Prior to her work
in academia, Dr. Steinberg was Environmental
Engineering Department Head at the planning and
engineering firm of Louis Berger International, and
Business Development Manager at Geraghty and
Miller, an environmental engineering firm.
Laurence Zensinger (Vice President for
Homeland Security, Dewberry)
Mr. Zensinger is Vice-President for Homeland
Security at Dewberry, a national architecture,
engineering and emergency management/homeland
security consulting firm. In this position, Mr.
Zensinger participates in and directs a wide range
of emergency management and homeland security
projects for federal, state and local government
agencies, including continuity of operations plans,
hazard mitigation, emergency operations, disaster
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housing and infrastructure protection. Mr. Zensinger
is a member of the International Association of
Emergency Managers, The American Planning
Association and the American Public Works
Association, where he serves on the Emergency
Management Technical Committee. Mr. Zensinger
has more than 28 years of experience serving
previously in multiple senior level and executive
positions at FEMA and the Department of Homeland
Security, including Director of the Recovery
Division in the Department of Homeland Security’s
Emergency Preparedness and Response Directorate.
Mr. Zensinger served as the senior advisor to the
Director of FEMA for recovery from the ninestate Midwest floods of 1993, fires that destroyed
significant portions of Los Alamos, New Mexico, and
the World Trade Center terrorist attacks.
Mr. Zensinger has served in virtually every aspect
of FEMA’s response and recovery activities since
its creation, including development of the Federal
Response Plan, development of standards, staffing,
equipment and training configurations for the
National Urban Search and Rescue System, the
Hazard Mitigation Grant Program, the national
system for the centralized processing of individual
disaster claims and the innovation of numerous
disaster response and recovery programs. Mr.
Zensinger represented FEMA in working with
Congress on the development of multiple
amendments to Disaster Recovery and Mitigation
provisions of the Robert T. Stafford Disaster Relief
Act, and in the drafting of subsequent amendments to
the program which provided for greater amounts of
funding and greater flexibility in program operations
for FEMA’s disaster recovery programs.
Mr. Zensinger participated in the development of
the initial National Response Plan and the National
Incident Management System, especially in drafting
portions of the plan addressing mass care, public
works and engineering, long term recovery and
catastrophic incident planning in the areas of
housing, debris management, and mass care.
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Panel Two: Multiple Hazards and
Vulnerable Intersections
Moderator: Lt. Gen. (Retired) Henry J. Hatch
(Board on Infrastructure and the Constructed
Environment, NRC)
Lt. Gen. Hatch is the chair of the Federal Facilities
Council and a member of the Board on Infrastructure
and the Constructed Environment of the National
Research Council. He retired from the U.S. Army
Corps of Engineers with the rank of lieutenant
general and served as chief of engineers and
commander of the U.S. Army Corps of Engineers. He
was elected to the National Academy of Engineering
in 1992. General Hatch was the chief operating
officer of the American Society of Civil Engineers
from 1997 to 1999 and, prior to joining ASCE, was
president and chief executive officer of Fluor Daniel,
Hanford, Inc., where he directed a $5 billion, fiveyear management contract for the U.S. Department
of Energy’s environmental cleanup at Hanford.
General Hatch is a registered professional engineer
in the District of Columbia and a member and past
national president of the Society of American Military
Engineers. He graduated from the U.S. Military
Academy at West Point and has an M.S. in Geodetic
Science from The Ohio State University.
Thomas Neighbors (Vice President and Chief
Scientist, SAIC)
Dr. Neighbors has three and a half decades of
experience in vulnerability/survivability assessments,
C4I and communications architecture formulation,
and facility/supporting infrastructure evaluations in
an all-hazards threat environment. His experience
covers diverse subject areas ranging from the
evaluation of subsystem/subsystem response and
protective designs to nuclear weapons effects, such
as High Altitude EMP (HEMP) and blast effects,
to research in anomalous sea surface reverberation.
He has conducted hands-on assessments of critical
command and control centers within the U.S.,
Europe, and Asia and hardened DDR sites including
national level C2/C3, Air Defense Control, and front
line logistics and weapons support storage facilities.

For the Secretary of Defense mandated Failsafe and
Risk Reduction Review (FARR), he led Red team
evalutions of critical U.S. strategic command and
control processes and elements.
He has a Ph.D. in Physics, served as an adjunct
faculty member in the Department of Physics at
Georgetown University from 1987 to 1999, a visiting
Professor at the Technical University of Denmark in
1988 and 1995, and is on the scientific committees for
the second International Conference on Underwater
Acoustic Measurements (Heraklion, Crete in 2007)
and the Waterside Security (WSS2008, Copenhagen,
Denmark in 2008).
Paula Scalingi (Pacific Northwest Center for
Regional Disaster Resilience and The Scalingi
Group, LLC)
Dr. Scalingi is the Director of the Pacific Northwest
Center for Regional Disaster Resilience, and Vice
Chair of The Infrastructure Security Partnership
(TISP). She also is President of The Scalingi Group,
LLC and Co-director of the Stony Brook University
Forum on Global Security. Since October 2001, she
has helped private and public sector organizations
create and develop regional initiatives focused
on infrastructure interdependencies and disaster
resilience. She has developed such initiatives in
the Pacific Northwest and Northeast, the states of
Iowa and Maryland, the cities of San Diego, New
Orleans, and Chicago, and for the 2002 Salt Lake
City Winter Olympics. As part of these efforts,
Dr. Scalingi has helped stakeholders design and
conduct regional interdependency exercises focused
on all-hazards threats and disruptions, including
pandemics, and developed Action Plans and specific
projects for solutions to address gaps. For TISP, she
was the principal architect and drafter of the Guide
to Develop an Action Plan for Regional Disaster
Resilience.
Dr. Scalingi formerly was founder and director of
the U.S. Department of Energy’s Office of Critical
Infrastructure Protection. She also served in the
U.S. Arms Control and Disarmament Agency, the
Central Intelligence Agency, and on the staff of the

House Permanent Select Committee on Intelligence.
She also sserved as the director of the Decision and
Information Sciences Division at Argonne National
Laboratory, where she founded and managed
the Infrastructure Assurance Center and was the
technical liaison to the President’s Commission on
Critical Infrastructure Protection.
Col. Robert Stephan (Assistant Secretary for
Infrastructure Protection, DHS)
Colonel Stephan was appointed to serve as the
Assistant Secretary of Homeland Security for
Infrastructure Protection in April 2005. In this
capacity, he is responsible for the Department’s
efforts to catalog our critical infrastructures and key
resources and coordinate risk-based strategies and
protective measures to secure them from terrorist
attack.
His prior experience as Senior Director for Critical
Infrastructure Protection in the Executive Office
of the President (EOP) makes him a well-qualified
choice for the Assistant Secretary position. During
his tenure with EOP, his duties included developing
and coordinating interagency policy and strategic
initiatives to protect the United States against terrorist
attack across 13 critical infrastructure sectors.
Previous to his new position within IAIP, Colonel
Stephan served as Special Assistant to the Secretary
and Director of the Secretary’s Headquarters
Operational Integration Staff. In this capacity, he was
responsible for wide range of activities that included
headquarters-level planning in the areas of strategic
and operational planning, core mission integration,
domestic incident management, training and
exercises. He also directed the Interagency Incident
Management Group, integrating Department and
interagency capabilities in response to domestic
threats and incidents.
Colonel Stephan held a variety of key operational
and command positions in the joint special operations
community during a 24-year Air Force career. During
Operation Desert Storm, he deployed to Saudi
Arabia as a joint battlestaff planner and mission
commander supporting Joint Special Operations
Speaker Biographies

257

Task Force strategic interdiction operations in Iraq.
As a commander of two Air Force Special Tactics
Squadrons, Colonel Stephan organized, trained,
and equipped forces for contingency operations in
Somalia, Haiti, Bosnia, Croatia, Liberia, Colombia,
and Kosovo.
Colonel Stephan is a distinguished graduate of
the United States Air Force Academy, and holds
a Bachelors Degree in Political Science. He is an
Olmsted Scholar and has earned Masters Degrees
in International Relations from the University of
Belgrano, Buenos Aires, Argentina, and The Johns
Hopkins University.

Panel Three: Cascading Failure
Assessment and Modeling
Moderator: Massoud Amin (H.W. Sweatt
Chair in Technological Leadership and
Professor of Electrical and Computer
Engineering, University of Minnesota)
Dr. Amin holds the H.W. Sweatt Chair in
Technological Leadership, is director of the Center
for the Development of Technological Leadership,
and is professor of electrical and computer
engineering at the University of Minnesota Twin
Cities Campus. His research focuses on global
transition dynamics to enhance resilience and security
of national critical infrastructures. Prior to joining the
University of Minnesota in March 2003, for five years
Dr. Amin held positions of increased responsibility
including area manager of infrastructure security,
grid operations/planning, and energy markets at
the Electric Power Research Institute (EPRI) in
Palo Alto, California. In the aftermath of the tragic
events of 9/11, he directed all security-related
research and development at EPRI, including the
Infrastructure Security Initiative (ISI) and Enterprise
Information Security (EIS). Prior to October 2001, he
served as manager of mathematics and information
science at EPRI, where he led strategic research in
modeling, simulation, optimization, and adaptive
control of national infrastructures for energy,
telecommunication, transportation, and finance.
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Dr. Amin is the author or co-author of more than
120 research papers, is the editor of seven collections
of manuscripts, and serves on the editorial boards of
four academic journals. Dr. Amin holds B.S. (cum
laude) and M.S. degrees in Electrical and Computer
Engineering from the University of MassachusettsAmherst, and M.S. and D.Sc. degrees in Systems
Science and Mathematics from Washington
University in St. Louis, Missouri.
Darwin “Duke” Clark (Chief Engineer
Homeland Security Group, General Atomics)
Mr. Clark grew up in San Diego, California, in a
military family. He graduated from the US Naval
Academy in 1986, and spent several years in the
propulsion plants of warships. On these ships, and
later in graduate school, he learned the theory and
practical aspects of systems engineering and analysis.
Leaving the active duty navy in 1998, Mr. Clark
began a varied series of technical assignments
supporting military research and development in
the San Diego area defense industry. His experience
varies from satellite communications, to enterprise
software design, and unmanned aerial systems (UAS).
Mr. Clark joined General Atomics in March 2006, to
work on the protection of critical infrastructure.
Mr. Clark is married to Margaret Stark, an author
of several books. They have two sons. Mr. Clark
has a bachelors degree in engineering from the US
Naval Academy, and a masters degree in physics
from the Naval Postgraduate School. He enjoys the
electric guitar, playing water polo, and cigars. He is
a Commander, Engineering Duty Officer, in the US
Navy (Reserve Component).
Taz Daughtrey (James Madison University)
Mr. Taz Daughtrey is the Associate Director
for Software Development for the Institute for
Infrastructure and Information Assurance at James
Madison University, where he also teaches in the
Computer Science Department. His industrial career
included software development, training, and quality
improvement responsibilities in manufacturing and
engineering. He is a Fellow of the American Society
for Quality.

Ira Kohlberg (Institute for Defense Analyses)
As President of Kohlberg Associates, Inc., Dr.
Kohlberg performs R&D studies for U.S. government
agencies in the areas of electromagnetic theory, fluid
mechanics, and applied mathematics. He is also an
Adjunct Research Staff Member at the Institute
for Defense Analyses (IDA). At IDA he currently
co-chairs Technology Working Groups in Directed
Energy, Pulsed Power, Nuclear and Radiological
Technology, and Weapons Effects in support of the
Defense Critical Technology Program. Dr. Kohlberg
serves on the Army Science Board, IEEE and AIAA
technical committees, and international scientific
committees. He is an Institute Fellow of the Energy
Systems Institute of the State University of New
York at Buffalo, was U.S. chairman of Commission
Electromagnetic Noise and Interference of the
International Union of Radio Science, and has been
a reviewer for several IEEE transactions.

Panel Four: Cascading Failure
Solutions
Richard G. Little (Director, Keston Institute
for Public Finance and Infrastructure Policy,
University of Southern California)
Mr. Little is the Director of the Keston Institute
for Public Finance and Infrastructure Policy at
the University of Southern California, where he
teaches and manages a program of research and
dissemination activities aimed at informing the
discussion of infrastructure issues critical to California
and the nation. Prior to joining USC, he was the
Director of the Board on Infrastructure and the
Constructed Environment of the National Research
Council (NRC), where he developed and directed
studies in life-cycle asset management and financing
of infrastructure, project management, and hazard
preparedness and mitigation. He has published
extensively on risk management and decision-making
for physical security and critical infrastructure
protection.
Little serves as Editor of Public Works Management
and Policy and on the Editorial Boards of the Journal

of Performance of Constructed Facilities and the
International Journal of Emergency Management.
He is a member of the Advisory Board of the
Institute for Infrastructure and Information Assurance
at James Madison University, where he is an Adjunct
Professor and lecturer in complex infrastructure
systems. He has been certified by examination by
the American Institute of Certified Planners and is a
member of the Society for Risk Analysis.
He has over thirty-five years experience in planning,
management, and policy development relating to
infrastructure and public facilities, including fifteen
years with the Office of Comprehensive Planning
in Fairfax County, Virginia where he served as
the Director of the Planning Division. Little
received a B.S. in Geology and an M.S. in UrbanEnvironmental Studies from Rensselaer Polytechnic
Institute.
Rusty Lee (Rensselaer Polytechnic Institute)
Dr. Lee is a staff research associate at Rensselaer
Polytechnic Institute and holds an appointment
as a Special Technical Assistant to the National
Infrastructure Assurance Center at Argonne National
Laboratory. His research activities include three
National Science Foundation grants: Impact of
the World Trade Center on Critical Infrastructure
Interdependence; Disruptions in Interdependent
Infrastructures: A Network Flows Approach; and
Decision Technologies for Managing Interdependent
Critical Infrastructure Systems. He received his
bachelor’s degree in nuclear engineering from
Rensselaer before joining the Navy’s submarine
service. His 24-year career, both active duty and
reserve, included assignments as Chief Engineer
of the nuclear ballistic missile submarine James K.
Polk, staff of the Commander, Submarine Force
Atlantic Fleet, and as a project manager for the
Space and Naval Warfare Systems Command,
overseeing communication systems development
and deployment. He returned to Rensselaer in
the fall of 2000 as a student and was hired by the
Institute in August 2001. He has a master’s degree
in management and received his Ph.D. from the
Department of Decision Science and Engineering
Systems in August, 2006.
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David Newman (Center for Complex Systems
Studies, University of Alaska Fairbanks)
Dr. Newman is a professor in the physics department
at the University of Alaska Fairbanks, where he also
serves as director of the Center for Complex Systems
Studies. His research interests include the dynamics
of complex systems, ranging from turbulence to
fusion plasmas as well as the dynamics of large-scale
electrical power transmission grids and interacting
infrastructure systems. Dr. Newman served in the
Peace Corps in Kenya, has a Ph.D. in physics from
the University of Wisconsin-Madison, and was a
Wigner Fellow and scientist at Oak Ridge National
Laboratory. He is a member of the American Physical
Society and American Geophysical Union.
James Peerenboom (Infrastructure Assurance
Center, Argonne National Laboratory)
Dr. Peerenboom is the Associate Director of the
Decision and Information Sciences Division and
Director of the Infrastructure Assurance Center
at Argonne National Laboratory. He has been
actively engaged in systems analysis, decision and
risk analysis, and advanced modeling and simulation
activities for more than thirty years. For the past
fifteen years, he has focused on critical infrastructure
protection and homeland security issues, providing
technical support to the President’s Commission
on Critical Infrastructure Protection, assisting the
White House Office of Science and Technology
Policy in developing a critical infrastructure
assurance R&D roadmap, and leading infrastructure
interdependencies and vulnerability assessment
programs for the Departments of Homeland Security,
Energy, Defense, and other government agencies. He
is the author of over 80 publications and received a
Ph.D. in energy and environmental systems from the
University of Wisconsin-Madison.
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2007 IIIA Fellows
The Institute for Infrastructure and Information
Assurance welcomes the 2007 class of
IIIA Fellows. These researchers have made
outstanding accomplishments in Infrastructure
Protection and Information Assurance.
Key criteria for IIIA Fellows include:
• demonstrated significant contributions
through scholarship or practice in
infrastructure and/or information
assurance.
• demonstrated effectiveness as leader and
communicator in infrastructure and/
or information assurance (including
publication).
• demonstrated excellence in and
commitment to teaching and mentoring
university students.
• proven record of obtaining and managing
external research grants.

Massoud Amin, University of Minnesota
Dr. Amin’s research focuses on two areas: 1) Global
transition dynamics to enhance resilience, security
and efficiency of complex dynamic systems. These
systems include national critical infrastructure
for interdependent energy, computer networks,
communications, transportation and economic
systems. 2) Technology scanning, mapping, and
valuation to identify new science and technologybased opportunities that meet the needs and
aspirations of today’s consumers, companies and the
broader society. This trust builds coherence between
short- and long-term R&D opportunities and their
potential impact.

Michael D. Deaton, James Madison
University and Mark A. Kirk, University of
Virginia
Drs. Deaton and Kirk have developed a prototype
decision support system to support local communities
in evaluating and prioritizing the risks posed by
hazardous materials transported through or stored
in their communities. The concept was validated
through interactions with emergency responders and
coordinators in Harrisonburg, Rockingham County,
Charlottesville, and other regions in Virginia. They
also spearheaded a proposal to DHS to establish a
national center of excellence for high consequence
event response R&D.
Greg B. Saathoff, University of Virginia
Dr. Saathoff serves as the Executive Director of
the Critical Incident Analysis Group (CIAG) at the
University of Virginia, which works to understand
the impacts of critical incidents on government
and the societies they serve and to counteract these
effects through the study of past incidents. CIAG
believes studying the incidents in an academic
setting, behind closed doors, is not enough. Today’s
key threat of terrorism involves organizations which
know no boundaries and yet are bounded by ideals
that motivate its participants toward destructive
acts against innocent civilians. Such threats must be
examined with candor by a range of professionals
including those experts who are actively encountering
the threats.
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HOST Contact Information:

James Madison University

Federal Facilities Council
Lynda Stanley
Director, Board on Infrastructure and the Constructed
Environment
National Research Council
500 Fifth Street, NW, Room 943
Washington DC 20001
Phone: 202-334-3374; Fax: 202-334-3370; lstanley@nas.edu
www.nationalacadmies.org/bice

Dr. George H. Baker
Associate Director for Infrastructure Research
MSC 4102, Harrisonburg, VA 22807
Phone: 540-568-8767; bakergh@jmu.edu

IIIA Advisory Board
The mission of the Institute is to facilitate
development, coordination, integration, and
funding of activities and capabilities of the James
Madison University academic community to
enhance information and critical infrastructure
assurance at the federal, state, and local levels.
The Institute is guided by an advisory board that
includes a distinct group of individuals representing
business, industry and government.
Mike Becraft, SI International, Inc.
Daniel Caprio, The Progress & Freedom Foundation
Robert Cofod, BankDetect
Grant Cooley, Tele-Consultants, Inc.
Al Costantine, SAIC
Raghu Dev, Oracle Corporation
Kevin Esser, Predicate Logic
Gene Garlick, Northrop Grumman Information Technology
Mike Hutton, National Counterterrorism Center
Matthew Keller, Corsec Security, Inc.
Michael King, Northrop Grumman Information Technology
Jacqueline Liggins, Ingenium Corporation
Richard G. Little, Keston Institute for Infrastructure & Policy,
University of Southern California,
Vic Maconachy, National Security Agency
Sadaat Malik, Cisco Systems, Inc.
Louis McDonald, Virginia’s Center for Innovative Technology
Bill McGilvery, i2
Jeffrey Payne, Cigital, Inc.
Brendan Peter, LexisNexis Special Services, Inc.
Ben Plowman, Luna Innovations
John Rice, United States Navy
Kyndra Rotunda, George Mason University School of Law
Fenton “Dutch” Thomas, MSA, Incorporated
Jay Willer, Blue Ridge Home Builders Association
Lee Zeichner, Zeichner Risk Analytics, LLC
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Dr. John B. Noftsinger, Jr.
Associate Vice President of Academic Affairs for Research
and Public Service; Executive Director, IIIA
MSC 4107, Harrisonburg, VA 22807
Phone: 540-568-2700; noftsijb@jmu.edu
www.jmu.edu/research

Mr. Taz Daughtrey
Associate Director for Software Development
MSC 4103, Harrisonburg, VA 22807
Phone: 540-568-2778; daughtht@jmu.edu
Ms. Cheryl J. Elliott
Assistant Director for Marketing and External Relations
MSC 4111, Harrisonburg, VA 22807
Phone: 540-568-4442; elliotcj@jmu.edu
Mr. Chaz Evans-Haywood
Assistant Director for Industry and Government Relations
MSC 4111, Harrisonburg, VA 22807
Phone: 540-568-8925; evanshcw@jmu.edu
Ms. Patricia Higgins
Assistant Director for Information Analysis and Modeling
MSC 4111, Harrisonburg, VA 22807
Phone: 540-568-1727; higginpe@jmu.edu
Mr. Steve Knickrehm
Associate Director for Policy, IIIA
Assistant Professor of Health Sciences
MSC 4301, Harrisonburg, VA 22807
Phone: 540-568-3497; knickrsc@jmu.edu
Mr. Kenneth F. Newbold, Jr.
Associate Director for Administration and Finance
MSC 4111, Harrisonburg, VA 22807
Phone: 540-568-1739; newbolkf@jmu.edu
Dr. Ruben Prieto-Diaz
Associate Director for Information Assurance
MSC 4103, Harrisonburg, VA 22807
Phone: 540-568-1665; prietorx@jmu.edu
Mrs. Rebecca L. Rohlf
Fiscal Technician
MSC 4111, Harrisonburg, VA 22807
Phone: 540-568-3640; rohlfrl@jmu.edu
IIIA Graduate Fellows:
Ben Delp: delpbt@jmu.edu
Ryan McKay: mckayrl@jmu.edu
Jill Stephens: stephejm@jmu.edu

